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Abstract

Unautlorized copying of movies is a major concen
for the motion picture indugry. While unauhorized
copies of movies have been distributed via video
casséte and DVD for sometime, low-cost, high-
bandvidth Internet connections and pee-to-peer file
sharhg networks provide highly efficient distribution
media. Many movies are showingup on file sharng
networks shorty after, andin somecases prior to, the-
atrical releag. It hasbeenarguedthatthe availability
of unauhorized copiesdirectly impads theder atten-
dan® and DVD sales,and herce repregntsa major
financid threatto themovie industry. Ourresearchat-
temptsto deteminethe sourceof unauhorizedcopies
by studying the availability and chamacterstics of re-
centpopuar moviesin file sharirg networks. Of the
318 movie samplesve examined 87%appeato have
beenleaked originally by industry insiders. In ad-
dition, of the 210 unique movies we acqured, 176
becane available on the Intemet prior to their offi-
cial consumerDVD releag date. We perfom a brief
analysis of themovie produwction anddistribution pro-
cessandidentify potential secuity vulnerabilties that
may lead to unauthorized copies becaning available
to those who may wish to redistibute them. Finally,
we offer recommendtionsfor redwing secuity vul-
nerablitie s in the movie production and distribution
process.

1 Intr oduction

The U.S. motion picture industry estimdesthat their
revenuelossesdue to unautholized copying and re-
distribution of moviesvia physicd media(video cas-
settes DVDs, etc.) exceed $3 billion anrually [1]2
Eachyea over 400 facilities for illegally duplicating
audiovisual content are discoveredin the U.S, and
mary more are believed to remain undiscovered in
both the U.S.andoversea [3]. In 2001, 74 suchfa-
cilities wereraidedin Asia [2]. The movie industry
hasnotreleasedestimats of revenwe losses dueto In-
ternetredistribution of unauthorized copies; however,
recentstudies have estimatedthat there are 350,0®
to 400,0® illegal movie downloadseachdayandpro-
jectedreverueloses of upto $4 billio n annwally within
thenext two yeas[4, 5].

Estimatng revente losses dueto illegal downloads
is problematicbecaiseit is difficult to deteminewhat
percertage of illegal downloads resut in lost rev-
enuefor the industry andwhetter illegal downloads,
throudh the “free publicity” they gererate,have ary
positive impactson box office revenwes. Nonethe
less, it is likely that redistibution of unauthorized
copiesvia the Internetwill increasingly impactDVD
movie sales and paid Intemet distribution of movies.
As the easeof downloading unauhorized copies of
movies grows with the availability of low-cost high-
bandwidh Intemet conrections and peerto-peer file
sharirg networks, themaovie industry’s concensabou
illegal downloadsis intersifying. Theseconernsare
heightenedby the pheromenaof unatuthorized copies

1In somestatementshe MPAA hasclaimedthis number in-
cludesonly analogvideo cassettalistribution [2], while in other
statementshe MPAA hasclaimedthis numbercoversall illegal
distribution exceptinternetdistribution [1].
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Figure 1: A prdiminary versin of the film “The
Hulk” was criticized for the poor qudity of its CGlI.
The watermarls in the bottom right corng were re-
movedin anattanptto maskits origin.

of movies beawming available on the Intemet prior to
their U.S.theate relea® [6].

Much of the disaussion abaut preventing unau-
thorized copying of movies hasfocused on shuting
down the massproduction anddistribution of pirated
maovies and on copy protection schemegesighedto
prevert consumersfrom making unauhorized copies
of movies from DVDs, paid Internet downloads, or
digital televisionbroadtasts[2]. However, until re-
cently, there was little public discussion abaut the
needto increasesecuity measuesto prevent unau-
thorized copiesof movies from falling into the hards
of those who will massprodwce them—oten befare
their thearical release. In arecent interview with The
Guardian, oneindustry watche, Mark Endeman, di-
recta of Deloitte Consuting’s mediapradice, criti-
cizedthe movie industry for concentrating on booteg
DVDs andvideo cassées[5]. In aWall StreetJournal
interview, Walt Disney Studioschief Dick Cook crit-
icized the commonindustry pradice of sendng out
thousandsof screerer DVDs to Academyvoters, say-
ing that the industry had beenslow to ackrowledge
that this pradice wasfacilitating movie piracy. “The
unfortunae part of this industry sometimess that it
hasto get hit over the headbefae sometling hap-
pens’ hesaid[7].

In the Spring of 2003 several pressrepots high-
lighted secuity measues that movie studios were
putting in place to prewent unauthorized copying of
maovies during the pre-reenngs that are conducted
for themediaor aspartof marketing reserch[8, 9, 6].
Despitethese measues, somemaovies are becaning
available on the Interret befare their theatrcal re-
lease and in somecase before a movie has been
fully edited. For examplk, an early version of Uni-
versals The Hulk began circulating on the Internet

two weeksbefare its June20, 2003 U.S. theate re-
leasedate. The versim illegally releagd on the In-
ternethadincomgdete computr graghics, which were
widely criticizedon Internetmessag boards[10] (see
Figure 1). Within three weeksKerry Gonzdez was
chaged with posting the purloined film on the Inter-
net. Gonzdez reporedly obtaned a video tapeof a
pre-rdease“work print” of the movie from a friend,
who hadin turn receved it from an emplo/ee of a
Manhatan print adwertising firm that was promding
themovie. He pleadguilty to a single count of felony
copyright infringementandfacesfinesandup to three
yearsin prison[11, 12].

Our resarch attemptsto determire the gereral
sourceof unauhorizedInternet copes of moviesthat
werein theU.S box office top 50 duringan 18-month
period beginning in Janwary 2002 Much unsibstan
tiated debde hasoccured, but we know of no reli-
abledataon this sulject in the public domain. In this
paperwe pregent a brief andysis of the movie pro-
duction anddistribution processandidertify secuity
vulnerabilities that may lead to unauhorized copies
of moviesbecaning availableto thosewho maywish
to redistibute them. We preseat our anaysis of time
lagsbetwee Internet,theaer, andDVD releasesdur-
ing our study period We descrbe our methodalogy
for detamining the probéble souceof Internetcopies
andthe resuts of our anaysis. Finally, we offer rec-
ommendatinsfor redwcing secuity vulnerabiitiesin
the movie production anddistribution process.

2 Movie Production and Distrib ution

Our examinaton of secuity vulnerabilties begins
with the movie production process,in which various
audig video, anddigital artifactsarecreaedandcoa-
lescedinto thefinishedproduct. We thenexaminethe
movie distribution process,whichincludesthe physt
cal or eledronic distribution of moviesto consimers
aswell asto critics, awardsjudges,andothers. Mar-
ketingandrelated activitiesmayoccu during boththe
prodwction anddistribution processes

Figure2 descibesonepossble production anddis-
tribution workflow. Notethatthisis but onerepresen-
tation of the production ervironmert: eachstudiohas
auniquesetof tasks andpartidpants; however, we be-
lieve tha moststudos’ processewill includethevast
majority of those showvn here. While the subgquen
discusionsaredriven by this workflow, our analsis
is notdepemlenton its structure.
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Figure2: Movie production anddistribution workflow.

Content is coopeatively gereratedduring the produc-

tion process.Thefinal productis replicatedanddeliveredto the consunerduring the distribution process.

The nexus of the production processis the editing
room. This is the placewherethe corsisterty of the
film is geneatedby cutting and mixing the physial
locaton video and audio recodings (shotg. Once
rouch cutsof theseshotsare available, addifonal as-
pectssudh ascompuer geneatedspedal effects (FX)
andmusicandsourd synthesis(aud) areaddel by out-
side paries. In all case, the enhancedcontent is re-
turned to theediting room, possibly for furthercutting,
modification, andenhancement

Parallel to the development of the content itself
are other morebusiness-entric actvities. Marketing
depatmentsdevelop materid to promde the movie,
often long befare the content is actually compleed.
Trailers postes, andaddtional materialsare usedto
raiseawarenasof the movie. The marketing depat-
ment also gauge audence reactbn to early cuts of
the movie using private focus group screeings. The
film is alterad in respnseto audence obsewed or
expressedreactbn. Often whenthe contentis near
ing completon, studio executvesandfinancal back-
ersmay view the conteit andmake suggestias. The
versin shavn in theders(final versian) is completed
whenthe editars, diredors, producers,and marketing

deparimentaresatidied.

Thedistribution processreplicatesanddelivers the
final verdon to autlorized parties. Of key interestto
usis thetiming of deliveryto thevarious participarts.
We denot threedistinct periods: prior to theate re-
lease after theate releaseandprior to DVD release,
and after DVD releag? This last phase, after DVD
relea®, representsan oppotunity for end consimers
to make unauhorized copies(e.qg.,by diredly ripping
the contentfrom purchasedVDs).

Priorto theate releag, thefinal versionmaybedis-
tributed amonga large numbe of entities. Critics and
awardsjudgesmayreceiwe copes. Notethatthis pro-
cesssenesan essatial function in the movie indus
try: to publicize anddrawv (hopdully positive) com-
mentaryabaut the movie. However, the sheer numbe
of peope involved at this stageconsderally compli
catesconter secuity. Many studio employeeshave

’Thereare,of course ptherimportanteventsin themovie dis-
tribution processincluding internationalreleaseshotel pay-per
view releasesairline releaseshome pay-per-view releasesetc.
However, our analysisfocusesonly on the threeperiodswe have
outlined. In addition,somemavies have separatdVD andVHS
releasalates.In thesecasesve considerthe DVD releasalateas
theearlierof thesetwo dates.
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acces to the final version: marketing and execuives
continue to view the content and build and execute
stratgiesfor its promoion. The contentis typically
deliveredin someportable format (VHS or DVD) to
all theseparies.

The content itself mustbe replicatedby afilm pro-
duction facility, whereany numbe of employeesmay
comein contact with it. On or immediatdy prior to
the release date, the content is deliveredto the cin-
ema.Historically, movie releaseshave beenstagyered
acros locations. However, becaseof conaernsabaut
unauhorized copying, somestudos are compressing
their releag time frames[9, 6]. Oncea cinemare-
ceivesa movie, it beaomesaccesible to cinemaem-
ployees.Whenamovie is projectedit maybeexposd
to member®f thepublic who maymake unauthorized
copiesof theprgjectedimageaswell asto cinemaem-
ployeeswho have dired accesto the projector.

Several montls after theakr releag, movies are
replicatedon DVDs at DVD presing plants. DVDs
are then distributed to stores and movie rental com-
pankes. It is not unusual for U.S. DVD distribution
to begin a month or more befare the official DVD
release date (typically overseasDVD distribution of
Americanmovies doesnot begin until after the U.S.
release date) Thus, store emplojeesmay have ac-
cessto DVDs several weeksbefore their release,and
in somecases,storesmaybegin selling DVDs prior to
thereleag datecontrary to studo policy3

3 Secuity Vulnerabilities

A variety of attacksagairst movie content production
and delivery systems are already proving sucessful
In studying theseattadks we make the critical distinc-
tion betweerinsiderandoutsder attacks[13]. In gen-
eral, insidersare membersof the (at leag partally)
trusted communiy. As is true of informationsecurty
more geneally, mostof the precautions and counter
measuesusedto addres insider threast in the movie
industry are neessally different than thosethat ad-
dressoutsicer threats.

Insider attecks canbe extremelydifficult to protect
agains. As an examplewe take the caseof Robert

3Anecdbtalevidence for examplefrom thereleasef thelatest
Harry Potterbook, suggetsthatbook publishershave beenmore
successfuthan movie studiosin preventing storesfrom selling
their productsbeforethe official releasedate. It might be useful
to comparethe stratgiesusedby thesetwo industriesto enforce
theirreleaselates.

Figure3: Editing roomartifact—boommicrophonein
top certer of film.

Hanssenwho manage to passlarge amouns of sen-
sitive FBI datato the Russials. The FBI (presum-
ably) takes strorg measues agairst exactly suchan
insider attak. Yet Hanssa wasincredibly sucess-
ful in his atteck agairst FBI protected content. How-
ever, despte the seemimy difficulty of preventing in-
siderattacks, an orgarization canwield consicerabke
power agairst insidersand impose strorg congraints
on how insiders condict their legitimate affairs. In
contrast mary orgarizations (including the FBI) have
very weakcortrol over outsicers. Often prevertion of
outsicer attacls canbe awastedeffort whenmeasure
arenotfirst putin placeto preventinsiderattacls.

3.1 Insider attacks

Our analysis reveals mary typesof potential insider
attacls on the movie production anddistribution pro-
cess. The following lists but a few of the mary po-
tentid threatsto secue movie production and distri-
bution:

e Unauhorized copying of a movie in the edit-
ing roomor neaby in the suppl chan, whethe
first cut or final prodwt. Thesecopies could
have smalldifferencedrom thereleagdversia.
Someof them might be marked with obtrusive
text thatidertifies ther soure, asshown in Fig-
ure4. In addition, somemightinclude on-saeen
cownters,asshownin Figure5.

e Unauhorized copyingof acritic’sadvancedcopy
of a movie. This may have the text “Screene
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T

PROPERTY OF FOX. MAY NOT BE COPIED, THANSFERRED OR SOLD.

Figure5: Producton copy — noteediting courter on
Figure4: Studio“property’ marking bottomleft andtwo blurredwatermaks atbottom cen-
ter.

*

Pro f Miramax Film
FOI’r g?:‘r!':z?n?ng burposelen Y

Figure7: Copy marked asbeing for awardsconsider

Figure6: Screemer text. ation

PROMOTIONAL DVD ONLY. SALE OR RENTAL
PROHIBITED. IF YOU RENTED OR PURCHASED
THIS DISC, PLEASE CALL (888) 823-2FOX.
ALL CALLS CONFIDENTIAL

Figure 9: A frame from an unauhorized copy of a

Figure8: Copy marked asbeing a promoional DVD movie probably_reccdedthromgh-the-air_usirg acam-
with explicit instructionsfor repating leak corder from a cinemaseat. Note the slightly anglel

studo URL.
copy only, property of somenamé appearingon have highly variade video quaity, but often can
the screermoccasonally, asshavn in Figure6. beverygood

e Unauthaized copying of a promotianal or pre- _ _ _
view screening copy, this may be markedin a  ® Unauthorized copying of a consumer medium

similar fashion to the critic versians, as shown such asDVD or VHS atthefacbry or ary other
in Figures. point prior to sale Thesecopies are unmaked

. _ _ andof nearperfect quaity.
e Unauthaized copying of an awardsjudge pre-

sentdion of amovie. The copies maybe marked
with thetext “For your consderaion” on screen

asshownin Figure7. Note thatwe considerall paricipants in the movie

¢ Digital through-the-airvideorecordng by apro- produwction anddistribution processotherthantheend
jectionist at a cinemawith aspet-corectvideo, consumer to be insiders, even thoudh thesepattici-
suiteble exposure,anddirectaudo. Thesecopies pantsarenotall employeddirecty by movie studios.
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3.2 Outsider attacks

For comparsonwe alsoshav someexamplesof out-
siderattecks:

¢ Digital through-te-airvideorecordng by acon-
sumerusing a camcader from a cinema seat
Thesecopiesgeneally have badvideoandaudo
quality dueto the throudh-theair nature of the
acqusition. Oftenit is noticeablethat the copy
wasnotrecoidedatthe sameanglefrom which it
wasprojected,asshowvn in Figure9.

e Unauthaizedcopying of aconsumerentd DVD
or VHS tape. Thesecopies (ard the following
two typeg canbe nearperfect in quality but do
notappea until latein thelife of the content.

¢ Unauthaized copying of a consumer purchased
DVD or VHS tape.

¢ Unauthaized copying from cale, satelite, or
broadcastTV.

The outsider attadks seemindy representa greder
threa dueto the larger numberof potential atteckers
andthefactthattheseattacls occurwhenthe movie is
in final form andis free from studo markings. How-
ever, in the next secton we examinesomeimportant
attributesof thesecopesthat canoverride thesecon-
cerns

3.3 Freshnessand quality

Unautlorized copies canvary in mary ways, two of
which we consider of mostimportarce: freshressand
qualty. A film’s freshressis determinedby how new
it is: afilm is mostfreshat or prior to its thedrical
release.Freshnesis importantbecasedemandends
to be highest for new movies and marketing efforts
aregredestfor recentrelesses. Unauttorized copies
of movies that have not yet been relessedin theates
orin apaticular market areespeially valued becase
they areviewable before amavie is availablethrough
legitimatechamels.
Thepaththatunauhorizedcopiesflow throughmay
resut in copies not becomirg widely available when
they arevery fresh For example,unautholized copies
may be distributed initially in relaively closed com-
munities via FTP sites IRC chamels,or intemal uni-
versity seners andonly later emepe onto full scale
peerto-peerfile shaing sysgems.Ultimately unautho-
rized copies may be indexed by content verification

sites, making the copieswidely accesible. Contert
verification sitesactasindexesfor movies shaed on
peerto-pea networks, providing informationsud as
file names date of first appea@ance(on the verifica

tion site), file size,chedksum? andqualty. Thetimeit

takesanunauhorizedcopy to makeits way into anin-
dex mayrangefrom onedayto severd weeksor more.

Content quality is also of prime importance. Due
to the size of files requred to hold a digital rep-
resenation of a movie, aggresive video compres
sionis often employed (for example a 1.5 hour film
can be aslarge as 4.7 gigabytesat full DVD quakt
ity and is usualy compresedto one or more 700
megabytefiles for Internet distribution). Degradel
quality dueto video compiessia coupledwith qudity
problems introducedby the copying method(for ex-
amplethrough-the-aircapgure)canresultin poorquak
ity copies tha are not satsfying to end conrsumers.
On the other hand high-quality unauhorized copies
may be indistingushable or nealy indistinguishabé
from legal copies distributedvia portablemediaor TV
broactast.

There is corsiderdle desirefor movies that are
both fresh and of high qualty. Generdly, unauho-
rized copieswith thesecharactersticscanbe obtaned
only throudh insider attacks. Fresh(before or dur-
ing cinemareleag), good qualty copies (TV quat
ity or better) arealmostimpossgble to obtain through
anoutsiderattack. This obsevationis of key impor-
tanceto our analyss of movie production and distri-
bution secuity vulnerabiities. Thenumberof holesto
be plugged in prevening insider attacks is miniscule
andenumeablecompaedto thoserequredto prevent
acquistion andre-transmisson of outsideroriginated
copies Moreover the peoge involved in insider at-
tacks are by definition under someinfluence of the
contert ownersin that they have jobs in the indus
try and have somethimg to lose. This hasimpornant
implications for preventing unauthorized copying of
movies. (We notethatin the music arenafreshress
andqualty play a different role dueto differences in
the marketing and usage of the media,the files sizes
involved, andfundamentaldifferenceshetweenaudio
andvideo)

“Thecheclsumprovidesanidentifierfor eachunique copy of
amovie uploadedio a peerto-peernetwork. All identicalcopies
of the samemovie have the samechecksum. The checksins
are usefulfor identifying movies, andthey allow for client soft-
warethatcandownload differentblocksof a movie from multiple
sourcesimultaneosly.
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4 Empirical Analysis

In orde to gainaddtiond insightsinto the source of

leaked movies,we conductedan empirical analysis of

maoviesthatwerein theU.S.box office top 50 between
January 1, 2002and June27, 2003. This sectbn de-
scribesour methoddogy andtheresuts of our analy-

sis.

4.1 Methodology

We developed our datacollection procedurewith the
following requrementsin mind:

¢ It mustbedocunentedandreproducble.

¢ An analysisthatrequiresonly publicly available
datais prefeiable over one that requres privi-
legedaccess.Clearlysuchanalsesarealsomore
repraducibe.

¢ It shoul beconsstentwith fair useprovisions of
U.S.Copyright Law.

e It shoul be automaableto the extert that both
ongdng study and bulk retrospecive andyses
canbeperformed.

Our methalology wasalsoinfluenceed by the mod-
estresouceswe had available to us for this project.
We expectthatthemovie indudry coud devote signif-
icanly moreresoucesto conducting a similar study
given the ecoromic conseguen@s of this isswe for
them.

4.1.1 Movie Data Set

We developedasuiteof programsthatacesspubicly

availablemovie websitesandcompile a list of movies
thatwerein the U.S. box office top 50 any time be-
tweenJaruary 1, 2002 and June27, 2003. This pro-
cessautamatically collectsand organizesa variety of
dataincluding cinemareleasedate DVD releag date

distributor, MPAA rating, box office take, and some
crude popdar ratings. We gatheed statigics on 409
movies that met our criteria. We removed from our
datasetthos movies that were released outside the
U.S.prior to their U.S. relea®. Our resuting dataset
includes394 movies.

4.1.2 Unauthorized Copy Identification

For eachmovie in our dataset we seached an on-
line conten verification site to find all the unautho-

rized copies indexed there. The informationon cor+
tentverification sitesis poste andmaintanedby vol-
untees,andmaynot becompldely accuate. Further-
more,there is often a delay of several daysto a few
weeksbetwea whena movie is first madeavailable
onapeer-to-gernetwork andwhenit is indexedona
conten verification site. However, useof the content
verification site allowedus to obtan data for movies
postedover more than an 18 month period without
monitoring the peerto-peer network for thatentirepe-
riod. In additon, it allowed usto avoid downloadng
filesthatdo not contain the content they claimto con
tain (oftenreferredto asdecqs).

Someof themovieswe queriad onthe contentveri-
ficationsiteresuledin no hits, othersresuledin mul-
tiple hits (indicatingthatmultiple verdonsof apartic-
ular movie wereavailable on a peerto-pee network).
We limited our seart to a single content verification
site; querying multiple content verificaion siteswould
likely have producedmorehits. The contentverifica:
tion site we usedusudly doesnotindex poar qudity
copiesof movies.

4.1.3 File SampleAcquisition

Using the informationobtaned from the content ver-
ification site, we located the correspondng files on
a peer-to-ger network autamaticaly andacqured a
small part of eachrelevant copy (on average, abou
five percet of eachmovie)® We were unable to
downloadthe files correspondng to a few of therel-
evant hits, and 27 of the files we downloaded were
unplayable. We sucessfuly downloadedand played
files correpondng to 318 relevant hits for the 394
movies we studed. These hits referencel online
copiesof 210 movies.

We wrote a Perlmoduleto provide a cornvenient in-
terface to a pea-to-peerclientrunning on a 200 MHz
compute cormectedto the Internetvia cable modem.
Themoduleallowedusto initiate, monitor, pauseand
cancelffile downloadsin suchaway asto endup with

>Thefile sharingsoftwarewe usedobtainsmoviesin blocks,
usuallybeginning first with a block at the very end of the movie
file andthenproceetihg with a block from the very beginning of
themovie file. Sincesomemoaviesarestoredin multiple files, the
beginning and end of the file doesnot always correspad to the
beginning andend of the movie itself. We found thatby setting
our scriptsto download eightperceniof onefile from eachmovie
we couldacquirea completeblock from the beginning of mostof
themovieswe studied.A block from the beginning of the movie
is especiallyuseful, as this is where mary studio markings are
found.
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a sampleof ary required size of eachof the desied
files. It took appioximately oneweekto acqure 318
playablesamplestotaling over 18 gigabytesof data.

4.1.4 Content Classificaion

Oncethe sampkswere acqured an autanatedscript

sened the samplego a pool of humanobseaversfor

judgment, along with a form in which to ente vari-

ousdata. The datarecodedincludeda judgmert on

video andaudioquality along with the presenceor ab-
sene of the various possible featuresof unauhorized
copies. Someautanatedanalysis methodswere per

formedalsoatthis stage In mostcases it wasstraght-

forwardfor thereviewersto judgetheaudioandvideo
qualty. Thosesamplesvherereviewersdisageedor

werenot confidert in theirjudgmentswereflagged for

addiional study. [We currertly have 39 sampésthat
we planto investigatefurther over the comingweeks.
For example,we plan to analyze the audo tracks to

detemine more conclusively whether they were cap-
turedthrough the air.]

It shoud be notedtha someof the sampks may
have hadstudo-insertedtext tagsindicative of a critic
releaseor other pre-rdeasethatwereremoved befare
the movie wasposedto the Interret. If thetext is in-
sertal only atthe beginning andnot supermposedon
the movie content, it is particularly easyto remove.
We found one sampk wheresomeor had attemped
to remove this text but apperedto have inadvertenty
left oneframein the versionthey pogedto the Inter-
net. We suspect that mary of our othersampeshad
the studio text removed completly.

4.1.5 Analysis

¢ If thecopy hasediting roomartifactssuchasfre-
quent boommicrophonesin shotor is obviously
notthefinal releagdedit (seeFigure3 for exam-

ples.
¢ If thecopy hasary industry related text or overt

watermaks (seeFigures 4, 5, 6, and 8, for ex-
amples).

¢ If thecopy hasgoad though-airvideocapure but
apparently direct captued audio and appered
befare DVD/VH Sreleasedate In this caseacin-
emaemplogyeelikely capuredthe audio directly
from the projector and captued the video via a
camcader postioned in the projection booth or
in anoptimally locatad cinemaseat.

¢ If thecopy is plainly madefrom DVD soure and
appearedbefare DVD relesse date (likewisefor
VHS).

Other copies are classified as outsder souced or
possilly unknown.

4.1.6 Limitatio ns

Our andysis provides somemuchneede empiricd
data; however, it is important to be aware of some
of the limitationsinherentin our methalology. First,
no analyss of this type will ever be able to acces
all or even neaty all distinct unauhorized copies of
movies. Hencewe inherently undeestimatethe num-
ber of suchcopes in existerce. Our usage of con
tent verificaton sitesto detemine when eachmaovie
becameavailable on the Internet is a key idea that
permitsretropectve analysis, allowing us to avoid a
lengthy datacolledion process. Thesesitesalsore-
lieve us of much of the load of decy/ removal, but

Baseduponthe data colleded in the above processes canintroduceothererrors Specificaly they resut in

we examinedthe interaction betwea freshess,copy
qualty, and attackpoint. For eadh movie we calau-
lated the time lag betweae its theakr release and its
first appeararce on the contentverificaton site. If the
movie hadbeenrelessedon DVD we alsocalcuated
thetimelag betweerthe DVD relessedat andits first
apparanceon the contentverification site.

We classfied the attackpoint asinside (asopposed
to outsicer) if any oneof the following condtions are
met:

o If thecopy appearane dateis prior to cinemare-
lease

estimate for the appearane time of files on the In-
ternetthat are someavhat later than they shauld be.
Thusour estimats of the numbe of insider copiesare
ratherconsenative. Furthemore,thecontent verifica-
tion site we usedappeas to remove entriesfor partic
ularly poar copies, which areoften postedearlierthan
highe-qudity copies, adding somebiasto our anat
ysis. From our experience reviewing the study sam-
ples,the content verification sites apper to be other-
wisevery accuate.Ourspotcheckng of relesedates
againstother datasourcesrevealal occaional minor
discrgpancessuchasincorsistert repating of limited
andwide releag dates,but theseerrors wererareand
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notvery significant. We did notfind any moviesin our
samplethatappearedto bedecgs.

Our copy samplng and viewing procedue may
introduce some additonal errors We were unalde
to view 27 of the samples we downloaded. While
it is possble that someof these sample were cor
rupted, we suspect that most were encoakd in for-
matsthat wereunplayablewhenonly a small sample
was obtaired. In addtion, becawse a movie with in-
sider markings may not have thesemarkings in ev-
ery frame,theinside markingsmay notapperin the
shott sampleof eachmovie thatwe viewed,causng us
to undecountthe numberof copieswith suchmark-
ings. Also, somesamplesnay have hadinsidermark-
ingsremoved before they werepostel to the Intemet.
Again, this resuts in an overly congnative estimnate
of insider leaks.

The oneareawherewe may not be conenative is
in our estimats of inside leaksof unmarled DVD-
qualty copies. Someof thes copes that apper in
theweeksprior to official consumerDVD relessemay
have beenpurchasedby consumersfrom storesthat
madethemavailable prior to thereleag date.

It shoud also be noted that our study focusedon
popuar movies. Thus, our datashoud not be used
to infer insider leakage ratesfor movies that did not
receive wide relea®. It is not clearwhethe we would
find similar paternsfor small,independat movies.

4.2 Results

Of the 394 movies we studied, 210 were indexed on
the content verification site,indicatingwidesgeadin-
ternd availability. Of the 318 movie sampleswe ex-
amined 87% appea to have bee leaked originally
by industryinsiders(deteminedusingthe criteriawe
outlined in sectbn 4.1.5). On average, the movies
we studed were indexed 125 days after theaer re-
leaseand 45 days befare DVD release. While only
3 of themovieswe studed wereindexed prior to their
theakr releasedate, 176 were indexed prior to their
DVD relea® date Only 12% of the movies we stud-
ied were first indexed after their DVD release date
indicatingthatconsumer DVD copying currertly rep-
resersarelatively minorfacior compaedwith insider
leaks

Figures10and11l illustratethe distribution of time
lags betweenappearane on the content verification
site andtheate and DVD relesse, resgectively. The
graphs shav thatmary movies appear on the Internet
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Figure 10: Distribution of theatr/Internetrelease
time lagsfor samplesn our dataset. WeekO is the
weeka movie wasfirst relessedin U.S.theaters.
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Figure 11: Distribution of DVD/Internet release
time lagsfor samplesn our dataset. WeekO is the
week a movie wasreleasedofficially to U.S. con-
sumerson DVD.

within three weeksof their theaerrelessedate. These
include moviesleaked during the production andcin-

emadistribution proces aswell ascopiessentto crit-

ics andOscarreviewers A secom wave of leaks be-
gins abaut one month before DVD release. Most of

thoseleakslik ely originatefrom DVD pressingplarts,

DVD distributors, retail employees,or Oscarreview-

ers;however, somemayoccurasaresut of consumer
copying of DVDs purchasedat storesthat sell them
beforether official relea® date.

The vast majority of the sampksin our data set
wereDVD quality. Thosethatwerenot DVD qudity
hadshorerlagtimesbetweertheirtheate andreleag
and Interret availability. Likewise, those with overt
watermarksor textual markers also had shoter lag
times. Table1 shaws the classficationsof the movies
in our datasetalong with the average lag times for
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Numberof Theater DVD
Samples Internet Inter-
Lag net Lag
(days) (days)
Reviewed 318 100 =77
Samples
Insider 276 (87%) 111 -64
Outsider 42 (13%) 23 -161
Incompete 4 (1%) 26 -224
video editing
Incomgete 1(<1%) 12 -362
audioediting
Watermarkor | 40(13%) 54 -135
text marker
VHS quality 4 (2%) 57 -163
DVD quality 257 (81%) 119 -57
Throughthe- 47 (15%) 8 -170
air
video
Throughthe- 39(12%) 9 -171
air audio

Tablel: Classificaton of moviesin sample.Numbers
in parenhese representperentag of reviewed sam-
ples.

eachclassfication. Note that we have multiple sam-
plesfor abaut half of the moviesin our dataset, for
exampleboth a through-the-air quality sampleand a
DVD quality sample

The percentageof movies indexed on the content
verificaton site and the meanlag times varied con-
sidembly betwee mavie studos. Theproduction and
distribution processesof eachstudio may accaunt for
someof thisvariation, aswell thetypes of moviespro-
duceal. Table2 shaws the datawe colleded for each
studo with 10 or moremoviesin our dataset.

5 Current and RecommendedSecu-
rity Measures

The movie industry hasbeentaking stepsto identify
andshutdownillegal videorepraduction facilitiesand
stop the distribution of pirated videosand DVDs for
sometime [3, 2]. However, until recenly, therewere
few public repats of industry stepso prevent individ-
ualsfrom obtaining the first unauhorized copy from
which mary othe copies might be repraduced We
referto this first unauhorized copy asaleaked copy,
andview the prevention of leaks to be paramout in
preverting unauhorized reproducion of fresh high
qualty copiesof movies. Leaked copiesareof partic-
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ular concernto the movie indudry becaisethey make
it possible for illegal copies of maovies to be repro
ducedwidely befare a theatical release. Fortundely,
leakpreverntionis, pertaps,thesecuity areawherethe
indudry canmosteasilyexert control.

In the following sulsections we first review known
stepsthe movie industry is currently taking to prevert
leaks and then consder addtiona courtermeasres
appr@riate in threedistinct phases: shat, mediun,
andlong term. The shortterm solutons areintended
to sugget immediateand simple actions to prevert
leaks.Themediumtermsoluionsapgdy existingtech
nology, but requrre both modificatian of the cortent
delivery processesanddevelopmentof techncal solu
tions. Thelong termsoluionsdependontheadvance-
mentof conentmanagemst technologes,andhene
arecontingert on somefactos outsice the movie in-
dustrys direct corntrol. Our proposedsolutions are
broad recommedations. Each production facility
shoul perfom congderable introspecton abou how
they hardle content to bestlimit the possbility of
leaks. Wherethis introspecion leadsto new internal
procediresandtechndogies, it is likely to besucess-
ful. Wherethe introspecton tries to modify the be-
havior of outgders,the effort is likely to fail.

5.1 CurrentLeak Prevention Efforts

Thefoll owing overview of current leak prevention ef-
forts wasdevelopedafter reseaching news repats of
movie industry secuity measurs. Of course, it is
likely thatthe industry is also pursung othe secuity
measureshatthey have not publicized.

The MPAA is repatedly working on best prac
ticesrecommenatiorsto assisimovie studosin com-
bating piracy [8]. According to insidas we spole
with, the studos have followed securty procedures
for sometime suchas coding prereleag copiesand
requiing that all pre+eleag copies be signed out
whenthey leave the studo. However, theseproce
duresareofteninsufficient for prevening leaks.

Pre-rdeasecopies of movies are typicaly marked
with anti-pracy messgesandin somecase water
marksor overt textual markingsthatmaybeusetl in
identifying the soure of an unauhorized copy. The
pre-rdeasecopy of The Hulk that was poged to the
Interret containedunique securty tagson the bottom
right comer of the scree, asshownin Figurel. Al-
thoudh Gonzakz usal software to black out the secu
rity tags beforepostirg thefilm to theInternet, studio
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Studio Releases | Numberof Number | Box Theater Theater DVD

Releases of Office DVD Lag | Internet Inter-

Indexedon Releases | Take Per | (days) Lag net Lag

Content onDVD Release (days) (days)

Verification (millions

Site of

dollars)

20th CenturyFox 20 13 (65%) 13 $59 218 155 -61
BuenaVistaPictures 16 11 (69%) 11 $63 188 154 -33
ColumbiaPictures 28 20(71%) 20 $69 173 111 -61
DreamWorks 10 5 (50%) 5 $72 151 132 -18
Fox SearchlighPictures| 10 7 (70%) 6 $17 182 107 -70
Lions GateFilms 17 8 (47%) 7 $6 173 100 -68
MGM/UA 23 14 (61%) 13 $21 160 104 -62
MiramaxFilms 34 12 (35%) 12 $13 199 157 -43
New Line Cinema 16 10(63%) 9 $61 171 128 -31
Paramoun®Pictures 23 16 (70%) 16 $42 155 129 -24
Sory PicturesClassics | 18 1 (6%) 1 $2 139 278 139
TouchstonePictures 13 9 (69%) 9 $57 152 133 -17
UniversalPictures 21 16 (76%) 15 $56 174 116 -49
WarnerBros. 35 29 (83%) 28 $48 172 111 -56

Table?2: Statistcs For EachStudiowith Tenor More Releasesn Our DataSet.

officials wererepatedly ableto identify the sourceof
the leak from the remnarts of thesetags. The FBI

was also able to tradk the uploaded copy to Gonza-
lez through his Internet ServiceProvider. Indudry of-

ficials are hoping that the felony indictment agairst
Gonzakz will senda strong messag to othas who
areconstderingleaking moviesto the Internet[14].

BecauseéDscarscremersareoften a soure of fresh
high-quality leaks Walt Disney Studics sentscreeners
onvideoratherthanDVD lastyearfor moviessud as
25th Hour and Treasue Planetthat were not schel-
uled to comeout on DVD for sometime. This ap-
pearsto be anunusualstep[7]; however, in this case
it appeas to have prevented the screenersfrom be-
ing leaked andwidely distributedon the Interret. The
sample of these moviesin our datasetappear to be
unmarled DVD copies leaked during the DVD pro-
duction or distribution process(appearirg on the con-
tent verification site 27 and 37 daysbefare their re-
spetive DVD releasedates).

Somestudios have begun usingmetaldetecbrsand
employing secuity guaidsequigpedwith night-vision
gogdes and binoculars at their pre-rdease scree-
ings. In addiion, eledronic devices, including cell
phores,have beenbanredfrom thes screaing. Such
measueswererepatedly usedat pre-rdeasescrea-
ingsof theWarnerBrothersmoviesDreamcatberand
The Matrix Reloadegl the Disney movies TheLizzie
McGuire Movie and Finding Nemq the Sory Pic-

turesmovie Anger Management the Paramout Pic-
tures movie The Italian Job; and the 20th Centuy
Fox movies Daredevil andDownWith Love Of these
movies, only Dreamcatber, The Matrix Reloadel,
Darederil, and Finding Nemoappea to have bee
leaked to the Interret neartheir theate releasedates
(thesemovies first appeaed on the content verifica
tion site 6, 1, 3, and 1 daysaftertheir respetive the-
aterreleasedates indicating thatthey may have been
leaked just prior to theaer releag). The first three
samplesappea to be very good camcoder copies,
possilly with diredly-recordedaudo tracks They
may have beenrecodedduring a preteleag screen
ing or during a public cinemascreaing afterrelease.
However, the high audio quaity suggeststhe posst
bility that they were leaked by a cinema employee.
TheFinding Nemosamplewasrepatedly apoor cam-
cordercopy thatwasremoved from the content veri-
fication sit€'s databae prior to our study becaiseits
quality wasdeemedinsatsfactory. Fox andSory Pic-
tures have repatedly caudt individuals using cam-
cordes at someof their screeimgs. In April 2003,
federd proseutors in Los Angeles chaged a man
with recading movies at critic screeings using a
camcorer. He repotedly had a lucrative business
selling pirated videos that he reprodicedon 11 VHS
recorcersin hishome.According to a pressinterview
with KenJacolsen,the MPAA’s senia vice presicent
anddirector of worldwide anti-pracy, the MPAA has
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deteminedtha 28 moviestha beameavailable ille-
gally befare their U.S.thedrical releasebetwea May
2002andMarch2003 wererecodedwith acamcoraer
ataprereleag screming[15, 8, 9, 6].

Somestudios have repotedly startedusing mes-
sengersto handdeliver prints of popuar movies with
phory labds to theders.However, accadingto aUSA
Today article, someof thes prints are disagearing
despite this measue. In addition, somestudos have
cut down on their useof test-maket screeimgsin or-
der to prevent leaks For example, Sory prohibited
testmarket screenings of Menin Black 2, despie the
diredor’s objections[6]. This precaution may have
prevertedapre-releasdeak,asMenin Bladk 2 did not
appar on the content verification site until 126 days
afterits theaerrelesse.

Becausdhe demandor unauthorizedcopies is of-
ten extremely high during periods when a movie is
available only in cerain counties, somestudios are
chargingtheir relea® stratgyiesto redwceor eliminae
time lagsbetwea movie operingsin different coun-
tries. For example Fox releagd X2 simultaneosly in
58 countiesandWarnerBrothersreleasedTheMatrix
Reloadd nearly worldwide within a nine-dayperiod
instead of over amoretypicalrelea® period of several
months[9, 6].

A numbe of techical appioache to preventing
leaksare also being puraued. The Sarnof Corpaa-
tion and Cineaare developing a technque of encal-
ing digital movies desighed to confuse camcaders
without being detedable to humanviewers Work
on this project is being partally funded by a two-
year grart from the Natioral Institute of Standads
and Technobgy (NIST) [16, 17].8 Cineaalso has
developeda secue digital movie distribution systen
that includes encryption and audting schemed18].
However, digital projectionis not expededto cometo
mostcinemas for sometime to comedueto concerns
abou equpmentcostandprojection quality. Furthe-
more while digital distribution has costsaving and
anti-piracy benefitsfor movie studics, theaer own-
ersseelittle berefit from makinga subsantial invest-
mentin digital projection equipment. Studics may
needto subsdize the purchaseof digital projection

5TheNIST programthatis fundingthis projecttypically funds
projectsthataretoorisky for mostinvestorsbut have potentialfor
broadecononic benefits.Giventhe revenuelossesdueto piracy
reportedby themovie industry the$2.3million this projectis esti-
matedto costseemsik e agoodinvestmentf it hasary reasonale
chanceof success.
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equipmentif they wantto seeit adoged in the near
future[19, 20].

5.2 Short-term Mitigation

The movie indudry has already begun to addess
the vulnerabilities inherent in the current workflow.

While increasedphysi@l securty at screeings, wa-
termarkng and othe techrologies are laudale and
often effective, they fail fundamentall to addressin-

siderthreds. Thereis animplicit assumgon thatall

employeesof the studo andproduction anddistribu-
tion serviesaretrusted Any misbetavior of asingle
employee can nullify all the bestpracices and well

placedtrust throughout the content distribution pro-
cess.

We believe that the movie indudry shoud trea
movie cortent in the sameway the FederalBureau
of Invesigation (FBI) treds sersitive intelligence and
eviderce. In thesecase, theFBI estdlishesachain of
custod for the sensfive artifacts. This definesa pro-
cedurefor tracking wherethe artifact is at all times,
aswell aswho is respnsilde for it. Obviously, this
hasenormaisvalue asaforensc tool whensometling
goeswrong (e.g., detemining resnsiklity). More
importartly, if consisterily applied,this mitigatesloss
andexposure by cleatly statirg whois respasiblefor
theartifactatall times(i.e., overnight, in transt).

Particdarly during production, mary secuity prob-
lems can be tracal to the chaotc workflow. It is
notimmediatdy clearhow the conten is hardled, by
whom, andwhat the processis for preventing leaks.
Policy mustbe developedthat clearly delineatesthe
proces by which content is used who is authorized
to view or useit, andhow failuresin the processare
repored. In thiservironment this policy, amongothe
things would codify the chain of cusbdy. We exped
that the MPAA’s best practiceswork will go a long
way toward this goal, but caution that genearl best
practicesguidelines cannd take into consderaton all
aspecs of eachindividual studids operation

To illustrate the definition and use of policy, con
siderthe content used by an audio production facil-
ity. A rough cut of the content is often played backto
the musidanswhile the badkground musicis createl.
This helpsgive themusiciars theability to adjug their
playing in respaseto the contentimager, andis es-
sentid to estabishing auditory andvisual cortinuity.
The playback and storage of the rough-cut at the au-
dio production facility representsa potertial leakage
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chamel.

Onepolicy that may mitigate leakag in the audo
production facility mandats that the recipient of the
content(someduly appantedperson,possbly anem-
ployeeof the production house) bepresntduringary
useof the content. That samepersonshoud ensue
that (a) the conientis alwaysin their immediatepos-
sessbn, or (b) locked in a safethat only they have
accesto. This simple policy, while potertially costy
andcumbeasome redwcesthe point of vulnerabilty to
a single persa. Like ary sysem, if the trusted part
of the system (in this sysem, the entity guading the
maovie) becanescompromigd,all is lost.

A secom policy would definethe ervironmentsin
which the contet could be used For exampk, the
policy would manda¢ that screenings shoud be held
in private screeningroomswith guards. The studios
have madeconsderable progresswith the physical se-
curity of screenings. While preliminary, anealotal ev-
idence suggests that these techiques are somevhat
sucessful in preventing camcoder copying, these
measuesshoub be extendedto othe venuwesaswell:
scre@ings nealed for audio and CGI shoud be ac-
compared by physical control by the studios of the
playbackdevices,pre-aprovedlists of the authaized
persamnelwho maybe presentduring viewing, etc. In
addiion, studios shauld recorsidertheir policy of al-
lowing execuivesto checkout pretelea® copiesfor
homeviewing andof sendng pre-rdeasecopesto in-
vestas upon their request. Onceremoved from the
studo ervironment thesecopies maybevulnerableto
unauhorizedcopying by avariety of peoge including
family membersandhouseholdemployees.

Where movie production and screening activities
occu entrely in thedigital doman, adeqiatenetwork
secuity measues shauld be taken, and evidence of
their compleenesspresentedto the production man-
agers Thereshoull be a minimum set of securty
pracicesfor ary compuer thatwill storeary part of
the content (e.g., phydcal sepaation from the Inter-
net). Securityaudis of the networks shauld be com-
monplace. Physicalmeasuwes,suchasremovable stor
agedevicesthatareretumedat the end of eachwork
day to on-ste secuity persainel may help prewvent
leakaye. Thereis considerdle experiencewith this
kind of content manag@mentin thelegal, engireering
andmilitary manufduring indudries.

Eternalvigilance is a necesary ingrediert of ary
solution. As with any secuity sydem, having a con-
sistent processfor managng sengive artifacts is es-
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sentid. We arguethatinsidea attadks canonly bemiti-
gatedin theshorttermby, (a) developing sourd proce
duresfor handing content, (b) applying it uniformly
to all emplgyeesof the production and distribution
proces, (c) putting in place a comprénensve infras-
tructure for documentirg compliancewith policy, and
(d) auditing compliarce frequently. Seeguidelines on
both physdcal and compute secuity [21, 22, 23] for
further detail

Similar strakgies shoud be applied to the distri-
bution processes For example someunautholized
copying may be mitigatedby redwing the numbe of
copiesbeing sentto Oscarreviewers [7]. Our data
suggests that mary high quaity copiesare coming
from DVD preséng plants and stores. This process
creates mary high quaity copies, ary one of which
can be leaked. Hence the challengeis to createa
proces that delays, rathe than prevents,leakaye. It
seemsclear that more monitaring and stringentcon
trols over thesefadlities mustbe appied. Othermea-
sures,suchasreduwing DVD produwction and starage
times,may furthermitigate unauhorized copying.

5.3 Medium-term Mitigation

As descibedabove, themovie indudry is actively ex-

ploring the apdication of advancedtechrologies to
preventunatuthorizedcopying. It islikely thatthesen-

vestigatonswill yield strong protectionsagairst spe-
cific threas. As is truegeneally in compuer secuity,

singudar soluions rarely addres all threats. Hence,
we arguethatthe bestway to mitigatetherisk of leak-

agein themediumtermis to combire rangesof avail-

abletechrologiesandprocedures into compiehensve
solutions.

Consderthe following trusted device aimedat ad-
dressig the leakaye resuting from critic or awards
judgecontentdistribution.” Assumethere is a trusted
content playe that provides digital or analay outpu
apprariate for a hometheaer? Assumefurther that
this device is tamperresigant and hasintemal stor-

"Thereis someprecedat in the musicindustryfor trustedde-
vices. It hasbeenreportedthat recentCDs have beendelivered
to critics in sealedCD players[24]. Theseareconsideredrusted
playeis because¢hey mustbe returnedunopered. Furthermorea
specialplayeris requiredto play the DVDs releasedor airplane
use.

8We will not, for now, considerdevicesthatincludetheir own
physicaloutputdevice (screen). Their introductionmay reduce
therisk of loss, but significantlyincreasetheir size, power con-
sumption,andcost.
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ageconfainingthe content. Eachdevice hasa battey-
bacledintemal clock. Whenauser(e.g.,critic) wants
to usethedevice, shemustenteratime-speific key to
unlock the content. One-timepaswordscanbe used
for this purpcse[25]. To getthe passvord, the user
mustcall a centrd opemator and give the serialnum-
berof the device andcontent,aswell assomeprivate
autrenticding information [26]. The use would be
giventhe onetime passvord which would unlock the
device for thattimeandallow only oneplaying.

Thecontert is stored on the device in anencrypted
format. The one-tme-pasw/ords provide accessto a
decnyption key to the playe intermally, but not to the
user Hence,the codeis only uselll for that particu-
lar playing. Moreover, steding andbre&ing into the
machire would yield only the encrypted content (and
hene make the unercrypted content very difficult to
obtan).?

At playback, the player would periadically project
aonetime codeontop of thecortent. This code might
beanovertidentifier or aninvisible andcryptograph-
cally strong digital watermark[27]. Theadwartageof
this appioachis that not only could the userbe iden-
tified in the event of leakagg, but shewould not have
denibility (i.e. thewatermarkwould exposethe exact
player, user andtime). If the userlosesthe authenti-
cating informationor the player shewould berespam-
siblefor confactingthecental opeator. Of course,the
player would allow the userto canel/patse a play-
back thus avoiding exposure resuling from a dis-
tracteduser

Note thatthe player could be madelnternet acces-
sible (and herce be corntinually reused for different
mavies). Studiopersanelwould pushencryptedcon-
tentandassotated keying materialover an untrusted
network andinto the player. Becausethe keys are
never storedon the device, trangnission of the en-
crypted content can be perfaomed without addiional
expoaureto loss.

The efficagy of the trusted player approachis cru-
cially depandenton policy: how and when authenti-
cating informationis assignedandusedwill detemine
whethe leaks are avoided. Hence,where advanced
techrologies are appied, the shott term suggestins
arestill applicable andin our minds essatial.

SFor brevity, we omit mary detailsof thedesignandconstrue
tion of the playerhardwareandsoftware.
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5.4 Long-term Mitigation

Theunautholized copying of moviesis aninstanceof
the larger probdem of content control. Often castas
digital rights managment(DRM) [28, 29], otherin-
dustriessuchasdesgnandmanufctuting, legaldocu
mentmanagenent,andfinancearecurrertly wrestling
with digital content control. The movie industry is
facinga particularly dauntng prodem: becaiseothe
indudries do not diredly exposetheir contentto out-
sidersat ary phase muchlessto the public at large,
the problemis somevhat moretraciablefor them.

The sciertific communiy is only beginning to un-
derstmd DRM. Hence,we canrot begin to predid
whena solution apprgriatefor the movie industry is
goingto beavailable. Solutiors like Microsoft's Next
Generatbn SecureComputingBasefor Windows [30]
provide commoditygrace DRM. However, they do
not provide a level of secuity necesary to proted
highly valuableconter: the DRM-enablirg hardware
canbe manipulatedvia physial attack Hence,until
suchtime as stronger DRM becomesavailable, it is
incumbent on the industry to embrae currently avail-
abletechnquesandprocedures.

Wefeelthatit is usefu to consderwhat(potentially
unique) requremensthemovie industrymayplaceon
DRM systems.Therearetwo sepaiate DRM sysems
apprgoriatefor movie content: onefor consimeruses
andone for the prodiction and distribution ernviron-
ments. Becauseconsumer DRM hasbeendiscused
atlengh in relatedworks, we focuson thelatter. The
following descibes a few important preliminary re-
quiremens:

e scde - Theproduction anddistribution workflow
enaompasse mary different companes (some-
timeson different continents) and a huge num-
ber of uses. The DRM systemmustbe ableto
efficiently manag this large usercommuniy.

flexibility - The produwction process coalesces
mary dispaate artifactsinto the finished prod-

uct. Hencethe DRM soluion mustsugortcom-

plex policiesthatcontrol acces, duglication, and
modificaion of contentartifads.

e simplicity - Any DRM soluion which adds sig-
nificant compleity or frustrates progress will
fail. It is importart that the soluion seamissly

integratewith currentprocedure.

We are en®muraged by the ecoromics of the pro-
duction and distribution process: the movie industry
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hasenomousleverageonthe comparneswho provide
servcestoit. Hencejt maymandag certaintecmolo-
giesor vendors, which will ultimatelyleadto homo-
genauservironmens. Suchervironmerts natually
lead to uniform (and safe) practices, and ultimatdy
redwcetheindudry’s exposureto leaks.

Implemerting DRM only to preventinside attaks
avoids mary of the conarnsthat have beenraised
abou the possble mandatd useof DRM in the con-
sumerervironmert. For example it avoids concerns
abou the ability of DRM to accanmodatefair use,
difficulties in managimg a public key infrastrucure,
andthe likelihood that DRM tecmology will be un-
ableto prevent the distribution of content over peer
to-peer neworks [31, 32]. Furthermoe, the techn-
cal challenge of implemening a sysemin this more
contolled ervironmentis much more tractable than
the challenge of using DRM in a consumererviron-
ment. It is mucheasie to mandaé the useof certdn
equpmentandrequreindividualsto paricipate in in-
corveniert authrenticaion procedures thanit would be
in a consumerervironment. In the eventthat content
is leaked dewite the use of a DRM system, water
marking maymake it possibleto predselyidentify the
souice of aninside leak. In the more controlled en-
vironment, it may be feasilde to register all individu-
alswho areauthaizedto view content,andto impose
overtwatermaristhatareeasilydetectableandcanre-
sistremoval, but mightbe unaceptdle to consimers.
Furthemore,unlikein aconsunerervironmentwhere
it may be difficult to track down andpunish every in-
dividual who makes an unauhorized cop)/,10 insiders
who areidertified asthe sourceof aleak canbefired
from their jobs or have their corntractsterminaed, in
addiion to beingsuljectedto legal action and possi-
bly crimina proseution

6 Discussionand Conclusions

Our resarch preentsthe first publicly available as-
sessmat of thesource of leaks of popular moviesand
providesasecuity andysis andrecanmendatiosfor
mitigating agairst future leaks.Our reseach suggests
thatthe movie industry would likely berefit from im-
plemenation of someestallishedidess in datasecu-

Ppespitethe difficulty of this task, the recordingindustryre-
cently annaincedthat it has begun searchingfile-sharing net-
worksto find userswho aresharing“substartial” numbersof mu-
sic files. The RIAA saysit expectsto file hundrals of lawsuits
againstheseusershy theendof theyear[33].
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rity; however, addiional measwes may be necesary
in the long term. Our resarch suffers from the fact
that we are not industry insiders nor owners of the
leaked corntent, and our data collection was limited
to information that we could obtan through public
source using modes resouces. Collecting statigics
onsourcesof leaks andperforming a securty analysis
shoul be mucheasierfor theindustry thanit wasfor
us, and we assume that studos are engagd in such
proceseson their own.

We draw thereade’s thoughtsbad to the Hanssa
caseandmale the point thatthe movie indudry need
to treateverybody within its influenceequaly, from
studio executvesandinvegors, down through movie
editors, truck drivers and out to the critics. Suchel-
ementaryprocedures asaudit trails of cusody would
seemto bein orde. While we expect thatthis is al-
readydoneto someextert, it mustbe appled evenly
and without preference Our study shows a large
amountof inside leakaye. Hence, we amue that
currert mitigation techriquesare cleaty insufficient.
Given the revenwe lossesclaimed by the industry,
spendng more mong/ andeffort on interral controls
is very muchappr@riate

Movie artifactsare hardled by a finite numberof
employeesin a controlled manne during production
and through much of the distribution process. In
the later stages of distribution, the content is han
dled by an enumerale andlargely ananymouscom-
munity. Securirg the former ervironmen is difficult
but tractable. Securng thelatter is nearly impossible.
Hence focusing efforts oninsider threds notonly ad-
dresses the mostcostly leakage, but it represens the
bestoppatunity for suaess.
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