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Abstract

Securitypolicy is increasinglybeingusedasa vehiclefor

specifyingcomple entity relationships Whenusedto de-
finegroupsecurity policy mustbeextendedo statetheen-
tiretyof thesecuritycontet. For thisreasonthepolicyre-

guirement®f secue groupsare more comple thanfound
in traditional peercommunicationgroup policiescorvey

informationaboutassociationgreaterandmore abstact
than their pair-wise counterparts. This paperidentifies
andillustratesuniversalrequirement®f secue grouppol-

icy and reasonsaboutthe adheenceof the Group Secu-
rity AssociatiorKey ManagementProtocol (GSAKMP)to

theseprinciples.

1. Intr oduction

The use of widely distributed resourceson the Inter-
net has strainedexisting network infrastructures. Until
recently applicationsand servicesweretargetedto ervi-
ronmentsspanningfew administratve domainssupport-
ing arelatively staticusercommunity However, the ex-
plosionof new forms of communicatiorhasinvalidated
mary of the basicassumptionsiponwhich thesesystems
werebuilt. Thus,thedesignof thesesystemsandof their
securityin particular hasrecentlycomeunderconsider
ablescrutiry.

An approachaddressingthe requirementsof these
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emeging applicationsand servicesis the useof policy.
Through policy, a systemmay addressthe (sometimes
conflicting) needsof all communicationparticipantsin
real time. Eachsessionoccurswithin the context of a
sharedpolicy defining the acceptablebehaior and re-
quirementsof its participants. Thus, ratherthanrelying
solely on the systemdesignersr network administration
to defineservicebehavior, the interestsof all paritiesare
consideredat the point at which communicationoccurs.
This paperconsidersa numberof principlesfor the con-
structionof onekind of policy, secue groupcommunica-
tion policy.

We define a group security policy as a statementof
the entirety of securityrelevant parameterandfacilities
usedto implementthe group. This bestfits the viewpoint
of policy as defining how securitydirectsgroup beha-
ior, who arethe entitiesallowedto participate andwhich
mechanismsvill beusedto achieve missioncritical goals.
Note that this definition is not restrictedto electronically
distributedstatementspolicy is oftentheresultof system
designandconfiguration.

This paperconsiderghedefinitionandrequirementsf
securitypoliciesin groups. A numberof principlesfor
the designof policy servicesn groupcommunicatiorare
identified. Theseprinciplesare the result of a system-
atic analysisof the policy requirementsiniqueto secure
groupsandthosecommonto bothpeerandgroupcommu-
nication. We reasonaboutthe securityof arbitrarypolicy
throughthe applicationof known principlesand the re-
ductionof groupbehavior to pair-wiseoperations.

We explicitly do notattemptto proposeanapproachor
the formal analysisof group systems.We do, however,
seekto identify universalrequirement®f policy manage-
mentin securegroups.In developingtheserequirements,
we investigatewhere known and acceptedprinciples of
(peer oriented) securesystemconstructionand analysis
areapplicableto groups.

Securegroupsprotectcontentthroughthe application
of cryptographicmethodson sharedsecrets. Thereare
two predominanepproachesisedto establishand main-



tain thesesecrets;collaboratve group managemenf28]
andauthorizeddownloadof groupdata[17, 15, 22, 21].

Collaboratve groupsbuild trustthroughtheinclusionof
all groupmembersn securityrelevantactions. Because
eachactionrequiresthe participationof the membership,
managementostsgrow with groupsize. Hence collabo-
rative groupsareappropriatdor smallgroupswith moder
ateto high communicatiorandcomputationatesources.

Corversely authorizeddownloadgroupsrelegatesecu-
rity relevant functionsto trustedgroup entities. Trusted
entities enforce the group policy and distribute session
keys. However, authorizeddownload groupsare limited
by trust; eachmembermust trust the statedauthorities
or deferparticipation. Becauseof their relative low cost,
thesegroupsare appropriatefor larger or more dynamic
groups.

Much of the work relevantto securitypolicy in group
communicatiorsystemdalls into two categories.In trust
managemerdystemg3, 4, 7], policy is specifiedandeval-
uatedwithin a well-definedand provably correctframe-
work. However, enforcemenbf policy is largely outside
the scopeof thesesystems. Corversely policy directed
securegroupcommunicatiorsystems[17, 16, 10, 21] are
chiefly designedo allow the definition andimplementa-
tion of policiesfor securitymechanismge.g.,parameters
andalgorithmsfor sessiorkeying). While thesdattersys-
temsprovide correctenforcemenof specificpolicies, it is
not immediatelyclearthat the distribution and composi-
tion of thesepoliciesalwaysresultsin a securegroup.

We attemptto reconcile existing policy approaches
throughthe studyof the requirement®f groups;systems
requirethe correctspecification distribution, evaluation,
andenforcemenbf policy to be secureIncompletespec-
ification or incorrectimplementatiorof ary one of these
processesanleadto aninsecuresolution.

The principalsdescribedn the following sectionwere
usedto guide the designof the Group Security Associ-
ationKey ManagemenProtocol(GSAKMP) architecture
[15, 14]. Summarizedn thelattersectionstheanalysisof
GSAKMP seeksto shav that GSAKMP groupsnot only
enforceagivenpolicy, butdosoconsistenthandsecurely

GSAKMP definesan architectureand protocolusedto
implementsecuremulticastgroups. Growing out of the
GKMP [17, 16] protocol, GSAKMP focusesontheimple-
mentatiornof securggroupsthroughthe definition,evalua-
tion, andenforcemenbf grouppolicy. Thephysicalman-
ifestationof agrouppolicy in GSAKMP is a policy token

A GSAKMP policy tokenis a highly flexible datastruc-
ture usedto definethe behaior of a group. The token
definesan exhaustve list of policies (thereare over 150
different fields supportinga wide rangeof policies and
mechanisms)With small exception,the groupis freeto
define policies containingas mary (or asfew) of these
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Figure 1. Secure group - A group is a collec-
tion of cooperating entities operating under a
shared security policy. Groups may be orga-
nized into a flat structure (a), or as a collection
of distinct subgroups (b).

fields asis desirable.Thus,groupswith varying abilities
andrequirementganbedefinedthroughthepolicy token.

The remainderof this paperis organizedas follows.
Section2 developsa definition and setof universalprin-
ciples for the specificationand subsequentse of pol-
icy in securegroups. Section3 reasonsaboutthe com-
pliance of the GSAKMP with thesepolicy principles.
Section4 reviews severalworks relevantto the definition
andimplementationgroup securitypolicy. We conclude
in Sectionb.

2. Group Security Policy

This sectionconsidergshe requirement®f policy man-
agemenin securegroupcommunicatiorsystemsA setof
principlesderived from theserequirementss developed
andillustrated.We begin in the next subsectiorby stating
adefinitionof securegroupsandtheir policies.

2.1.Secure Groupsand Policy

Describedn Figure1, we definea securegroupasthe
collectionof cooperatingentitiesoperatingunderashared
securitypolicy. Eachgroup containsa group contmwoller
from which keying materiallogically emanates.Groups
canbe organizednto logical subgroupswith distincten-
tities servingassubgoup-contollers (for example,asde-
finedin lolus [22]). Groupmembergmay join, leae, or
becomecompromisedat ary time during the session.In
particular we definetheparticipantof agroupasfollows:

e Group Owner (GO): Also known as the policy
issuer the GO specifiesthe group security policy.



Action

Description |

policy creation

create/asseg grouppolicy

policy modification

modify the group policy, policy modificationoccursafter it is detected
thata currentpolicy in inappropriateor unimplementable

grantrights grantrightsto members/entitieexternalto the policy
key creation createa sessiorkey, or to generateekeying material
groupdestruction disbanathe group

key dissemination

distribute sessiorkeys andsupportingkeying material

rekey actioninitiation

initiate the group rekey process. This is often usedto ejectfailed or
compromisednembers.

authorizemember

authorize/statauthenticityof groupmember

admitmember

admita membetrto thegroup

ejectmember

remove a memberfrom the group

auditgroup

monitoraccessontrolmessagesr membershignformation

key access

gainaccesdo the sessiorkey

Table 1. Security relevant group actions - group is maintained through the application of security relevant
actions. An access control policy will map these actions to authorized parties.

The policy is specifiedin accordancewith the ex-
pecteccontentvalueandoperatingervironment.The
issuing authority is trusted by all potential group
membergo stateanappropriatepolicy.

e Group Controller (GC): The GC actsasa key dis-
seminatiorandaccesontrolauthority The GC en-
forcesgroup accesscontrol policy by creatingand
distributing group keying materialto authorizeden-
tities, andinitiating rekeying andmemberejectionas
eventsdictate.

e Subordinate Group Controller (SGC):A subordi-
nate controller performsall group controller func-
tions, with the exceptionof sessiorkey creation.

e Member (M): The group memberis the consumer
of the group keying material. The memberverifies
the policy ascorrect,andenforceshe authorization
policiesasdefinedby thepolicy specificatior(i.e.,by
only acceptingappropriatelyauthorizedgroup mes-
sages).

Throughout,we assumehat membersand controllers
are mutually trusted,i.e., entitiesreceving a policy ac-
ceptandenforce(the authenticatedpolicy asdirectedby
its specification. However, memberswvho becomecom-
promisedmay diverge from the specificationarbitrarily.
We asserentitiesexternalto the groupandcompromised
membersmay interceptmessagesmodify messagespr
preventmessagefom beingdelivered.

We note mary other more complicated, models of
groupexist. For example,groupscancorvergeonasingle
policy throughnegotiation [10] or assumemembersare
untrusted24]. For brevity, we deferdiscussiorof these

groups.However, mary of the principlesidentifiedin the
following sectionareapplicableto thesegroups.

Eachpolicy isinitially statedassetsof conditionalstate-
ments defining the possibleauthorizationsand mecha-
nismsusedto implementa group. The conditionalstate-
mentsindicate ervironment-specificconstraintsand re-
qguirementsof potentialsessions.The group owner cre-
atesthe initial policy. An instantiationof the policy?* re-
sultsfrom the leaderevaluationof the conditionalpolicy
statementsThe instantiationdefinesthe securityrelevant
propertiesof the group. However, someaspectf the
group policy areimplicitly defined;decisionsabouthow
thegroupsecurityis implementedanbetheresultof sys-
tem designand configuration. Whetherexplicitly or im-
plicitly definedwe asserthatany groupmustspecifythe
following:

e |dentification - Eachparticipantandgroupmustbe
unambiguouslydentified. Failure to correctlyiden-
tify the group policies, messagesand participants
canleadto incorrectandinsecureoperation.

e Authorization - A grouppolicy mustidentify theen-
tities allowed to perform protectedactions. Group
authorizatiorpartially determineshetrustembodied
by thegroup.

e AccessControl - Allowableaccesdo groupaction
must be statedby policy. An accessontrol policy
definesamappingbetweertheauthorizegartiesand
secureactionsin the group, andindirectly, the per

1Throughout whereunambiguouswe will referto aninstantiation
of apolicy asthegrouppolicy.



missionsfor groupinformation. We presenthe set
of groupsecurityrelevantactionsin Table1.

e Mechanism- Eachpolicy muststatehow the secu-
rity requirementf the group areto be addressed.
This includesthe identification of the approaches
usedto achieve securityguaranteesndthe param-
etersof their operation. Thus, a mechanisnpolicy
definesthe provisioningof groupsoftwareandoften
the operationof its componenprotocols.

e Verification - Eachpolicy mustpresentevidenceof
its validity. Themeandy whichtheorigin, integrity,
andfreshnes®f the policy is assertedfor example,
via digital signature)mustbe known by eachgroup
memberprior to its acquisition.

2.2 Principles of Group Policy

The direct application of policy approachesusedin
peercommunicationis unlikely to meet the needsof
groups. This is duein large partto fundamentadiffer-
encedetweerpeerandgrouppolicies;grouppolicy con-
veys information aboutan associatiorgreaterand more
abstractthan its pairwise counterpart. The following
text identifiesandillustratesuniversalprinciplesresulting
from our analysisof groupandpeercommunicatiorpoli-
cies.

Principle 1: Enforcementof group policy must be con-
sistentacrossa group

While it may evolve over the courseof a sessionthe
grouprequiresa singularpolicy definition. Thisimpliesa
sharedview of the participantsandthe securityof appli-
cationcontent.Failureto operateunderthe samesecurity
context canleadto vulnerableor incompatiblesolutions.

Similarly, policy implicitly requirestrust amongthe
membership. Each membertrusts that all participants
have beenadmittedand enforcethe policy specification
correctly If a consistentiew of policy cannotbe estab-
lished, memberswill hase no way to infer this trust. We
have identified two facetsof policy consisteng: meda-
nismequivalencendsyndironization

Two mechanismsre equivalentif a) they implement
the sameservice(e.g., dataconfidentiality), and b) the
securityof the mechanismss not qualitatvely different.
For example,Figure 2 describesa groupimplementinga
confidentialitypolicy. Subgroupa (in the figure) imple-
mentsconfidentiality using a strong dataencryptional-
gorithm. Furthermorea cryptographicgatevay gw co-
existsin both Subgroupe anda secondSubgrouph. Sub-
groupb containsmobile deviceswith limited computing
resourcesThe gw translatesall communicatiorbetween
the strongalgorithmimplementecby a to a wealer algo-
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Figure 2. Mechanism equivalence - Policies im-
plemented by members of Subgroup a must be
equivalent to those implemented by Subgroup
b. Failure to implement equivalent policies may
result in undetected vulnerabilities.

rithm implementedy themobile devicesin b.

Clearly, anadwersaryattemptingto uncover groupcon-
tentwill mountan attackagainstdatatransmittedunder
thewealer algorithm. Thus,for this group,the confiden-
tiality is only asstrongas provided by the wealer algo-
rithm. Becausedhe algorithmsarenot equivalent,the se-
curity of the groupasa whole is wealened. Worseyet,
memberof Subgroup maybeunavareof the useof the
weakalgorithm.

Sessionrekeying in peer communicationis well de-
fined. The peerend-pointsactively participatein an ex-
changeresultingin acceptancef the new key. Because
both participantsassertacceptancesubsequentiseof the
key canbe unambiguous. The issues,design,and vul-
nerabilitiesof peerkey exchangeshave beenthoroughly
researchedndarewell understood.

Sessiorrekeying in groupcommunicationis inherently
more difficult. As definedby the group threat model,
rekeying is triggeredby securityrelevantevents. Rekey-
ing is ofteninitiated,for example whenasessiorkey life-
timeis reachedfollowing membejjoinsandleaves,andto
completerecovery from thecompromisenf agroupmem-
ber [19]. However, knowledgeof theseeventsis not often
universallyavailable.

Releying of the groupis requiredto be syndironized
An arbitrarynumberof end-pointamustreachagreement
not only on the new secretkey, but synchronizets sub-
sequentuse. For example, considera group which has
recentlydistributeda new sessiorkey. A membemrecei-
ing amessagencryptedunderanold sessiorkey is faced
with adilemma;in the absencef synchronizedielivery,
the messagenay represent:;) delayeddelivery of a cor



rectmessagencryptedunderthe old sessiorkey, or b) a
messaggeneratedby anadwersarywho hasgainedaccess
to the previouskey.

Releying, and the synchronizationof policy in gen-
eral, areinstancesof distributed consensus Agreement
on the new sessiorkey or policy is reachedhroughvia
groupprotocols.However, in thegenerakasedistributed
consensusalgorithms are both complex and expensve
[12, 23]. Many existing group systemsattemptto avoid
thesecostsby relaxingsynchronizatiomequirements.

Onewaytorelaxkey synchronizatiomequirementss to
allow severalsessiorkeysto besimultaneouslyalid. For
example suspendingransmissiorof dataduringrekeying
in avideo-conferences highly undesirableThus,agroup
maywishto continueto use(acceppacketsencryptedun-
deranold sessiorkey) previous keys until consensusn
the new key hasbeenreached.A policy supportingthis
ervironmentshoulddictatetheamountof time anold ses-
sionkey maybeused(andby directcorollarytheminimal
freshnessf recevedmessages)rhis approactandother
relaxationgo the generalcaseof this key transitionprob-
lem areconsideredn [21].

Policy is alsorequiredto be synchronizedAt arny point
during the session the policy a group memberenforces
mustbeidenticalto the oneintendedby the controller If
the enforcedpolicy is not bothfreshandcorrect,thenthe
membemay diverge from the sessiorspecificationarbi-
trarily. Obviously, the divergentmembermay introduce
ary numberof vulnerabilities.

Synchronizationdirectly requiresall receved policies
befresh,authenticandunmodified.The meansy which
policy freshnesss assessethustconformto somea pri-
ori policy. For example,groupmembersouldverify that
a policy revision numberincreasesmonotonically The
group memberwould never accepta policy updatewith
anunexpectedrevision number

Thegroupmembersnustbe ableto verify thatthe pol-
icy hasnot beenmodified during disseminatior(e.g.,in-
tegrity of recevved policiesis presered). This reducego
arequiremenstatingeachmembemustbe ableto verify
thata policy originatedfrom thegroupcontrollet

Of course,ary policy mustcontainsomeevidenceof
its authenticity(i.e., policy verification). For example,a
keyedmessagauthenticatiorrode(HMAC) [18] or digi-
tal signaturd9] canbeusedto asserthe authenticityof a

policy.

Principle 2: Only authorized entities can affect the se-
curity posture of the group

Authorizationin peercommunicatiorcaneasilybein-
ferredfrom knowledgeof the sessiorkey. Becauseghere
areonly two entitiesparticipatingin the communication,

the correctnesof ary action can be directly assessed.

Corversely becauseof the mary roles which members
may perform,groupcommunicatiomequiresamorecom-
plex authorizatiormodel.

Groupscommonlydesignateneor moreentitiesto act
as authoritieswithin the group. For example, an entity
wishing to join the groupwill communicatewith an en-
tity authorizedto admit members. Oncethe admittance
authority verifies that the potential group memberpos-
sesseghe appropriatecredentials,t allows the member
into group. However, unlessotherwisespecifiedby pol-
icy, theadmittedmembershouldnot have the authorityto
admit othermembers.The new groupresultingfrom the
admittanceof the memberrepresents new securitycon-
text; thereis a new groupmembertrustedwith the group
key.

As identifiedin Table1, therearemary actionsthataf-
fectthe groupsecuritycontext. Becausesachof theseac-
tions can affect the securityof all group membersthey
mustbe associatedvith the setof entitiesthatareautho-
rizedto performthem. A groupallowing anadwersaryto
performsecurityrelevantactionswould be,amongothers,
vulnerablein:

e Policy creation: The unauthorizedentity canmodify
policy in arbitrary ways. Thus, the group may be
manipulatednto operatingin aninsecureway.

e Key dissemination: An unauthorizedgroup con-
troller cancreatea falsegroup.

¢ Initiate rekey: An unauthorizeentity performsade-
nial of serviceattackin which the groupwould con-
tinually rekey. Thegroupwould expendconsiderable
resourceperformingkey managemerfunctions.

e Groupdestructionif anunauthorizedyroupdestruc-
tion commandis acceptedthe group will disband
prematurely Clearly, this represents seriousdenial
of serviceattack.

Principle 3: Group content must be protected
Generally datasecuritymechanismgrovide a meansby

which contentconfidentiality authenticity and integrity

canbe protected. Thesemechanismsmplementprotec-
tion throughthe applicationof cryptographicalgorithms
on sessiorkeys. Thus,the securityof the groupis predi-
catedon thesecurityof the processesestrictingaccesso

sessiorkeys.

As statedindirectly by principle 2, accesso session
keys mustberestrictedo entitieswith authorityto receve
them.Theaccesgontrolpolicy mustbedefinedaspartof
thelargergrouppolicy. Similarly, themeanshy whichthe
potentialmembemeetghe criteriamustbe specified.

Consideran examplegrouppolicy statingthata mem-
ber mustprove possessionf compaly X credentialgin



the form of a certificate) before being admittedto the
group. Thus, an exampleaccessontrol policy statesl)
the entity mustpossesshe privatekey of a certificate,2)
the certificatemust statethat the organizationof the en-
tity is the desiredcompairy, and3) the certificatemustbe
issuedirom the compaty’s certificateauthority

An admittanceauthority enforcesthe accesscontrol
policy (onasignedjoin requestontainingthe certificate)
by verifying the certificateorganizationandissuerfields,
validatingthe signature and checkingthe certificatehas
not beenrevoked (e.g.,throughan appropriatecertificate
revocationlist). If this procesds successfulthe member
recevesandsubsequentlyseghesessiorkey to commu-
nicatewith thegroup.

Becausehe grouppolicy is enforcedcorrectly andthe
underlying cryptographicalgorithmsare securé, group
contentprotectionis ensured. However, if any of these
authorization,accessontrol, or datasecuritypoliciesis
incorrectly enforced then the securityof the groupasa
whole may be lost. This demonstratethe fragility of se-
curity; incorrectimplementatiorof any onefunctioncan
invalidateguaranteeprovidedby others.

Principle 4: Groupsmust be capableof recovery from
security relevant failur esto a secure state

It is necessaryor groupsto recover to a secureoperat-
ing statewhena subsetof its memberships foundto be
untrustworthy. Thus,a policy muststatethewayin which
compromisds to be detectedand,if available,the mech-
anismsusedfor recovery.

Thereare a myriad of ways groupsmay recover from
membercompromise. Early systems,in an effort to
restrict insecureaccessto content, disbandedimmedi-
ately following compromise[17, 16]. More recently
groupsystemsmploy sophisticatedekeying approaches
[31, 32, 21] torecoverfrom membeicompromiseln these
lattersystemscompromiseanembersareejectedby their
exclusionfrom thesubsequerntekey process.

A group may also require recovery from non-
compromisefailures. The effect of network partitions
[11], processrashe$20], andotherfailuresonthegroup
securitycontet is an openareaof researchWe notethat
the mechanismsausedfor failure detectionand recovery
will have uniquesecurityrequirementsFor example,the
heartbeat-basefhilure detectionmechanismin [20] re-
quiresheartbeatbe authentic.In theabsencef authentic
failure detection,an adwersarymay be ableto maskthe
failure of groupmemberghroughforgedheartbeats.

2Thereis significantdebateon the correctdesignof securegroup
datatransforms.For the purpose®f this discussionwe assumehatall
mechanismarefundamentallysecurethecryptographialgorithmsand
datatransformsaresound.

3. Policy Specification and Enforcement in
GSAKMP

This sectiondescribesthe Group SecureAssociation
Key ManagemenProtocoland presentsargumentsillus-
trating its compliancewith the principlespresentedn the
precedingsection.

3.1.Description

The Group SecureAssociationKey ManagemenPro-
tocol (GSAKMP) dictatesand manageghe securityof a
communicationgroup. GSAKMP managegroupsecu-
rity throughoutthe life-cycle of the group: group initi-
ation, maintenancegcompromiserecovery, and deletion.
Policy is definedin the policy tokendatastructure which
is distributed and enforcedover specifiedprotocol ex-
changes. Group contentis protectedby appropriatese-
curity mechanismsndtheir associatedessiorkeys that
areknown only the currentmembership.

In GSAKMP, group responsibilitiesare decomposed
into authorizedoles.Rolesaredefinedfor GroupOwner,
GroupController, SubgroupControlle; andMember The
rights attributed to theseroles are presentedn Table 2.
Theauthorizatiorcriteria,aswell asthemechanismsised
to verify authorizationsaredefinedin thepolicy token. In
oneinstantiationof GSAKMP, securityrelevantmessages
mustbe signedby the authorizecdentity.

Signedby the GroupOwnet, the policy token contains
authorizationkey managementinddataprotectionrules
for the group,anddefinesthe mechanismsisedfor veri-
fication. Using the definedmechanismspotentialgroup
membergeceving a token verify the tokenis authentic,
fresh,andunmodified.Onceverified,thetokenis usedto
directthebehaior of themember

Groupsareformedby multiple individual (peer)admit-
tances.In the GSAKMP join exchange the Group Con-
troller presentshegroup'stokenandverifiesthe potential
members credentials.If the membercredentialsare ac-
cepted,the currentgroup keys are securelydownloaded
to the newly acceptednember The membeyin turn, in-
spectghetokento determinaf thegrouppolicy is appro-
priatefor theinformationthatthey wish to share.

Compromisaecovery methodsuchastheLogical Key
Hierarchy (LKH) [31, 32] allow GSAKMP to securely
andrapidly ejectcompromisednembers.Becausef the
propertiesof thesekeying techniquesary keys possessed
by compromisednemberswill notbevalid afterejection.

The GSAKMP specificationsare quickly reachingma-
turity. Two IETF draftshave beensubmitted15, 14] and
alicensefreereferencearchitectureandassociatedlocu-
mentationareavailableat:

ftp://ftp.sparta.coni pub/col unbi a/ gsaknp



| Action | Rights |
policy creation GO
policy modification GO
grantrights GO
key creation GC
groupdestruction GC
key dissemination GC,SGC
rekey actioninitiation | GC,SGC
authorizemember GC,SGC
admitmember GC,SGC
ejectmember GC,SGC
auditgroup GC,SGC
key access GC,SCG,M

Table 2. GSAKMP rights assignment - assign-
ment of rights to group owners (GO), group
controllers (GC), subgroup-controllers (SGC),
and members (M) within a GSAKMP group. A
definition of these rights is presented in Table 1.

3.2 Analysis

In this section,we informally aguethatthe framawork
providedby GSAKMP adherego thegrouppolicy princi-
plesdiscussedn the previoussection.

GSAKMP specifiesa groupsecuritypolicy throughthe
policy token. Thetokenis passedo eachgroupmember
aspartof thejoin exchange Eachgroupmemberverifies
the policy tokenandenforceghe statedpolicy. As events
dictate thegrouppolicy tokencanbeupdatecbverthelife
of thegroup. Eachrecevedupdateis verifiedin the same
way astheinitial token.

To ensurethe currentpolicy tokenis correctlydissemi-
natedacrosghegroup,GSAKMP sendghe currenttoken
alongwith eachsecurityrelevant action. Eachmember
checkghetoken'sfreshneséndicatorsandverifiesits ori-
gin andintegrity.

Principle 1: Enforcementof group policy must be con-
sistentacrossa group

a) GSAKMPenforcestheuseof equivalenimedanisms

Allowable cryptographicand key managementech-
niguesarespecifiedn the policy token.

b) GSAKMPprovidesmethodgor key and policy syn-
chronization.

Basedontheauthorizationslefinedin the policy token,
eachjoining memberis given the keys neededto fulfill
their assignedoles.Becausdhegroupis formedby mul-
tiple individual joins, eachmemberwill initially have the
keys neededor authorizedparticipation. Via LKH, key-
ing dueto stalesessiorkeys or compromiserecovery are

accomplishedisinga singlerekey messageSimilarly, if
thepolicy changesuchthatacurrentmembeiis nolonger
allowedto participate the groupmustberekeyed. In this
caserekeying mustbehandledn thesamewayasin com-
promiserecovery.

Similarly, ary memberjoining the group recevesthe
mostcurrentpolicy token. Subordinategroupcontrollers
not providing the correct(fresh) policy token are ejected
from the groupforcing arekey. The ejectedsubordinate
groupcontrollerwould be incapableof providing a valid
key to thenew member Hence freshnessf theinitial to-
ken may be verified by the ability to accesghe groupby
the new member The GSAKMP Policy Token contains
freshnesglatesand sequenceaumbers. Any subsequent
tokenwill only be acceptedf it containslater freshness
indicators. Thus, stale policies are detectable. As rea-
sonedbefore,asthe groupconsistof individual member
joins, the grouponly will acceptthe mostcurrenttoken.
Thus,thegrouppolicy is synchronized.

¢) From1and2, enforemenbf grouppolicy is consis-
tentacrossthegroup.

The GSAKMP policy tokenis issuedandsignedby an
entity responsibldor the groupsecuritypolicy. It further
defineswho may performsecurityrelevantactions. Both
therulesfor determiningpermissionsandthe mechanism
usedto verify therulesthemselesaredefinedin the pol-
icy token.

Upon receipt of a security relevant message group
memberseview the currentpolicy token. The message
is initially verified usinga mechanisndefinedin the to-
ken. Usingtherolesandauthorizationglefinedin the to-
ken, the memberchecksthe permissionf the sending
party. If the verificationsucceedsindthe sendercanas-
sumearole allowedto performthe actionimplied by the
messagethenthe messagés accepted.

Principle 2: Only authorized entities can affect the se-
curity posture of the group

a) Thepolicytokenis verifiedas comingfroma trusted
souiceandasbeingauthentic.(1-1)

Thesignaturgayloadcontaingheidentity of thesigner
of thetoken. This signaturds verifiedaccordingo thepa-
rameterdor verificationof the tokenandthe statediden-
tity.

b) Authorizedentitiesare identifiedin the policy token.
(GSAKMPspecification)

c) Messaesaffectingthe securitypostue of the group
mustbe issuedby an authorizedentity (GSAKMP
specification)



d) Each membercan verify that the messge affecting
the security postue wasissuedby a trustedsource
indicatedby the verifiedpolicy token.

The verification mechanismand parametersare indi-

catedin thepolicy,

e) Each membecanverifythatthemessge wasfreshly

signed.

GSAKMPjoin exchanganessagesontainnonces.The
rekey messageontainsa timestamp. The group delete
messagés only generatednce,sono replaypotentialex-
ists.

f) Each membercanverifythatthey areintendedecip-
ientsof themessge.

GSAKMP messagéeaders containgroupidentifiers.
Security relevant messagedo individuals (e.g., Key
Download)containindividual identifiers.

g) Therefore, each membemwill only act on freshmes-
sagesintendedor themfroman authorizedsource

h) Groupsare comprisedof individual membes.

i) Thegroupwill only act on freshmessgesintended
for themfroman authorizedsource

i) Only authorizedentitiescan affectthe securitypos-
ture of thegroup.

GSAKMP protectsthe group by controlling accesgo
group keys. The accesscontrol rules and compliance
mechanismsredefinedin the policy token.

Initially, the policy issuanceauthority (Group Owner)
passeghe token to the group controller (GC). The GC
usesthe token’s accessontrol rulesto restrictaccesgo
the groupkey. In all instancestherewill be a member
of the group who is authorizedto disseminatekeys and
performaccesontrol.

The groupmemberpresentsequiredcredentialdo the
GC. Usingthesecredentialsasproof, the GC ensureghat
the accesscontrol criteria is met prior to releaseof the
groupkey.

Equallyimportant,the potentialgroupmemberverifies
theauthorityof GC or SGCsto make accessontroldeci-
sions. In verifying the authenticityof messageseceved
from controllers,a group memberis protectedfrom ac-
ceptingfalsekeys andinadwertentlyrevealingconfidential
groupinformation.

Principle 3: Group information must be protected

a) Cryptaographic medanisms specified in the
GSAKMPtoken protectgroup data.

b) Accesdo the groupis grantedby issuingthe group
cryptagraphickey(s).

¢) Keyscanbe obtainedonly throughlegitimatedistri-

bution or fromcompomise

Initial key distribution is securewhich is reasonedas
follows. Keys aredistributedin a pairwisemanner The
pairwisejoin protocolis securel) its messagearesigned
by authorizedentities and subsequentlyerified; 2) the
senderndintendedecipientof themessageareexplicit;
3) the messagefreshnessare indicatedby nonces;and
4) the download of the keys are protectedby a group-
appropriateconfidentialitymechanisnasindicatedby the
GSAKMP policy token. The designof the initial ex-
changes basedn well known principlesof peerauthen-
ticationandkey distribution protocols[6, 1, 2].

Keysaredistributedto authorizedndividualsonly. The
authorizationrules arelisted in the policy token. These
rulesaretrusted(1-1). Becauseahe pairwisedistribution
to eachindividual memberis donesecurelyand because
groupsare comprisedof individual membersthe initial
key distributionto the groupis secure.

Thefirst rekey underLKH is sentencryptedn keys ob-
tainedthroughinitial distribution, which is secure.Only
authorizedmembersreceived thesekeys through initial
distribution. Subsequentekeys are sentencryptedei-
therin initial keys or in keys distributedthroughprevious

rekeys.

d) If keys are obtainedthrough compomiseand that
compomiseis discovered, the groupis rekeyedsud
thatanycompiomisedkey is nolonger valid.

GSAKMP providesaframenork for advancedecovery
mechanismsLKH is implementedn the referencesoft-
ware.GSAKMP distributesLKH key arraysduringgroup
establishmenandusesthekey treeto rekey following the
detectionof membercompromise Over the courseof the
sessiongachmemberecevesanarrayof keysthatcorre-
spondto auniquepathin thekey tree.

GSAKMP definescompromiserecovery as a security
relevantaction. Thus,policy definesherulesandmecha-
nismsneededo issuearecoverymessagekHowever, com-
promisedetectionandreportingis outsideof the scopeof
the GSAKMP protocol.

Upon receiptof a compromisereport, the GC creates
an LKH recovery messagédentifying the currentpolicy
token. The GC instigatesrecovery by signingandtrans-
mitting therecovery message.

All groupmemberserify theauthenticityof therecov-
erymessageOncetheLKH messageaturatethegroup?,
the compromisememberis excludedfrom the new secu-
rity associationThus,asecurestateof operatioris recov-
ered.

A membemot receving the recosery messagevill no
longer have accesdo the group. In this case,the mem-

3For brevity, theseargumentsdo not discussfaults, accidentabr in-
duced relatedto unreliablenatureof groupcommunication.



berwill beforcedto rejoin throughthe authenticategbin
exchange.

Principle 4: Groupsmust be capableof recovery from
security failur esto a secur state

a) A securityfailure can occur whenan advesary at-
temptsto masqueadeasan authorizedndividual.

b) Anyfailurein verificationof the join exchange (sig-
nature, nonce identificationfield, or inadequatecre-
dentials)are detectableby both parties. In this case
thejoin exchangeis aborted.

c) Counterfeitrekey messgesare detected.Bad rekey
messge will fail containincorrectsignatues,times-
tamps,or fail to beauthorized.

d) Counterfeitgroupdeletemessgesare alsodetected.
Badgroupdeletemessge will containincorrectsig-
naturesor fail to beauthorized.

e) Group accessvia key compomiseis remediedvia
LKH as discussedreviously; therefore, the group
will rapidly berekeyedcausingall compomisedkeys
to beinvalid. Thiswill resultin denial of accesso
any entity possessingnly the compomisedkeys.

4. RelatedWork

The Internet EngineeringTask Force (IETF), Policy
Frameavork working group is charteredwith the devel-
opmentof an architecturesupportingthe managemenof
network devicesthroughabstractpolicies. In the policy
architectureg[29], the desiredbehaior of eachdevice is
statedthrough setsof policy rules A policy rule is a
conditional statementidentifying a set of (possibly ab-
stract) actionsthat are to be executedin ervironments
when/wherdahe conditionsaresatisfied However, the se-
curity of the distribution and enforcemenbf theserules
hasyetto beaddressed.

The SecurityPolicy System[26] is anarchitecturesup-
portingflexible definitionanddistribution of securitypoli-
cies for IPSecsecurityassociationgSA)s. The central
specificatiomdocumentsénclude;anarchitectureverview
[26], apolicy specificationanguagd8], anda policy dis-
tribution protocoldefinition [27]. To simplify, clients of
thepolicy systenquerythepolicy databaséor connection
policies. Connectionsare acceptednly if they meetthe
requirement®f policiesobtainedfrom a policy database
in the sener domain. The mechanismsisedto secure
communicatioraredefinedin the connectiorpolicies.

Developedby Branstadet. al., the Dynamic Crypto-
graphic Contet Management{DCCM) system[10] is
usedto defineand enforcesecurity policies within very

large groups(100,000+members).A principle contritu-
tion of DCCM is its useof policy asentirely definingthe
context in which a groupoperatesPolicy maybe neggoti-
atedor statedby aninitiating membeyandflexible mech-
anismsfor policy representatioandinterpretatiorarede-
fined.

The Antigone framework [21] providesflexible inter
facesfor the definition and implementationof a wide
range of securegroup policies. A central elementof
the Antigone architectures a setof mechanismprovid-
ing the basicservicesneededor securegroups. Policies
areimplementedy the compositionandconfigurationof
thesemechanisms.Thus, Antigone doesnot dictatethe
availablesecuritypoliciesto anapplication,but provides
high-level mechanisms$or implementingthem.

Many recentadvancesn theuseof policy in distributed
systemshave occurredin the realm of authorizationand
accesscontrol. Introducedin [3] by Blaze et. al., trust
manaementprovidesa unified approacHor the specifi-
cationandevaluationof securitypolicies. Trustmanage-
mentfocusescentrallyon developmentof accesscontrol
policy throughthe specificatiorof evaluationof trustrela-
tionships.At the coreof ary trustmanagemergystemis
adomainindependentanguageusedto specifythe capa-
bilities, policies,andrelationshipsetweerentities.Each
applicationsubscribingo atrustmanagemergervicepro-
videspolicy specificationgo a centralcomponentalled
thetrustmanagemengngine.An applicationconsultshe
enginefor accesontrol decisionsat run-time. The en-
gine evaluateshe accessontrol requestusingthe policy
specificatiorandervironmentaldata. Therefore applica-
tionsneednotevaluateaccesgontrolpoliciesdirectly, but
deferanalysigo thetrustmanagemergngine.

Throughrigorous analysis,the PolicyMaker [3] trust
managemengnginehasbeenprovento becorrect. Thus,
with respectto the policy specification,arny application
using PolicyMaker is guaranteedo evaluate each pol-
icy decisioncorrectly However, policy enforcemenis
left to the application. Recentsystemge.g KeyNote [4]
and REFEREE][7]) have extendedthe trust management
approachby simplifying applicationinterfacesandintro-
ducinga limited setof enforcementacilities. Otherap-
proachesaddressingaccesscontrol policy in distributed
ervironmentge.g.,Akenti[30], GAA API [25]) approach
the managemenbf trustin similar ways, but with some-
whatdifferentgoals,requirementsandarchitectures.

The InternetEngineeringResearchorce (IRTF), Se-
cure Multicast ResearchGroup (SMuG) is researching
a suite of standardsand associatedeferencearchitec-
ture [13] upon which securemulticastapplicationscan
be built. In additionto the specificationof cryptographic
transformgb5] (i.e.,contentsecurity)andkey management
protocols[14], thiswork will definea policy management



infrastructureappropriatdor securanulticast.Thepolicy
teamhasrecentlypublishedataxonomyof grouppolicies
[19] andarequirementstatementis forthcoming.

5. Conclusions

This paperconsiderghe requirementf policy in se-
cure group communication. We have identified a set of
universalprincipalsthatcanbeusedto guidethe designof
securitypolicy in securegroup communicatiorsystems.
Theseprinciplesnot only addresghe pragmaticrequire-
mentsfor thecorrectandsecureoperatiorof standardser
vices,but identify requirementsor the securelistribution
andsynchronizatiorof policy specifications.

In our investigation we found thatit is necessarybut
not sufficient, to correctly specify policy. Oncea pol-
icy is specified,it mustbe securelydistributed, authen-
ticated,andenforced.Thisillustratesthefragility of secu-
rity in generaljncorrectimplementatiorof any onesecu-
rity functioncaninvalidateguaranteeprovidedby others.

Over the lifetime of the group, consensusurrounding
the definition andinterpretationof policy mustbe main-
tainedby all participantsFailureto correctlysynchronize
a policy definition canleadto undetectedrulnerabilities.
If apolicy is notuniformly interpretedoy groupmembers,
the securityof the groupasa whole canbe compromised.

The attribution of authorityin groupsis of paramount
importance. Failure to correctly identify and authorize
secureaction canleadto any numberof vulnerabilities.
Thus, the protectionof the group contentis largely de-
finedby theverificationandenforcemenof rulesdefining
authorizatiorandaccesgontrol.

Finally, we note that membercompromiseis an in-
evitability for mary applications.Thus,a resilientgroup
mustbeableto recoverfrom compromiseo asecurestate.
This oftenrequiregheejectionof compromisednembers
in away thatdoessignificantlyaffect the performanceor
securityof thegroupasawhole.

We have evaluatedthe GroupSecurityAssociationK ey
ManagemenProtocolundertheidentifiedprinciples.We
have investigatedwhere known and acceptedorinciples
of (peeroriented)securesystemconstructiorandanalysis
are applicableto groups. Furthermore we have demon-
stratedGSAKMP compliancewith theseprinciples.

In theend,policy supporteccommunicatioris only go-
ing to be assuccessfubsthe abilities of entitiesspecify-
ing policy permit. We, asresearcherandengineerscan
developrigorousframewnorksin which policy canbespec-
ified, distributed,andenforced.However, preventingthe
specificationof bad policiesis a much harderproblem.
Environmentalissuesarelikely to determinethe correct-
nessof a givenpolicy. Thus,educationof the usercom-
munitywill playalargerolein thecorrectoperatiorof the
supportedapplications.
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