Flexibly ConstructingSecureGroupsin Antigone2.0f

Patrick McDaniel,Atul PrakashJim Irrer, SharadMittal, Thai-ChuinThuang
ElectricalEngineeringandComputerScienceDepartment
University of Michigan, Ann Arbor
pdmcdagaprakash,irer,mittals,thuang@eecs.umit.edu

Abstract

Group communications increasinglyusedasa low cost
building block for the developmenbf highly availableand
survivable servicesin dynamic ervironments. However,
contempoary frameavorks often provide limited facilities
for the definitionand enforcementof precisesecuritypoli-
cies. This paperpresentghe Antigone2.0 framevork that
allows the flexible specificationand enforcementof group
securitypolicies. Enforcementis achievedthroughthe pol-
icy directedcompositionand configuiation of setsof ba-
sic securityservicesimplementinghe group. WWe summa-
rize the designof the Antigone 2.0 architecture, its use
andthe ApplicationProgramminglnterface(API). Theuse
of the API is illustrated through two applicationsbuilt on
Antigone; a reliable multicastsystemand hostlevel mul-
ticast securityservice We concludewith a descriptionof
currentstatusand plansfor future work.

1 Intr oduction

Group communicationis increasinglyusedas an efficient
building block for distributed systems. However, the cost
and compleity of providing propertiessuchasreliability,
survivability, and security within a group is significantly
higherthanin peercommunication. Thesecostsare due
to theadditionalnumberof failure modesheterogeneityf
thegroupmembersandtheincreasedulnerabilityto com-
promise.Becaus®f thesefactorsit is importantto identify
preciselythe propertiesappropriatdfor a particularsession.
The propertiegequiredby a sessioraredefinedthrough
a group policy. Policy may be statedeither explicitly
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throughapolicy specificatiororimplicitly by animplemen-
tation. Contemporangroup communicatiorplatformsop-
eratefrom anlargely fixed setof policies. Theseimplicitly
definedpolicies representhe threatand trust modelsap-
propriatefor a setof targeternvironments.However, anap-
plication and sessionwhosesecurityrequirementsare not
directly addressetly the frameanvork mustimplementaddi-
tional infrastructureor modify their securitymodel. Thus,
theseapplicationsvould benefitfrom frameworksallowing
theexplicit definition, distribution,andsubsequergnforce-
mentof securitypoliciesappropritatefor the runtimeenvi-
ronment.

In this paperwe describethe designand use of the
Antigone 2.0 system. Antigone provides flexible inter
facedor thedefinitionandimplementatiorof securitypoli-
ciesthroughthe compositionand configurationof security
mechanismsThe setof servicesand protocolsusedto im-
plementthe groupis developedfrom a systematianalysis
of thepropertiesappropriatdor a givensessiorin conjunc-
tion with operationalconditions and participantrequire-
ments.Theresultingsessiordefiningpolicy is distributedto
all groupparticipantsaandenforceduniformly at eachhost.

In Antigone, we definea group policy asthe specifica-
tion of all securityrelevantpropertiesof the sessionThus,
agrouppolicy stateshow securitydirectsbehaior, the en-
tities allowed to participate,and the mechanismsisedto
achieve securityobjectives. This view of policy affordsa
greatedegreeof coordinatiorthanfoundin extantsystems;
statementsf authorizatiorandaccesgontrol,key manage-
ment, datasecurity and otheraspectf the grouparede-
finedwithin a singleunifying policy.

Policy hasbeenusedin differentcontexts asavehiclefor
representin@uthorizatiorandaccesgontrol[4, 7, 33, 2§],
peersessiorsecurity[35], quality of serviceguaranteefs],
and network configuration[31]. Theseapproacheslefine
a policy languageor schemaappropriatefor their target
problemdomain. Antigoneexpandson this work by defin-
ing an approachin which policy is usedto provision and
regulatethe servicessupportingcommunication. Further
more, group participantscan determinethe complianceof
thegroupdefinitionwith local requirements.



Recentsystemshave adopteda more flexible definition
of securitypolicy. For example,the Security Policy Sys-
tem [35] providesinterfacesfor the flexible definition of
security policies for IPSec[18] connections. Thesepoli-
ciesspecify preciselythe kinds of securitymechanismso
appliedto peersession.Similarly, the GSAKMP [14] pro-
tocol definesa policy tokendefiningthe specificsof agroup
session. The policy token is an exhaustve datastructure
(containingover 150fields)statingpreciselythekindsof se-
curity for agivengroupsessionGrouppropertiesof autho-
rization,accesontrol,datasecurity andkey management
are definedpreciselythroughthe token. However, while
thesesystemsrovide a greatdealof flexibility in defining
policy, the rangeof supportedmechanism&ndpoliciesis
largely fixed. Thus, addressinginforeseeror exceptional
securitydemandsequiresadditionalapplicationinfrastruc-
ture.

TheDCCM [9] systemdevelopedby Branstackt. al. al-
lows the definition of flexible policies through Crypto-
graphicContext NegotiationTemplategCCNT). Eachtem-
platedefineghetypesandsemantic®f theavailablemech-
anismsand parameter®f a system. A principal aspectof
the DCCM projectis its useof policy asentirely defining
thecontext in which agroupoperatesPolicy may benego-
tiatedor statedby aninitiating memberandflexible mech-
anismsfor policy representatiomnd interpretationare de-
fined. A DCCM policy focuseson the mechanismample-
mentinggroup securityservices;authorizationand access
control is definedindependentlyof the derived group pol-

icy.

Mechanismcompositionhaslong beenusedasa build-
ing block for distributed systems[25, 26, 2, 3, 11, 24).
Composition-baseftamenorksspecifythecompileor run-
time organizationof setsof protocolsandservicesusedto
implementa communicationservice. The resulting soft-
ware addresseshe requirementsf eachsession. How-
ever, the definition and synchronizationof specifications
is largely relegatedto systemadministratorsand develop-
ers. Our approachseeksto extend compositionalsystems
by definingan architectureandlanguagen which security
requirementsreconsistentlymappednto a systemconfig-
uration.

The remainderof this paperis asfollows. The follow-
ing sectiongives a brief overview of the Antigone group
model,policy specificatiolanguageandarchitecture Sec-
tion 3 describeghe Antigone ApplicationsProgramming
Interface(API). Sectiond demonstratethe useof the API
in two demonstratie applications. Section5 considersa
numberof worksrelatingto the managemenaf grouppoli-
cies.We concludein Section6.

2 Architecture

This sectionpresents brief overview of the Antigone 2.0

system. The following subsectiordescribeshe Antigone

systemmodel. The remaining subsectionsdescribethe

Antigone architectureand policy specificationlanguage.
This sectionis not intendedto provide an exhaustve tuto-

rial on Antigone,but only to introduceits modelanddesign.
Significantdetailaboutthe Antigone2.0systemandits pre-

decessorsanbefoundin [21, 20, 19].

2.1 Systemmodel

Depictedin Figure 1, an Antigone group is modeledas
the collection of participants collaboratingtowards a set
of sharedgoals. We assumehe existenceof a policy is-
suerwith the authorityto statesessiorrequirements.The
issuerstatesheconditionalrequirement®f future sessions
throughthe group policy. Adherenceof a grouppolicy to a
setof correctnesgprinciples(describingegal securitypoli-
cies)is assessethroughthe analysisalgorithm. A group
policy is issuedonly if the analysisalgorithm determines
thatthe policy conformsto theseprinciples.

Eachparticipantstatedts setof local requirementsn fu-
ture sessiorthrougha local policy. Eachparticipanttrusts
the issuerto createa group policy consistentwith session
objectves. However, a participantcan verify a policy in-
stancemeetsthe requirementsstatedin their local policy
throughthecompliancealgorithm.Failureof thegrouppol-
icy to complyto thelocal policy canresultin the modifica-
tion of the local policy or the abstentiorof the participant
from the session.

An initiator is an entity that generates policy instance
from groupandlocal policies. The serviceusedto acquire
local policiesprior to reconciliationis outsidethe scopeof
thecurrentwork. We view this serviceaspartof thesession
announcemenprotocol[12], but may revisit this decision
in the future. An instancds the resultof the reconciliation
of the group and local policies within the run-time ervi-
ronment.Throughreconciliation,aninstancedentifiesrel-
evant sessiorrequirementsand defineshow requirements
aremappednto a configuration. The initiator is trustedto
evaluatethegroupandlocal policiescorrectly

Currently Antigone doesnot provide aninteractie pol-
icy negotiationprotocol. However, eachparticipantdefines
therangeof acceptabl@oliciesthroughthierlocal policies.
Reconciliationattemptgo find a instancethatis compliant
with eachlocal policy (seeSection2.4). Hence,Antigone
providesimplicit negotiationthroughtheevaluationof local
policies. We intendto investigatethe extentionof the rec-
onciliation procesdo aninteractve protocolin thefuture.

A policy instancedefinesthe sessiorconfiguration(pro-
visioning andthe rulesusedfor authorizationand access
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Figurel: SystemModel - A sessions a collectionof par-
ticipantscollaboratingtowardssomesetof sharedgoals.A
policy issuerstatesa grouppolicy asa setof requirements
appropriatefor future sessions. The group and expected
participantiocal policiesarereconciledto arrive ata policy
instancestatinga concretesetof requirementandconfigu-
rations. Prior to joining the group, eachparticipantchecks
complianceof the instancewith its local policy.

control. Provisioningof agroupidentifiesthebasicsecurity
requirementandthe mappingof thoserequirementsnto a
configurationof security-relatedervicesor mechanismsit
membersites. Authorizationandaccessontrol statements
definehow sessionsegulateactionwithin the group.

Participantsoftware is modeledas collectionsof secu-
rity medanisms Eachmechanisnprovidesa distinctcom-
municationservicethatis configuredto addressessiorre-
quirementsAssociatedvith amechanisnis asetof config-
uration parametersisedto directits operation.An instance
definespreciselythe setof mechanismsnd configuration
usedto implementthe session.For example,a data secu-
rity mechanismimplementdransformshatenforcecontent
security policies (e.g., messageconfidentiality integrity,
sourceauthentication).The datasecuritymechanisncon-
figurationidentifieswhich transformsareusedto secureap-
plicationmessageseeSection3.2).

Similar to other securegroup communicationframe-
works [13], thedistribution of the policy instances a two
phaseprocess. Potentialgroup participantsmutually au-
thenticatehemseleswith theinitiator (how authentication
is performedis determinecdby the instance). The instance
is distributed following authenticatioronly if the initiator
determineghatthe participanthasthe right to view policy
(asdeterminedby the instanceaccessontrol policy). The
membeiljoinsthegroupif therecevedinstancds compliant
with its local policy.

Note that becausehe instancedefinesthe policy used
throughouthelifetime of the group,no further policy syn-
chronizationis necessary However, as describedn [19],
specializedr econf i g eventscan trigger the policy re-

evaluation. In this case,the group is disbandedand re-
initialized underanewly establishednstance.

Antigoneprovidesend-to-endgroupsecurityservice.In
this, eachparticipantacts as a policy enforcementpoint
(PEP). Note that while mary environmentsmay benefit
from the introductionof other non-participantPEPs(e.g.,
policy gatavays, IPSectunnels,etc.), we view thesefea-
turesasorthogonatto the currentwork. However, we plan
to revisit this decisionasAntigone maturesandmoreervi-
ronmentakequirementdecomeapparent.

2.2 Antigone Architecture

Describedin Fig. 2, the Antigone architectureconsistsof

four components;the group interface layer, the mecha-
nism layer, the policy engine,andthe broadcastransport
layer The group interface layer arbitratescommunica-
tion betweerthe applicationandlower layersof Antigone
througha simple messagerientedAPI (a brief overvien

of this APl is givenin Section3.1). Grouprelevantactions
suchasjoin, send,receve, andleave are providedthrough
simple C++ object methods. Theseactionsare translated
into eventsdeliveredto the otherlayersof Antigone.Group
events(e.g.,messageeceved)arepolledby theapplication
throughthe API.

Themechanismayer providesa setof mechanismsised
to implementsecuritypolicies. The mechanismsnd con-
figurationto be usedin a sessionare definedby the pol-
icy instance While the Antigoneimplementatiorcurrently
provides a suite of mechanismsppropriatefor mary en-
vironments,new mechanismgan be developedand inte-
gratedwith Antigone easily Note that mechanismsieed
not only provide securityservicesptherrelevantfunctions
(e.g.,auditing, failure detectionandrecovery, replication)
can be implementedthrough Antigone mechanisms. For
example, the currentimplementationimplementsa novel
securecrashfailure detectiormechanisnj20].

The policy enginedirectsthe configurationand opera-
tion of mechanismshroughthe evaluationof policies(i.e.,
reconciliationand compliancechecking). Initially, as di-
rectedby the policy instance the policy engineprovisions
themechanismayerby initializing andconfiguringthe ap-
propriatesoftware mechanisms.Subsequentlythe policy
enginegovernsprotectedaction throughthe evaluationof
authorizatiorandaccessontrolpolicy.

The broadcastransportlayer definesa single abstrac-
tion for unreliablegroupcommunication Dueto a number
of economicandtechnologicalissues,multicastis not yet
globally available. Thus,whereneededAntigoneemulates
amulticastchannelsingtheavailablenetwork resourcein
thetransportayer.
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Figure2: Antigoneconsistsof four componentsthe groupinterfacelayer, the mechanismayer, the policy engine,andthe
broadcastransportiayer The groupinterfacelayer arbitratescommunicatiorbetweerthe applicationandlower layersof
Antigonethrougha simplemessagerientedAPI. The mechanismayer providesa setsoftwareservicesusedto implement
securegroups.The policy enginedirectsthe configurationrandoperationof mechanismshroughthe evaluationof groupand
local policies. The broadcastransportiayer providesa singlegroupcommunicatiorabstractiorsupportingvarying network

environments.

2.3 Policy Language

Each group and local policy is explicitly statedthrough
a policy specification. The prototype IsmenePolicy De-

scriptionLanguage(IPDL) definesthe formatand seman-
tic of thesespecificationsismeneis a subsystemslefining
a grammarand algorithmsfor the processof policy deter

miniationandanalysig19].

An IPDL policy is definedthrougha totally orderedset
of clauseswherethe orderingis implicitly definedby their
occurrencean the specification. Eachclauseis definedby
atuple of tags, conditions and consequencesConditions
testsomemeasurableaspecibf the operatingervironment,
group membership,or presenceof credentials. Conse-
quenceglefinewhatpoliciesareto be appliedto the group.
Tagsprovide structureto the specificatiorby directly defin-
ing therelationsbetweersub-policies.

Figure 3 presentsa subsetof clausesfrom a typical
group policy. The following example describeshow a
provisioning policy is derived from theseclauses. The
key_nmanagenent clausesidentify several key manage-
ment policies appropriatefor different operatingenviron-
ments. Initially, theinitiator evaluateshe conditionalsas-
sociatedwith the first key _managenent clause. The
G oupl ncl udes conditionaltestswhethera manageis
expectedo participatein thegroup.TheGr oupSrral | er
conditionaltestswhetherthe expectedgroupwill contain

lessthan 100 members. Conditionalsform a logical con-
junction, whereall conditionalsmust evaluateto true for
the clauseto satisfied. If a clauseis satisfied,then the
consequenceare appliedto the policy. In this example,
if a manageris presentand the group will containless
than 100 members,the LKHKeyMhger mechanismwill
be usedwith the identified configuration(i.e., r ekey On-
Joi n=t rue andr ekeyOnLeave=t r ue).

In the event the first clauseis not satisfied,the second
clauseis consulted.This seconctlauserepresentsa default
policy; becausét doesnot containary conditions,it is al-
wayssatisfied. Thus,wherethe first clauseis not satisfied,
the groupfalls backto a default Key-Encrypting-Key [15]
key managemenpolicy. However, if thefirst clauseis sat-
isfied,the secondtlauseis ignored.

The dat a_handl i ng clauseillustratesthe use of the
pi ck consequencePick consequenceafford the initia-
tor flexibility in developingthe session.Semanticallythe
pick statemenindicateghatexactly oneconfigurationrmust
be selected. In the example,pi ck is usedto stateflexi-
ble policy; either DES or AES canbe usedto implement
confidentiality but not both or neither The reconciliation
processassessethe groupandlocal policiesto determine
the mostdesirableconfigurationin the pick statement{see
Section2.4below).

Authorizationandaccesgontrol areperformedafterthe
group hasbeenprovisioned. Typically, the evaluation of



% Key Managemrent Provi sioning
key_managenent: G oupl ncl udes( Manager),

G oupSnal | er (100)

Confi g( LKHKeyMhger (rekeyOnJoi n=true, rekeyOnLeave=true) );

key_managenent :

% Dat a Handl i ng Provi si oni ng
dat a_handl i ng:

% Joi n Aut hori zation and Access Control
j oin:
j oin:

Pi ck( Confi g(adhdl r(conf=des)),

Credenti al (Rol e=Manager, | ssuedBy=$Tr ust ed_CA)
Credenti al (Rol e=Sof t war eDesi gner, | ssuedBy =$Tr ust ed_CA)

Confi g( KEKKeyMnhger (rekeyti mer=300) );

Confi g(adhdl r (conf=aes)) );

accept;
accept;

Figure3: A subsebf clausegiefinefor anexamplelPDL grouppolicy.

authorizatiorrequestgestthe presencef credentialgrov-

ing a membersright to perform someaction(e.g.,j oi n

the group). The simplej oi n rules definedin Figure 3

statethat any memberwho presentsredentialsssuedby
atrustedCA delegatingthe right to actasa Manager or
Sof t war eDesi gner will be permittedinto the group.
Note that throughthe useof conditionals,a large number
of complex authorizatiorandaccesgontrolmodelsmaybe
defined.

2.4 Reconciliation

Thegrouppolicy is reconciledwith thelocal policiesof the
expectedparticipantsto arrive at a concreteconfiguration.
Thus,reconciliationdeterminesvhichrequirementsarerel-

evantto a sessionandultimately how the sessionis imple-

mented. Ismenegroup policies are authoritatve; all con-

figurationsand pick statementsisedto definethe instance
mustbe explicitly statedin thegrouppolicy. Local policies
areconsultedonly whereflexibility is expresslygrantedoy

theissuerthroughpick statements.

Reconciliationis the processby which configurations
from pick statementé the grouppolicy areselected.The
selectionprocessis guided by the configurationand pick
statementén the local policies. Reconciliationappearson
first viewing to be intractable. However, by restrictingthe
structureandcontentsof IPDL policies,onecandevelopan
efficient reconciliationstratgy. [22] formulatesthe recon-
ciliation problemandconsiderghe complexity of the most
generakase.Severalstratgiesareproposedandanalyzed.
This analysideadto the efficient Prioritized Policy Recon-
ciliation (PPR)algorithmusedby the Antigoneimplemen-
tation.

For brevity, we have omitted mary detailsof the IPDL
constructionalgorithms,anduse.Interestedeadersarere-
ferredto [19, 22].

2.5 Implementing Policy

Inte-component communication in Antigone is event
based.The obsenation of a securityrelevanteventby ary
components translatednto aneventobject. Wherepolicy
decisionis required thiseventis postedo thepolicy engine
eventqueue lf, basednthepolicy instancetheenginede-
terminesthat further processings warranted the eventis
postedto the appropriatdayeror application.

For example, consideran applicationwishing to broad-
castamessagéo thegroup. Theapplicationinitially makes
the SendMessage() API call (seeSection3.1) with the
datato besent.Themechanisntayertranslateshiscall into
a SEND event, which is postedto the policy engineevent
gueue.The policy enginechecksthe policy instancejocal
credentialsand operationalconditionsto determineif the
applicationhastheright to sendcontentto the groupt.

If permitted the SEND eventis postedo themechanisms
layer The mechanismdayer allows eachmechanisnto
processheevent. In processingheevent,theDataSecurity
mechanismwill perform a transformdesignedto provide
the provisioneddatasecurityguaranteege.g.,confidential-
ity). Theresultis broadcasto the groupvia the transport
layer,

Uponreceptionof the messageptherparticipantsrans-
late the receved messagénto a RECV eventandpostit to
their local policy engine. Theright of the senderto trans-
mit datawill be assessedith respecto the accessontrol
policy definedin theinstancelf admitted thereversetrans-
form is performedby the Data Securitymechanisnon the
receved data. Oncethe original contentis recovered,it is
deliveredto theapplication.

Notethattheprocessingf asingleeventmaytriggerthe

1Consultingauthorizationand accesscontrol policy on eachrelevant
actionmay seriouslyaffect performance.Antigone mitigatesthesecosts
by evaluatingnot only actionacceptancer denial,but alsothe conditions
underwhich theresultshouldcontinueto be consideredalid (i.e., invari-
antresult,timedvalidity result,transientresult). Therefore authorization
andaccessontrol policiesneedonly be consultedvhena valid previous
resultis unavailable.



enforcemenbf mary policies. For example,a NEW PAR-
TI Cl PANT event(representing nenly admittedmember)
may requirethe initiation of sessiorrekeying, the creation
of new processnonitoringtimers(for failure detectionand
recovery [20]), etc. The enforcemenbf eachof thesepoli-
ciesmayleadto the generatiorof otherevents(e.g.,I NI T
REKEY), authorizatiorandaccessontroldecisionsand/or
sessionraffic.

A centralgoal of Ismeneg(andAntigone)is the easyinte-
grationof additionalservicesandconditionals.To thisend,
Antigone provides simple APlIs for the creationof condi-
tionals, mechanismsand configurations. Developerscre-
ate new mechanismdy constructingobjectsconforming
to the AMechani smAPI. Developerstateduniqueiden-
tifiers (definingthe mechanisnandits configurations)can
beaddedo IDPL policies,andaresubsequentlysedasary
othermechanism.

Application or mechanismspecific conditionalscan be
implementedhroughthe APol i cyl npl enent or inter-
face.APol i cyl npl ement or objectsdefineoneor more
conditionalsto be usedby Ismene. The unique identi-
fiersassociatedvith theseconditionalscanbeimmediately
addedto IDPL policies. Ismeneperformsan upcall to
the implementorobject upon encounteringa definedcon-
ditional. The objectis requiredto evaluatethe conditional
andreturnits result.

2.6 Policy Creation

Centralto the securityof arny applicationis the definition
of applicationpolicies. Eachapplication,ervironment,and
hostcanhave uniquerequirementsandabilitieswhich must
bereflectedin thelocal andgrouppolicies. Theapcc tool
is usedto asses#ntigonepolicieswith respecto thesere-
quirements.

apcc is a policy compiler;groupandlocal policiesare
assessetb ensurea) the policy hasthe correctsyntax(i.e.,
conformsthe to the policy languagegrammar),andb) is
consistentvith a setof usersuppliedassertiongwhich de-
fine the correctusageprinciples discussedn Section?2).
Any policy specificatiomotconformingto thepolicy gram-
maris rejectecby apcc.

Policy assertionglefinethe correctusageof the underly-
ing securitymechanismsgependencieandincompatibili-
tiesbetweerdifferentmechanismareidentified. For exam-
ple,thefollowing assertiondentifiesadependengbetween
securitymechanisms;

assert: config(l khkeymgt ())
confi g(menbershi p(l eave=explicit));

This assertiorstatesthat all systemamplementinga Log-
ical Key Hierarchy[30, 32] mustalsoimplementexplicit
(member)leaves. The analysisalgorithmimplementedby

apcc determinesf arny possibleinstanceresulting from
reconciliationviolatesthis assertion(i.e., the instancede-
finesan LKH mechanismbut not enforcean explicit leave
policy). Theuseris warnedof any suchpossibleviolation.
In addition, policieswhich areirreconcilable(i.e., policies
which, dueto their constructionwill alwayscausetherec-
onciliationalgorithmto fail) areidentified.

Oncepolicies have beencreated,they canbe storedin
ary availablerepository For example,an LDAP [34] ser
vice canbe usedto storeandretrieve groupandlocal poli-
cies. Thisapproachs usefulwherethelocal domainwishes
to enforcea setof securitypoliciesfor all applicationsor
whereusersdo not have the desireor sophisticatiorto state
policy. Notethatwhile the storageandretrieval of policies
is outsidethe scopeof Antigone, eachpolicy is evaluated
by Antigonefor freshnessintegrity, andauthenticityprior
toits use.

3 Applications Programming
Interface

The Antigone API abstractggroup operationsanto a small
set of messagerientedinterfaces. Conceptually an ap-
plication needonly provide group addressingnformation
andsecuritypoliciesappropriatdor theapplication(seebe-
low). Oncethe groupinterfaceis createdthe application
cantransmitandreceivve messageasneeded.

The currentimplementatiorof Antigone consistsof ap-
proximately30,000lines of C++ sourceandhasbeenused
asthe basisfor several non-trivial group applications(see
next section). All sourcecodeand documentatiorfor the
AntigonePolicy Descriptionlanguagethe Antigoneframe-
work, andapplicationsarefreely available. Thesix libraries
comprisingAntigonearedescribedn Figure4.

The Antigone AP| separategroup operationfrom the
broadcastmedium. This separationis reflectedin the
AGroup(AntigoneGroup) andATranspor{AntigoneTrans-
port) APIs. Thefollowing subsectiongive anoverview of
thedesignjmplementationandinterfacef thesdibraries.
Interestedeadersarereferredto [19] for furtherdetail.

Figure5 presentsa simpleexampleapplicationusingthe
AntigoneAPIs. Theapplicationcreatesa groupobjectfor a
sener if invokedwith no parameterspr a clientif invoked
with the nameof the sener host. Eachprocesssendsone
messagandrecevesall applicationdataarriving within 60
secondsAll line numbergitedin thefollowing subsections
referto this example.

3.1 Antigone Group API

The AGroupobjectsenesasa conduitfor all communica-
tion betweenan applicationandthe group. After this ob-



Directory | Name Description
atk Toolkit basicsetof objectsimplementingbasicdataandstructureqe.g.,queuestimers,
strings,. . .) andcryptographidunctions(e.g.,keys, hashfunctions,digital cer
tificates,. . .) usedby the otherlibraries.
atrans Transport_ayer interfacesfor an abstractbroadcasthannelin varying network environments.
This embodieghe entiretyof thetransportibrary describedn Subsectior8.2.
ame Mechanismi_ayer abstracinterfacesandclassesiponwhich specificsecurggroupmechanismsare
built, coordinateshe operatiorof mechanismasdirectedby thepolicy instance.
meds Mechanisms collectionof mechanismslefiningthe servicesunderwhich agroupcanbe con-
structed.Policiesareenforcedusingthesebasicservices.
apdl Policy Description providesinterfacesfor thedefinitionandevaluationof policies. The lexical ana-
Language lyzerandall policy algorithmsareimplementedn thislibrary.
agrp Group- Main API Antigone ApplicationsProgrammingnterfacefor securegroups. Applications

communicatevith Antigonethroughthis API directly.

#i ncl ude <stdlib. h>

Figure4: AntigoneComponent.ibraries

1

2 #include <AG oup. h>

3 int main (int argc, char **argv) { // usage: sinple [ host_name_of _server ]
4 if (getenv ("NAME') == NULL) setenv ("NAME', "unknown", 1); // set up id
5

6 AG oup *group; // group object, policy files

7 String locPol = "local.apd", grpPol = "exanple.apd", polList ="";

8

9 /1 Setup the transport |ayer address - nulticast address and port

10 | PAddress *grouplp = | PAddress: : | PAddressFactory("224.1.1. 27", 9000);

1 /'l specify server and port (argv[1l] is the host nane of the server)

12 | PAddress *serverlp =

13 | PAddr ess: : | PAddr essFact ory(argc==1?"224.1.1.27":argv[1], 9001);

14 /1 Construct transport |ayer

15 ATransport *transport =

16 new ATransport (grouplp, serverlp->Port(), ATransport::AT_SYMVETRI O);

17

18 if (argc == 1) // server constructor for group - 5 paraneters

19 group = new AG oup(transport, grpPol, locPol, polList, NULL);

20 el se /1 client constructor for group - only 3 paranmeters

21

23

group = new AG oup(transport, |ocPol, NULL);
2 (voi d) gr oup- >Connect () ;

2 /1 Set up a buffer and send it
25 String nsg;
26 nsg.sprintf ("Hello World from %\ n", getenv("NAME"));

27 Buf fer *buf = new Buffer();

28 (*buf) << nsg;

29 gr oup- >sendMessage( buf) ;

30

a AtkTirmer timer(60 * 1000); timer.reset(): /1 wait for up to 60 seconds
32 whi l e (group->readMessage(&bouf, &iner)) { // read nessages from group

33 (*buf) >> nsg; /1 extract message from buffer
34 cout << " Received: " << (char*)nsg; /1 print message

3 del ete buf;

36 }

a7 group->Quit();

38 exit (0);

s}

/1 Leave, shutdown interface to the group

Figure5: ExampleApplication




% File : exanple.apd

% Description : Exanple Antigone G oup Policy
% Attributes Section

issr:= < i@BVAW ... >;

% Provi si oni ng Section

provi si on: aut henti cati on, nenbership,
keymgnt, datngnt;

aut henti cati on: config(QpenSSL());

menber shi p: confi g(amenber (retry=3));
keymgnt: :: config(l khkey(sens=nensens));
datngnt: :: config(adhdl r(guar=conf, conf=desx)),

confi g(adhdl r (guar=intg,intg=nd5));

% Aut hori zati on/ Access Control Policies

init: Credential (&cert,iss=$issr,

subj . CN=$j oi ner) :: accept;
join: Credential (&ert,iss=%$i ssr, f s=%f sys,

subj . CN=$j oi ner) :: accept;
rekey: Credential (&ey, key=$l khKey) :: accept;
send: Credenti al (&ey, key=$sessKey) :: accept;
eject: Credential (&ey, key=$sessKey) :: accept;
| eave: accept;

% Policy Verification
signature := < sdDsaR ... >;

Figure6: ExampleGroupPolicy

jectis createdseebelaw), all transmissionandreceptions,
state changes,and statusprobing are performedthrough
AGroupmembemethods.Thethreephase®f agroupob-

jectinclude:initialization, operationandshutdavn.

Theinitialization of an AGroupobjectrequireshe mem-
ber specify the appropriatepoliciesand supply a transport
object(lines21and23in Figure5). The sener constructor
(line 21) suppliesgroupandlocal policieswhich arerecon-
ciled to arrive at the sessiordefining policy instance. Al-
thoughnot usedin the example,the pol Li st parameter
identifiesthe list of local policiesto be consideredy the
reconciliationalgorithm. The client constructor(line 23)
suppliesits local policy anddefersto the sener for the in-
stance.The Connect call (line 24) initializes the proper
interfacesjoinsthegroup,andretrievesor derives(through
the reconciliationalgorithm) the policy instance. Failures
(eitherat the transportor grouplayers)generatean excep-
tion.

Subsequensending, receving, and processingof the
messageduringoperationis achievedthroughanAP| sim-
ilar to Berkeley Soclets[29] (e.g.,sendMessage - line
31,readMessage - line 34). sendMessage sendsand
eventuallydeletesbuffers.r eadMessage createsabuffer
object for eachincoming message. The Buf f er object
simplifies the tasksof memorymanagemenand message
marshaling. Buf f er objectshandletranslationsetween
machinebit formats, automaticallyresizeas needed,and
maintainaninternalheapof messagstructures.Theseob-

% File : local.apd
% Description : Exanple Antigone Local Policy
issr:= < i@BVAwW ... >;

% Requi rement s
provi si on:

aut hentication:
data_security:

aut hentication, data_security;
;. config(OpenSSL());
:: config(adhdl r(guar=conf));

% No | ocal policy regarding access control
join: accept; rekey: accept;
send: accept; |eave: accept;

Figure7: ExampleLocal Policy

jectsallow Antigoneto reducethe costand simplify mes-
sagememorymanagementranslatebetweerhardwareand
operatingsystemplatforms,andoptimizemessag@rocess-
ing (e.g.,reducebuffer copying).

Theinterfaceto thegroupis shutdavn throughthe Qui t
API call. Thiscall exits from thegroup(explicitly sendinga
leave messagasdictatedby policy), destrys sensitve in-
formation(e.g.,keys, messagespndcleansup all internal
data.

An example policy appropriatefor the abose applica-
tion is presentedn Figure 6. This policy statesa ba-
sic setof mechanismareto be configuredfor the group;
an OpenSSL mechanisnfor authenticationthe Antigone
i menber membershipmanagemenmechanism,a Log-
ical Key Hierarchykey distribution mechanism,and the
adhdl r datahandlermechanism.The key management
mechanismis configuredto rekey after eachmembership
change(e.g., memberjoin or leave). The data handler
mechanisnis configuredto provide confidentialityby en-
crypting all applicationtraffic usingDESX, andto provide
integrity throughkeyed HMACs generatedisingthe MD5
hashalgorithm.Theauthorizatiorandaccesgontrolmodel
for the group statesthat an appropriatecertificatemustbe
presentedo gain accesgo the group,andthat subsequent
actionis predicatedn proof of knowledgeof the appropri-
atesessioror key managemerieys.

An examplelocal policy is presentedh Figure?. Thislo-
cal policy stateghatthelocal entity will only participatein
groupsthatenforceapolicy requiringOpenSSlauthentica-
tion andwhich provide confidentialityof applicationtraffic.
Thelocal policy statesnorequirementsor groupauthoriza-
tion (i.e., the local memberacceptsary authorizationand
accesgontrolmodeldefinedby the grouppolicy).

3.2 Antigone BroadcastTransport Layer

Multicast serviceshave yet to becomeglobally available.
As such, dependenc®n multicastwould likely limit the
usefulnesf Antigone. Throughthe broadcastransport



layer, Antigoneimplementsa singlegroupcommunication
abstractiorsupportingernvironmentswith varying network

resources. Applicationsidentify at run time the level of

multicast supportedby the network infrastructure. This

specificationcalleda broadcasttransportmode is subse-
quentlyusedto directthe delivery of groupmessagesThe

broadcastransportayerimplementghreetransporimodes:
symmetriomulticast point-to-point andasymmetrianulti-

cast

The symmetricmulticastmodeusesmulticastto deliver
all messagesApplicationsusing this modeassumecom-
plete, bi-directionalmulticastconnectvity betweengroup
members.In effect, thereis no logical differencebetween
this modeanddirectmulticast.

The point-to-pointtransportmode emulatesa multicast
group using point-to-pointcommunication. All messages
intendedfor the groupareunicastto the sessiorleaderand
relayedto groupmemberssia UDP/IP. As eachmessagés
transmittedby thesessioeadeito membersndependently
bandwidth costsincreaselinearly with group size. This
approachrepresents simplified Overlay Network, where
broadcasthannelsare emulatedover point to point com-
munication. We note that a numberof techniquescan be
usedto vastlyreducethe costsourimplementatio17]. We
plan to investigatetheseand other approachesn the near
future.

In [1], we describeour experiencesvith the deployment
of the Secue DistributedVirtual Confeencing(SDVC) ap-
plication. This video-conferencingpplicationis basedon
anearlyversionof Antigone. The deployed systemwasto
securelytransmitvideo and audio of the Septemberl998
Internet2 Member Meeting using a symmetric multicast
service. The recevers (group members)were distributed
at severalinstitutionsacrosghe United States While some
of thereceverswereableto gainaccesso thevideostream,
otherswerenot. It wasdeterminedhatthe network could
delivermulticastpaclketstowardstherecevers(groupmem-
bers),but multicasttraffic in the reversedirectionwasnot
consistenthyavailable(towardsthesessioneader). Thelack
of bi-directionalconnectvity was attributedto limitations
of thereverserouting of multicastpaclkets. We presensig-
nificanttechnicaldetail of thisissuein [1].

The limited availability of bi-directional multicast on
the Internetcoupledwith the costsof point-to-pointmul-
ticastemulationleadusto introduceasymmetrianulticast
This modeallows for messagesmanatingrom the session
leaderto be multicast,andall othermessagéo be relayed
throughthe sessionleadervia unicast. Membersunicast
eachgroup messagalirectly to the sessiorleader andthe
sessiorleaderetransmitshemessagéo thegroupvia mul-
ticast. Thus, we reducethe costsassociateavith point-to-
pointgroupemulationto a unicastfollowed by a multicast.
The increasingpopularity of single sourcemulticastmale
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thisalikely candidatédor futureuse.

The transportAPI requiresthe application supply the
multicastor unicastaddressingnformationappropriateor
theervironmentandtransporimode.|P addressearespec-
ified through the creationof encapsulating PAddr ess
objects(lines 11, 15). Theseobjectsand the enumerated
transportmode are passedo the constructor(line 18) of
thetransporiobjectconstructorwhich is ultimately passed
to the AGroup object uponits construction(lines 21 and
23). Thetransportobjectis not directly accesseafter be-
ing passedo the AGroup object; all communicationwith
thegroupis performedhroughthe AGroupobject.

4 Applications

This sectionbriefly describeghe use of Antigonein two
applications:a reliable broadcastayer andan securemul-
ticastlayerusedto augmentexisting groupapplications. A
numberof other applications(suchas a streamingmedia
andfilesystemmirroring service)have beendevelopedus-
ing Antigone. For brevity, we omit their discussion.

4.1 Reliable Transport Layer

The ReliableTransportLayer (RTL) providesFIFO deliv-
ery of applicationtraffic deliveredby an Antigone group.
Depictedin Figure8, RTL usesa combinationof Forward
Error Correction(FEC) andthe approachusedin the Scal-
ableReliableMulticast (SRM) protocol [10] to detectand
recoverfromlostpaclkets.A mechanisnimplementingeach
approachs layeredbetweerthe applicationandAntigone.

The FEC mechanisrusesa modified versionof the ap-
proachdescribedn [27]. In ourimplementationFEC pro-
ducesanadditionalg redundanpacletsfor eachp original
paclets.All p+ ¢ pacletsaretransmittedo thegroup.Be-
causeof the propertiesof paclet constructionall original
paclets can be recoveredfrom ary p packets. However,
a recever encounteringg or more lossescannotrecover.
Whereenabled thesefailuresare repairedusingthe SRM
mechanism.



The SRM mechanismmplementsthe generalapproach
implementeddy ScalableReliableMulticast protocol. Re-
ceiversdetectinga lost paclet broadcast retransmission
requestto the group. Senderimplosionis avoided by ran-
domly delayingthe retranmissiorrequest. To simplify, all
receverssuppressequestsorrespondingo previously re-
questedpaclets. If no suchrequesis obsenedprior to the
expiration of a randominterval, the requestis broadcast.
This approactcaneffectively provide full reliable datade-
livery. However, the FEC mechanisntanbe usedto reduce
thenumberof retransmissiomequests.

Basedon policy, an applicationcan selecteither FEC,
SRM, or both. Furthermore,policy can be usedto pa-
rameterizetheir operationbasedon administratve consid-
erationsand operatingconditions. For example,the FEC
mechanismmay wish to increaseredundang (e.g., larger
valuesfor ¢) whereobsened lossratesare high, and de-
creaseedundanyg whereratesarelow. Notethe RTM pol-
icy can be specifieddirectly in the Antigone group pol-
icy. RTM probesAntigone for the appropriateconfigura-
tion duringits initialization, andappealdo the application
for directionwherea configurationis not specified.

4.2 End-Host Security

The proliferation of group multicast applications (e.g.,
VIC [23]) hasraisedawarenessf theneedfor securemulti-

castservices.However, re-architectingapplicationgo take

adwantageof security servicesis often difficult. Thus, it

is highly desirableto usethe end-hos{transport)evel ser

vicesfor security Towardsthis end,we have developedthe
Socket _s library. Socket _s redirectsmulticasttraffic

to a userspaceanstantiationof Antigone. Existingapplica-
tions canintegratewith Antigone with only minor source
codemadificationthroughthis library.

lllustratedin Figure9, the Socket _s library actsasa
“bumpin stack” by inserting Antigone betweenthe appli-
cationandthe standarchetwork interfaces.Eachsoclet re-
latedcall in theapplicationis replacedwith theappropriate
Socket _s call. For example,eachbi nd call is replaced
with bi nd_s. The"_s” callsdirect multicastrelatedtraffic
towardsAntigone,andnon-multicastraffic to the standard
library.

Local policiesare managedat the hostlevel; configura-
tion and policy files are placedin a well-known directory,
andareaccessedy Socket _s asneeded.Eachdomain
has a known sessionleaderwho initiates and maintains
groupsfor eachactive sessioroccurringwithin its adminis-
trative scope.Theidentity andlocationthe sessiorleaderis
configuredat eachhost.

Usersinitiate communicationwith an Antigone group
through the socket s and set sockopt s (IGMP
join [8]) calls. A backgroundthreadcreatedduring the
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Figure9: TheSocletsLibrary actsasa“bumpin thestack”
by redirectingall multicasttraffic towardsthe Antigonein-
terfaces.

socket _s call receves and sendsall Antigone specific
communication(AuthorizationrequestsRekey messages,
etc..). The threadestablishes local connectionwith the
parent application. Data receved from the (Antigone)
groupis directedto the applicationthroughthe local con-
nection.Theparentprocessecevesthis datafrom thelocal
connectioraswith ary normalsoclet.

Thekey interfacesto Socket _s include:

e sokets : createsa “socket” endpoint for com-
munication. If the desired soclet is of the type
SOCKDGRAM (UDP), it initializes an Antigone
group objectandreturnsa “socket” filehandle. Note
that(un-securedlinicastsocletscanbecreatedy ac-
cessinghel i bc socket call.

e bind.s: createsandinitializes an Antigone Transport
object(seeSection3.2) usingthesuppliedaddresand
portnumber

e setsokopts : setsoclet parameters.The following
two soclet optionsarecurrentlysupported:

— | P.MULTI CAST_LOOCP - enables/disablel®cal
hostmulticastloopback

— | PLADD.VEMBERSHI P - joins the Antigone
groupasdescribedabove

e sendtas: senda messagéo the multicastgroup. The
hostnetwork addresandmessagelatais transmitted
using Antigone sendMessage interface (see Sec-
tion 3.1).



e recvfloms: receve datafrom multicastgroup. The
local connectiorassociatedvith the socletis checled
for data. If datais available,it is retrievedandcopied
to the (application)local buffer.

Antigonedoesnot currently supportpoint to point com-
munication.Thus,all communicatiordirectedtowardsuni-
castaddressess redirectedto the standardl i bc soclet
calls. Whereneededpthertransportayersecurityservices
(suchaslIPSec[18]) canbeusedto secureunicastcommu-
nication. However, this hasthe disadwantageof decoupling
all unicastraffic from the (Antigone)policiesgoverningthe
application. An alternatve is to useAntigoneto createan
additionalgroup (containingonly two members)or each
peersession.However, thesetwo party groupswould pay
the unnecessarygost of group management.Thesecosts
canbemitigatedby provisioningthe Antigonemechanisms
with policies optimizedfor two membergroups. We are
currentlyinvestigatingheseandotherapproaches.

5 RelatedWork

Several recentgroup communicationsystems,including

DCCM [9], GSAKMP [14], and Antigone 1.0 [21], sup-
port the notion of securitypolicies definingdetailedsecu-
rity serviceprovisioning. In all thesesystemsgenerally
the rangeof group securitypolicy is static In thatsense,
the policy instancegeneratedrom Antigone can be con-

sideredasthe policy input to thesegroup communication
systems Antigone 2.0 extendsthesesystemdy statingthe
conditionsunderwhich certainpoliciesshouldbe enforced.
In addition,Antigone2.0 expressegpoliciesthatinvolve as-
pectsof both provisioning and accessontrol (supportfor

thelatteris limited in theabove systems).

The problemof reconcilingmultiple policiesin anauto-
matedmanneis only beginningto beaddressedn thetwo-
partycasetheemeging SecurityPolicy System(SPS)[35]
definesaframawork for the specificatiorandreconciliation
of local securitypoliciesfor the IPSecprotocolsuite[18].
To handleasimilar situationin Antigone,two localpolicies
for thetwo endsof the IPSECconnectioncanbe specified.
Thesepolicieswill be resohed againsta group policy that
leavesthe choiceof mechanismspen.

In the multi-party case,DCCM system[9] provides a
negotiation protocol for provisioning. The first phaseof
the protocol involves the initiator sendinga policy pro-
posalto eachpotentialmemberandreceving counterpro-
posals. Subsequentlythe initiator declaresthe final pol-
icy that potential memberscan acceptor reject, but not
modify. Policy proposalsdefinean acceptableconfigura-
tion (which, for particularaspectf a policy, cancontain
wildcard“don’t care” configurations) An advantageof this
protocolis thatthe local policy neednot berevealedto the

initiator. Antigone,if desiredcanbe easilyadaptedo use
theDCCM’s negotiationprotocol. Antigoneis moreexpres-
sive becauset canbe usedto stateconditionsunderwhich
variousconfigurationsanbe usedandwhenconfigurations
needto be reconsideredh responseo actions. The autho-
rization and accesscontrol model is also more generalin
Antigone.

Language-baseabproachefor specifyingauthorization
andaccesgontrolhave long beenstudied[4, 7, 33,5, 2§],
but they generallylack supportfor provisioning. Because
of the vast earlier work in this areaand to simplify the
languagedesign, Antigone doesnot attemptto be as ex-
pressve for statingcomplex accesontrol rules. Instead,
Antigoneis designedto leveragethe expressive power of
otheraccessontrol systemsvia externalauthorizatiorser
vices.

The PolicyMaker [4] and KeyNote [5] systemsprovide
a powerful and easyto use framework for the evaluation
of credentials.Generally supportfor provisioningandre-
solving multiple policiesis not the focusof thesesystems.
When desired,thesesystemscan be invoked in Antigone
conditionalsto leveragetheir expressve power andextend
their useto groupcommunicatiorsystems.

In [16], KeyNote hasbeenusedto definea distributed
firewall application.Thetechniques to useconditionalau-
thorizations whereconditionsinvolve checkingport num-
bers protocols etc. However, it still remaingroblematido
constructa configuration basedon multiple local policies,
or for determiningthe correctnes®f a configuration. The
provisioningclausesaindlegal usageassertionsf Antigone
canhelpaddressheseproblems.

6 Conclusions

In this paperwe have given an overview of the Antigone
2.0 architectureand API. Antigone providesflexible inter-
facedor thedefinitionandimplementatiorof securitypoli-
ciesthroughthe compositionand configurationof security
mechanismsThe setof servicesand protocolsusedto im-
plementthe groupis developedfrom a systematianalysis
of thepropertiesappropriatdor a givensessiorin conjunc-
tion with operationalconditions and participantrequire-
ments.Theresultingsessiordefiningpolicy instances dis-
tributedto all groupparticipantsandenforceduniformly at
eachhost.

The Antigone Application Programmeinterface (API)
allows the simple integration of group basedapplications
with a flexible policy infrastructure. Developersare free
to usethe available policies and mechanismsif they are
satishctoryfor its purposepr build its own usingthe high-
level mechanisnAPI.

We have demonstratedhe useof the API with two ex-



ampleapplicationsThereliablegroupcommunicatiorsys-
temprovidesanadditionallayeruponwhichreliablegroups
canbe built. The hostlevel multicastsecurityapplication
demonstratefiow existing applicationsmay be integrated
with Antigonewith only minor modifications.
Sourcecodefor the Antigone2.0systemandapplications
arecurrentlyavailablein analpharelease Updatesandbug
fixesfor the Antigonesource documentationandapplica-
tions will be madeavailable frequently We maintainan
openforum to which questionsbugs,andenhancemente-
guestxanbeposted Links to theseresourcesindAntigone
relatedpublicationsareavailableat

http://anti gone. eecs. um ch. edu/
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