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Abstract
Groupcommunicationis increasinglyusedasa low cost

building block for thedevelopmentof highly availableand
survivableservicesin dynamic environments. However,
contemporary frameworks often provide limited facilities
for the definitionandenforcementof precisesecuritypoli-
cies. This paperpresentsthe Antigone2.0 framework that
allows the flexible specificationand enforcementof group
securitypolicies.Enforcementis achievedthroughthepol-
icy directedcompositionand configuration of setsof ba-
sic securityservicesimplementingthe group. We summa-
rize the designof the Antigone2.0 architecture, its use,
andtheApplicationProgrammingInterface(API). Theuse
of the API is illustrated throughtwo applicationsbuilt on
Antigone; a reliable multicastsystemand host level mul-
ticast securityservice. We concludewith a descriptionof
currentstatusandplansfor futurework.

1 Intr oduction

Groupcommunicationis increasinglyusedasan efficient
building block for distributedsystems.However, the cost
andcomplexity of providing propertiessuchasreliability,
survivability, and securitywithin a group is significantly
higher than in peercommunication. Thesecostsare due
to theadditionalnumberof failuremodes,heterogeneityof
thegroupmembers,andtheincreasedvulnerabilityto com-
promise.Becauseof thesefactors,it is importantto identify
preciselythepropertiesappropriatefor a particularsession.

Thepropertiesrequiredby a sessionaredefinedthrough
a group policy. Policy may be statedeither explicitly
�
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throughapolicy specificationor implicitly by animplemen-
tation. Contemporarygroupcommunicationplatformsop-
eratefrom anlargely fixedsetof policies.Theseimplicitly
definedpolicies representthe threatand trust modelsap-
propriatefor a setof targetenvironments.However, anap-
plication andsessionwhosesecurityrequirementsarenot
directly addressedby theframework mustimplementaddi-
tional infrastructureor modify their securitymodel. Thus,
theseapplicationswouldbenefitfrom frameworksallowing
theexplicit definition,distribution,andsubsequentenforce-
mentof securitypoliciesappropritatefor theruntimeenvi-
ronment.

In this paper we describethe design and use of the
Antigone 2.0 system. Antigone provides flexible inter-
facesfor thedefinitionandimplementationof securitypoli-
ciesthroughthecompositionandconfigurationof security
mechanisms.Thesetof servicesandprotocolsusedto im-
plementthegroupis developedfrom a systematicanalysis
of thepropertiesappropriatefor agivensessionin conjunc-
tion with operationalconditionsand participant require-
ments.Theresultingsessiondefiningpolicy is distributedto
all groupparticipantsandenforceduniformly at eachhost.

In Antigone,we definea grouppolicy as the specifica-
tion of all securityrelevantpropertiesof thesession.Thus,
a grouppolicy stateshow securitydirectsbehavior, theen-
tities allowed to participate,and the mechanismsusedto
achieve securityobjectives. This view of policy affords a
greaterdegreeof coordinationthanfoundin extantsystems;
statementsof authorizationandaccesscontrol,key manage-
ment,datasecurity, andotheraspectsof the grouparede-
finedwithin asingleunifying policy.

Policy hasbeenusedin differentcontextsasavehiclefor
representingauthorizationandaccesscontrol[4, 7, 33, 28],
peersessionsecurity[35], qualityof serviceguarantees[6],
andnetwork configuration[31]. Theseapproachesdefine
a policy languageor schemaappropriatefor their target
problemdomain.Antigoneexpandson this work by defin-
ing an approachin which policy is usedto provision and
regulatethe servicessupportingcommunication.Further-
more,groupparticipantscandeterminethe complianceof
thegroupdefinitionwith local requirements.



Recentsystemshave adopteda moreflexible definition
of securitypolicy. For example,the SecurityPolicy Sys-
tem [35] provides interfacesfor the flexible definition of
securitypolicies for IPSec[18] connections.Thesepoli-
ciesspecifypreciselythe kinds of securitymechanismsto
appliedto peersession.Similarly, theGSAKMP [14] pro-
tocoldefinesapolicy tokendefiningthespecificsof agroup
session. The policy token is an exhaustive datastructure
(containingover150fields)statingpreciselythekindsof se-
curity for agivengroupsession.Grouppropertiesof autho-
rization,accesscontrol,datasecurity, andkey management
are definedpreciselythroughthe token. However, while
thesesystemsprovide a greatdealof flexibility in defining
policy, the rangeof supportedmechanismsandpolicies is
largely fixed. Thus,addressingunforeseenor exceptional
securitydemandsrequiresadditionalapplicationinfrastruc-
ture.

TheDCCM [9] systemdevelopedby Branstadet.al. al-
lows the definition of flexible policies through Crypto-
graphicContext NegotiationTemplates(CCNT).Eachtem-
platedefinesthetypesandsemanticsof theavailablemech-
anismsandparametersof a system.A principal aspectof
the DCCM project is its useof policy asentirely defining
thecontext in whichagroupoperates.Policy maybenego-
tiatedor statedby aninitiating member, andflexible mech-
anismsfor policy representationandinterpretationarede-
fined. A DCCM policy focuseson themechanismsimple-
mentinggroupsecurityservices;authorizationandaccess
control is definedindependentlyof the derived grouppol-
icy.

Mechanismcompositionhaslong beenusedasa build-
ing block for distributed systems[25, 26, 2, 3, 11, 24].
Composition-basedframeworksspecifythecompileor run-
time organizationof setsof protocolsandservicesusedto
implementa communicationservice. The resultingsoft-
ware addressesthe requirementsof eachsession. How-
ever, the definition and synchronizationof specifications
is largely relegatedto systemadministratorsanddevelop-
ers. Our approachseeksto extendcompositionalsystems
by defininganarchitectureandlanguagein which security
requirementsareconsistentlymappedinto asystemconfig-
uration.

The remainderof this paperis as follows. The follow-
ing sectiongives a brief overview of the Antigone group
model,policy specificationlanguage,andarchitecture.Sec-
tion 3 describesthe AntigoneApplicationsProgramming
Interface(API). Section4 demonstratestheuseof theAPI
in two demonstrative applications. Section5 considersa
numberof worksrelatingto themanagementof grouppoli-
cies.We concludein Section6.

2 Ar chitecture

This sectionpresentsa brief overview of the Antigone2.0
system. The following subsectiondescribesthe Antigone
systemmodel. The remainingsubsectionsdescribethe
Antigone architectureand policy specificationlanguage.
This sectionis not intendedto provide an exhaustive tuto-
rial onAntigone,but only to introduceits modelanddesign.
SignificantdetailabouttheAntigone2.0systemandits pre-
decessorscanbefoundin [21, 20, 19].

2.1 Systemmodel

Depictedin Figure 1, an Antigone group is modeledas
the collection of participantscollaboratingtowardsa set
of sharedgoals. We assumethe existenceof a policy is-
suerwith the authority to statesessionrequirements.The
issuerstatestheconditionalrequirementsof futuresessions
throughthegrouppolicy. Adherenceof a grouppolicy to a
setof correctnessprinciples(describinglegal securitypoli-
cies) is assessedthroughthe analysisalgorithm. A group
policy is issuedonly if the analysisalgorithm determines
thatthepolicy conformsto theseprinciples.

Eachparticipantstatesits setof local requirementsonfu-
turesessionthrougha local policy. Eachparticipanttrusts
the issuerto createa grouppolicy consistentwith session
objectives. However, a participantcanverify a policy in-
stancemeetsthe requirementsstatedin their local policy
throughthecompliancealgorithm.Failureof thegrouppol-
icy to complyto thelocal policy canresultin themodifica-
tion of the local policy or the abstentionof the participant
from thesession.

An initiator is an entity that generatesa policy instance
from groupandlocal policies. Theserviceusedto acquire
local policiesprior to reconciliationis outsidethescopeof
thecurrentwork. Weview thisserviceaspartof thesession
announcementprotocol [12], but may revisit this decision
in thefuture. An instanceis theresultof the reconciliation
of the group and local policies within the run-time envi-
ronment.Throughreconciliation,aninstanceidentifiesrel-
evant sessionrequirements,anddefineshow requirements
aremappedinto a configuration.The initiator is trustedto
evaluatethegroupandlocalpoliciescorrectly.

Currently, Antigonedoesnot provide an interactive pol-
icy negotiationprotocol.However, eachparticipantdefines
therangeof acceptablepoliciesthroughthier localpolicies.
Reconciliationattemptsto find a instancethat is compliant
with eachlocal policy (seeSection2.4). Hence,Antigone
providesimplicit negotiationthroughtheevaluationof local
policies. We intendto investigatethe extentionof the rec-
onciliationprocessto aninteractiveprotocolin thefuture.

A policy instancedefinesthesessionconfiguration(pro-
visioning) and the rulesusedfor authorizationandaccess
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Figure1: SystemModel - A sessionis a collectionof par-
ticipantscollaboratingtowardssomesetof sharedgoals.A
policy issuerstatesa grouppolicy asa setof requirements
appropriatefor future sessions.The group and expected
participantlocal policiesarereconciledto arriveat a policy
instancestatingaconcretesetof requirementsandconfigu-
rations.Prior to joining thegroup,eachparticipantchecks
complianceof theinstancewith its local policy.

control.Provisioningof agroupidentifiesthebasicsecurity
requirementsandthemappingof thoserequirementsinto a
configurationof security-relatedservicesor mechanismsat
membersites.Authorizationandaccesscontrolstatements
definehow sessionsregulateactionwithin thegroup.

Participantsoftware is modeledas collectionsof secu-
rity mechanisms. Eachmechanismprovidesadistinctcom-
municationservicethat is configuredto addresssessionre-
quirements.Associatedwith amechanismis asetof config-
urationparametersusedto directits operation.An instance
definespreciselythe setof mechanismsandconfiguration
usedto implementthe session.For example,a data secu-
rity mechanismimplementstransformsthatenforcecontent
security policies (e.g., messageconfidentiality, integrity,
sourceauthentication).The datasecuritymechanismcon-
figurationidentifieswhichtransformsareusedto secureap-
plicationmessages(seeSection3.2).

Similar to other securegroup communicationframe-
works [13], the distribution of the policy instanceis a two
phaseprocess. Potentialgroup participantsmutually au-
thenticatethemselveswith theinitiator (how authentication
is performedis determinedby the instance).The instance
is distributed following authenticationonly if the initiator
determinesthat the participanthasthe right to view policy
(asdeterminedby the instanceaccesscontrolpolicy). The
memberjoinsthegroupif thereceivedinstanceis compliant
with its localpolicy.

Note that becausethe instancedefinesthe policy used
throughoutthelifetime of thegroup,no furtherpolicy syn-
chronizationis necessary. However, asdescribedin [19],
specializedreconfig events can trigger the policy re-

evaluation. In this case,the group is disbandedand re-
initializedunderanewly establishedinstance.

Antigoneprovidesend-to-endgroupsecurityservice.In
this, eachparticipantacts as a policy enforcementpoint
(PEP). Note that while many environmentsmay benefit
from the introductionof other non-participantPEPs(e.g.,
policy gateways, IPSectunnels,etc.), we view thesefea-
turesasorthogonalto thecurrentwork. However, we plan
to revisit this decisionasAntigonematuresandmoreenvi-
ronmentalrequirementsbecomeapparent.

2.2 Antigone Ar chitecture

Describedin Fig. 2, the Antigonearchitectureconsistsof
four components;the group interface layer, the mecha-
nism layer, the policy engine,and the broadcasttransport
layer. The group interface layer arbitratescommunica-
tion betweenthe applicationandlower layersof Antigone
througha simplemessageorientedAPI (a brief overview
of this API is givenin Section3.1). Grouprelevantactions
suchasjoin, send,receive, andleave areprovidedthrough
simple C++ objectmethods. Theseactionsare translated
into eventsdeliveredto theotherlayersof Antigone.Group
events(e.g.,messagereceived)arepolledby theapplication
throughtheAPI.

Themechanismlayerprovidesa setof mechanismsused
to implementsecuritypolicies. The mechanismsandcon-
figuration to be usedin a sessionare definedby the pol-
icy instance.While theAntigoneimplementationcurrently
providesa suite of mechanismsappropriatefor many en-
vironments,new mechanismscan be developedand inte-
gratedwith Antigone easily. Note that mechanismsneed
not only provide securityservices;otherrelevant functions
(e.g.,auditing, failure detectionandrecovery, replication)
can be implementedthroughAntigone mechanisms.For
example, the current implementationimplementsa novel
securecrashfailuredetectionmechanism[20].

The policy enginedirects the configurationand opera-
tion of mechanismsthroughtheevaluationof policies(i.e.,
reconciliationand compliancechecking). Initially, as di-
rectedby the policy instance,the policy engineprovisions
themechanismlayerby initializing andconfiguringtheap-
propriatesoftware mechanisms.Subsequently, the policy
enginegovernsprotectedaction throughthe evaluationof
authorizationandaccesscontrolpolicy.

The broadcasttransportlayer definesa single abstrac-
tion for unreliablegroupcommunication.Dueto a number
of economicandtechnologicalissues,multicastis not yet
globallyavailable.Thus,whereneeded,Antigoneemulates
amulticastchannelusingtheavailablenetwork resourcesin
thetransportlayer.
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Figure2: Antigoneconsistsof four components;thegroupinterfacelayer, themechanismlayer, thepolicy engine,andthe
broadcasttransportlayer. The groupinterfacelayer arbitratescommunicationbetweenthe applicationandlower layersof
Antigonethrougha simplemessageorientedAPI. Themechanismlayerprovidesa setsoftwareservicesusedto implement
securegroups.Thepolicy enginedirectstheconfigurationandoperationof mechanismsthroughtheevaluationof groupand
local policies.Thebroadcasttransportlayerprovidesa singlegroupcommunicationabstractionsupportingvaryingnetwork
environments.

2.3 Policy Language

Each group and local policy is explicitly statedthrough
a policy specification. The prototypeIsmenePolicy De-
scriptionLanguage(IPDL) definesthe format andseman-
tic of thesespecifications.Ismeneis a subsystemsdefining
a grammarandalgorithmsfor the processof policy deter-
miniationandanalysis[19].

An IPDL policy is definedthrougha totally orderedset
of clauses, wheretheorderingis implicitly definedby their
occurrencein the specification.Eachclauseis definedby
a tuple of tags, conditions, andconsequences. Conditions
testsomemeasurableaspectof theoperatingenvironment,
group membership,or presenceof credentials. Conse-
quencesdefinewhatpoliciesareto beappliedto thegroup.
Tagsprovidestructureto thespecificationby directlydefin-
ing therelationsbetweensub-policies.

Figure 3 presentsa subsetof clausesfrom a typical
group policy. The following example describeshow a
provisioning policy is derived from theseclauses. The
key management clausesidentify several key manage-
ment policies appropriatefor different operatingenviron-
ments. Initially, the initiator evaluatesthe conditionalsas-
sociatedwith the first key management clause. The
GroupIncludes conditionaltestswhethera manageris
expectedto participatein thegroup.TheGroupSmaller
conditionaltestswhetherthe expectedgroup will contain

lessthan100 members.Conditionalsform a logical con-
junction, whereall conditionalsmust evaluateto true for
the clauseto satisfied. If a clauseis satisfied,then the
consequencesare appliedto the policy. In this example,
if a manageris presentand the group will contain less
than 100 members,the LKHKeyMnger mechanismwill
be usedwith the identifiedconfiguration(i.e., rekeyOn-
Join=true andrekeyOnLeave=true).

In the event the first clauseis not satisfied,the second
clauseis consulted.This secondclauserepresentsa default
policy; becauseit doesnot containany conditions,it is al-
wayssatisfied.Thus,wherethefirst clauseis not satisfied,
the groupfalls backto a default Key-Encrypting-Key [15]
key managementpolicy. However, if thefirst clauseis sat-
isfied,thesecondclauseis ignored.

The data handling clauseillustratesthe useof the
pick consequence.Pick consequencesafford the initia-
tor flexibility in developingthe session.Semantically, the
pick statementindicatesthatexactlyoneconfigurationmust
be selected. In the example,pick is usedto stateflexi-
ble policy; eitherDES or AES canbe usedto implement
confidentiality, but not both or neither. The reconciliation
processassessesthe groupandlocal policiesto determine
the mostdesirableconfigurationin the pick statement(see
Section2.4below).

Authorizationandaccesscontrolareperformedafter the
group hasbeenprovisioned. Typically, the evaluationof



% Key Management Provisioning
key management: GroupIncludes(Manager), GroupSmaller(100)

:: Config( LKHKeyMnger(rekeyOnJoin=true,rekeyOnLeave=true) );
key management: :: Config( KEKKeyMnger(rekeytimer=300) );

% Data Handling Provisioning
data handling: :: Pick( Config(adhdlr(conf=des)), Config(adhdlr(conf=aes)) );

% Join Authorization and Access Control
join: Credential(Role=Manager,IssuedBy=$Trusted CA) :: accept;
join: Credential(Role=SoftwareDesigner,IssuedBy=$Trusted CA) :: accept;

Figure3: A subsetof clausesdefinefor anexampleIPDL grouppolicy.

authorizationrequeststestthepresenceof credentialsprov-
ing a membersright to perform someaction (e.g.,join
the group). The simple join rules definedin Figure 3
statethat any memberwho presentscredentialsissuedby
a trustedCA delegatingthe right to act asa Manager or
SoftwareDesigner will be permittedinto the group.
Note that throughthe useof conditionals,a large number
of complex authorizationandaccesscontrolmodelsmaybe
defined.

2.4 Reconciliation

Thegrouppolicy is reconciledwith thelocalpoliciesof the
expectedparticipantsto arrive at a concreteconfiguration.
Thus,reconciliationdetermineswhichrequirementsarerel-
evantto a session,andultimatelyhow thesessionis imple-
mented. Ismenegroup policiesare authoritative; all con-
figurationsandpick statementsusedto definethe instance
mustbeexplicitly statedin thegrouppolicy. Localpolicies
areconsultedonly whereflexibility is expresslygrantedby
theissuerthroughpick statements.

Reconciliationis the processby which configurations
from pick statementsin thegrouppolicy areselected.The
selectionprocessis guidedby the configurationand pick
statementsin the local policies. Reconciliationappearson
first viewing to be intractable.However, by restrictingthe
structureandcontentsof IPDL policies,onecandevelopan
efficient reconciliationstrategy. [22] formulatesthe recon-
ciliation problemandconsidersthecomplexity of themost
generalcase.Severalstrategiesareproposedandanalyzed.
This analysisleadto theefficient PrioritizedPolicy Recon-
ciliation (PPR)algorithmusedby theAntigoneimplemen-
tation.

For brevity, we have omittedmany detailsof the IPDL
construction,algorithms,anduse.Interestedreadersarere-
ferredto [19, 22].

2.5 Implementing Policy

Inter-component communication in Antigone is event
based.Theobservationof a securityrelevanteventby any
componentis translatedinto aneventobject.Wherepolicy
decisionis required,thiseventis postedto thepolicy engine
eventqueue.If, basedonthepolicy instance,theenginede-
terminesthat further processingis warranted,the event is
postedto theappropriatelayeror application.

For example,consideran applicationwishing to broad-
castamessageto thegroup.Theapplicationinitially makes
theSendMessage() API call (seeSection3.1) with the
datato besent.Themechanismlayertranslatesthiscall into
a SEND event, which is postedto the policy engineevent
queue.Thepolicy enginechecksthepolicy instance,local
credentials,andoperationalconditionsto determineif the
applicationhastheright to sendcontentto thegroup1.

If permitted,theSEND eventis postedto themechanisms
layer. The mechanismslayer allows eachmechanismto
processtheevent.In processingtheevent,theDataSecurity
mechanismwill perform a transformdesignedto provide
theprovisioneddatasecurityguarantees(e.g.,confidential-
ity). The result is broadcastto the groupvia the transport
layer.

Uponreceptionof themessage,otherparticipantstrans-
late the receivedmessageinto a RECV eventandpostit to
their local policy engine. The right of the senderto trans-
mit datawill beassessedwith respectto theaccesscontrol
policy definedin theinstance.If admitted,thereversetrans-
form is performedby theDataSecuritymechanismon the
receiveddata. Oncethe original contentis recovered,it is
deliveredto theapplication.

Notethattheprocessingof asingleeventmaytriggerthe

1Consultingauthorizationandaccesscontrol policy on eachrelevant
actionmay seriouslyaffect performance.Antigonemitigatesthesecosts
by evaluatingnot only actionacceptanceor denial,but alsotheconditions
underwhich theresultshouldcontinueto beconsideredvalid (i.e., invari-
ant result,timedvalidity result,transientresult). Therefore,authorization
andaccesscontrolpoliciesneedonly beconsultedwhena valid previous
resultis unavailable.



enforcementof many policies. For example,aNEW PAR-
TICIPANT event(representinga newly admittedmember)
may requirethe initiation of sessionrekeying, the creation
of new processmonitoringtimers(for failuredetectionand
recovery [20]), etc. Theenforcementof eachof thesepoli-
ciesmayleadto thegenerationof otherevents(e.g.,INIT
REKEY), authorizationandaccesscontroldecisions,and/or
sessiontraffic.

A centralgoalof Ismene(andAntigone)is theeasyinte-
grationof additionalservicesandconditionals.To thisend,
AntigoneprovidessimpleAPIs for the creationof condi-
tionals,mechanisms,andconfigurations.Developerscre-
ate new mechanismsby constructingobjectsconforming
to the AMechanism API. Developerstateduniqueiden-
tifiers (definingthe mechanismandits configurations)can
beaddedto IDPL policies,andaresubsequentlyusedasany
othermechanism.

Application or mechanismspecificconditionalscan be
implementedthroughtheAPolicyImplementor inter-
face.APolicyImplementor objectsdefineoneor more
conditionalsto be usedby Ismene. The unique identi-
fiersassociatedwith theseconditionalscanbeimmediately
addedto IDPL policies. Ismeneperformsan upcall to
the implementorobjectuponencounteringa definedcon-
ditional. The objectis requiredto evaluatetheconditional
andreturnits result.

2.6 Policy Creation

Centralto the securityof any applicationis the definition
of applicationpolicies.Eachapplication,environment,and
hostcanhaveuniquerequirementsandabilitieswhichmust
bereflectedin thelocal andgrouppolicies.Theapcc tool
is usedto assessAntigonepolicieswith respectto thesere-
quirements.
apcc is a policy compiler;groupandlocal policiesare

assessedto ensurea) thepolicy hasthecorrectsyntax(i.e.,
conformsthe to the policy languagegrammar),and b) is
consistentwith a setof usersuppliedassertions(which de-
fine the correctusageprinciplesdiscussedin Section2).
Any policy specificationnotconformingto thepolicy gram-
maris rejectedby apcc.

Policy assertionsdefinethecorrectusageof theunderly-
ing securitymechanisms;dependenciesandincompatibili-
tiesbetweendifferentmechanismsareidentified.For exam-
ple,thefollowingassertionidentifiesadependency between
securitymechanisms;

assert: config(lkhkeymgt()) ::
config(membership(leave=explicit));

This assertionstatesthat all systemsimplementinga Log-
ical Key Hierarchy[30, 32] must also implementexplicit
(member)leaves. The analysisalgorithmimplementedby

apcc determinesif any possibleinstanceresulting from
reconciliationviolatesthis assertion(i.e., the instancede-
finesanLKH mechanism,but not enforceanexplicit leave
policy). Theuseris warnedof any suchpossibleviolation.
In addition,policieswhich areirreconcilable(i.e., policies
which, dueto their construction,will alwayscausetherec-
onciliationalgorithmto fail) areidentified.

Oncepolicies have beencreated,they can be storedin
any availablerepository. For example,an LDAP [34] ser-
vice canbeusedto storeandretrieve groupandlocal poli-
cies.Thisapproachis usefulwherethelocaldomainwishes
to enforcea setof securitypoliciesfor all applications,or
whereusersdo nothave thedesireor sophisticationto state
policy. Notethatwhile thestorageandretrieval of policies
is outsidethe scopeof Antigone,eachpolicy is evaluated
by Antigonefor freshness,integrity, andauthenticityprior
to its use.

3 Applications Programming
Interface

The AntigoneAPI abstractsgroupoperationsinto a small
set of messageorientedinterfaces. Conceptually, an ap-
plication needonly provide group addressinginformation
andsecuritypoliciesappropriatefor theapplication(seebe-
low). Oncethe group interfaceis created,the application
cantransmitandreceivemessagesasneeded.

The currentimplementationof Antigoneconsistsof ap-
proximately30,000linesof C++ sourceandhasbeenused
asthe basisfor several non-trivial groupapplications(see
next section). All sourcecodeanddocumentationfor the
AntigonePolicy Descriptionlanguage,theAntigoneframe-
work, andapplicationsarefreelyavailable.Thesix libraries
comprisingAntigonearedescribedin Figure4.

The Antigone API separatesgroup operationfrom the
broadcastmedium. This separationis reflected in the
AGroup(AntigoneGroup) andATransport(AntigoneTrans-
port) APIs. Thefollowing subsectionsgive anoverview of
thedesign,implementation,andinterfacesof theselibraries.
Interestedreadersarereferredto [19] for furtherdetail.

Figure5 presentsasimpleexampleapplicationusingthe
AntigoneAPIs. Theapplicationcreatesagroupobjectfor a
server if invokedwith no parameters,or a client if invoked
with the nameof the server host. Eachprocesssendsone
messageandreceivesall applicationdataarriving within 60
seconds.All line numberscitedin thefollowingsubsections
referto thisexample.

3.1 Antigone Group API

TheAGroupobjectservesasa conduitfor all communica-
tion betweenan applicationandthe group. After this ob-



Dir ectory Name Description
atk Toolkit basicsetof objectsimplementingbasicdataandstructures(e.g.,queues,timers,

strings, 	
	�	 ) andcryptographicfunctions(e.g.,keys, hashfunctions,digital cer-
tificates, 	�	�	 ) usedby theotherlibraries.

atrans TransportLayer interfacesfor an abstractbroadcastchannelin varying network environments.
Thisembodiestheentiretyof thetransportlibrary describedin Subsection3.2.

amech MechanismLayer abstractinterfacesandclassesuponwhichspecificsecuregroupmechanismsare
built, coordinatestheoperationof mechanismsasdirectedby thepolicy instance.

mechs Mechanisms collectionof mechanismsdefiningtheservicesunderwhich a groupcanbecon-
structed.Policiesareenforcedusingthesebasicservices.

apdl Policy Description
Language

providesinterfacesfor thedefinitionandevaluationof policies.Thelexical ana-
lyzerandall policy algorithmsareimplementedin this library.

agrp Group- Main API AntigoneApplicationsProgrammingInterfacefor securegroups. Applications
communicatewith Antigonethroughthis API directly.

Figure4: AntigoneComponentLibraries

1 #include <stdlib.h>
2 #include <AGroup.h>
3 int main (int argc, char **argv) { // usage: simple [ host_name_of_server ]
4 if (getenv ("NAME") == NULL) setenv ("NAME", "unknown", 1); // set up id
5

6 AGroup *group; // group object, policy files
7 String locPol = "local.apd", grpPol = "example.apd", polList = "";
8

9 // Setup the transport layer address - multicast address and port
10 IPAddress *groupIp = IPAddress::IPAddressFactory("224.1.1.27", 9000);
11 // specify server and port (argv[1] is the host name of the server)
12 IPAddress *serverIp =
13 IPAddress::IPAddressFactory(argc==1?"224.1.1.27":argv[1], 9001);
14 // Construct transport layer
15 ATransport *transport =
16 new ATransport(groupIp, serverIp->Port(), ATransport::AT_SYMMETRIC);
17

18 if (argc == 1) // server constructor for group - 5 parameters
19 group = new AGroup(transport, grpPol, locPol, polList, NULL);
20 else // client constructor for group - only 3 parameters
21 group = new AGroup(transport, locPol, NULL);
22 (void)group->Connect();
23

24 // Set up a buffer and send it
25 String msg;
26 msg.sprintf ("Hello World from %s\n", getenv("NAME"));
27 Buffer *buf = new Buffer();
28 (*buf) << msg;
29 group->sendMessage(buf);
30

31 AtkTimer timer(60 * 1000); timer.reset(); // wait for up to 60 seconds
32 while (group->readMessage(&buf, &timer)) { // read messages from group
33 (*buf) >> msg; // extract message from buffer
34 cout << " Received: " << (char*)msg; // print message
35 delete buf;
36 }
37 group->Quit(); // Leave, shutdown interface to the group
38 exit (0);
39 }

Figure5: ExampleApplication



% File : example.apd
% Description : Example Antigone Group Policy
% Attributes Section
issr:= < iQBVAw ... >;

% Provisioning Section
provision: :: authentication, membership,

keymgmt, datmgmt;
authentication: :: config(OpenSSL());
membership: :: config(amember(retry=3));
keymgmt: :: config(lkhkey(sens=memsens));
datmgmt: :: config(adhdlr(guar=conf,conf=desx)),

config(adhdlr(guar=intg,intg=md5));

% Authorization/Access Control Policies
init: Credential(&cert,iss=$issr,

subj.CN=$joiner) :: accept;
join: Credential(&cert,iss=$issr,fs=$fsys,

subj.CN=$joiner) :: accept;
rekey: Credential(&key,key=$lkhKey) :: accept;
send: Credential(&key,key=$sessKey) :: accept;
eject: Credential(&key,key=$sessKey) :: accept;
leave: :: accept;

% Policy Verification
signature := < sdD5aR ... >;

Figure6: ExampleGroupPolicy

ject is created(seebelow), all transmissionsandreceptions,
statechanges,and statusprobing are performedthrough
AGroupmembermethods.Thethreephasesof a groupob-
ject include:initialization,operation,andshutdown.

Theinitializationof anAGroupobjectrequiresthemem-
ber specify the appropriatepoliciesandsupplya transport
object(lines21 and23 in Figure5). Theserverconstructor
(line 21)suppliesgroupandlocalpolicieswhicharerecon-
ciled to arrive at the sessiondefiningpolicy instance.Al-
thoughnot usedin the example,thepolList parameter
identifiesthe list of local policies to be consideredby the
reconciliationalgorithm. The client constructor(line 23)
suppliesits local policy anddefersto theserver for the in-
stance.TheConnect call (line 24) initializes the proper
interfaces,joins thegroup,andretrievesor derives(through
the reconciliationalgorithm) the policy instance.Failures
(eitherat the transportor grouplayers)generatean excep-
tion.

Subsequentsending, receiving, and processingof the
messagesduringoperationis achievedthroughanAPI sim-
ilar to Berkeley Sockets [29] (e.g.,sendMessage - line
31,readMessage - line 34). sendMessage sendsand
eventuallydeletesbuffers.readMessage createsabuffer
object for eachincoming message.The Buffer object
simplifies the tasksof memorymanagementandmessage
marshaling.Buffer objectshandletranslationsbetween
machinebit formats,automaticallyresizeas needed,and
maintainaninternalheapof messagestructures.Theseob-

% File : local.apd
% Description : Example Antigone Local Policy
issr:= < iQBVAw ... >;

% Requirements
provision: :: authentication, data_security;
authentication: :: config(OpenSSL());
data_security: :: config(adhdlr(guar=conf));

% No local policy regarding access control
join: :: accept; rekey: :: accept;
send: :: accept; leave: :: accept;

Figure7: ExampleLocalPolicy

jectsallow Antigoneto reducethe costandsimplify mes-
sagememorymanagement,translatebetweenhardwareand
operatingsystemplatforms,andoptimizemessageprocess-
ing (e.g.,reducebuffer copying).

Theinterfaceto thegroupis shutdown throughtheQuit
API call. Thiscall exits from thegroup(explicitly sendinga
leave messageasdictatedby policy), destroys sensitive in-
formation(e.g.,keys, messages),andcleansup all internal
data.

An example policy appropriatefor the above applica-
tion is presentedin Figure 6. This policy statesa ba-
sic setof mechanismsare to be configuredfor the group;
anOpenSSL mechanismfor authentication,the Antigone
imember membershipmanagementmechanism,a Log-
ical Key Hierarchy key distribution mechanism,and the
adhdlr datahandlermechanism.The key management
mechanismis configuredto rekey after eachmembership
change(e.g., memberjoin or leave). The data handler
mechanismis configuredto provide confidentialityby en-
cryptingall applicationtraffic usingDESX, andto provide
integrity throughkeyedHMACsgeneratedusingthe MD5
hashalgorithm.Theauthorizationandaccesscontrolmodel
for the groupstatesthat an appropriatecertificatemustbe
presentedto gain accessto the group,andthat subsequent
actionis predicatedon proof of knowledgeof theappropri-
atesessionor key managementkeys.

An examplelocalpolicy is presentedin Figure7. Thislo-
cal policy statesthatthelocalentity will only participatein
groupsthatenforceapolicy requiringOpenSSLauthentica-
tion andwhichprovideconfidentialityof applicationtraffic.
Thelocalpolicy statesnorequirementsfor groupauthoriza-
tion (i.e., the local memberacceptsany authorizationand
accesscontrolmodeldefinedby thegrouppolicy).

3.2 Antigone BroadcastTransport Layer

Multicast serviceshave yet to becomeglobally available.
As such,dependenceon multicastwould likely limit the
usefulnessof Antigone. Throughthe broadcasttransport



layer, Antigoneimplementsa singlegroupcommunication
abstractionsupportingenvironmentswith varying network
resources. Applications identify at run time the level of
multicast supportedby the network infrastructure. This
specification,calleda broadcasttransportmode, is subse-
quentlyusedto direct thedelivery of groupmessages.The
broadcasttransportlayerimplementsthreetransportmodes:
symmetricmulticast, point-to-point, andasymmetricmulti-
cast.

Thesymmetricmulticastmodeusesmulticastto deliver
all messages.Applicationsusing this modeassumecom-
plete, bi-directionalmulticastconnectivity betweengroup
members.In effect, thereis no logical differencebetween
this modeanddirectmulticast.

The point-to-pointtransportmodeemulatesa multicast
group usingpoint-to-pointcommunication.All messages
intendedfor thegroupareunicastto thesessionleader, and
relayedto groupmembersvia UDP/IP. As eachmessageis
transmittedby thesessionleaderto membersindependently,
bandwidthcostsincreaselinearly with group size. This
approachrepresentsa simplified Overlay Network, where
broadcastchannelsareemulatedover point to point com-
munication. We note that a numberof techniquescanbe
usedto vastlyreducethecostsour implementation[17]. We
plan to investigatetheseandotherapproachesin the near
future.

In [1], we describeour experienceswith thedeployment
of theSecureDistributedVirtual Conferencing(SDVC) ap-
plication. This video-conferencingapplicationis basedon
anearlyversionof Antigone. Thedeployedsystemwasto
securelytransmitvideo andaudio of the September1998
Internet2 MemberMeeting using a symmetricmulticast
service. The receivers (group members)were distributed
at severalinstitutionsacrosstheUnitedStates.While some
of thereceiverswereableto gainaccessto thevideostream,
otherswerenot. It wasdeterminedthat the network could
delivermulticastpacketstowardsthereceivers(groupmem-
bers),but multicasttraffic in the reversedirectionwasnot
consistentlyavailable(towardsthesessionleader).Thelack
of bi-directionalconnectivity wasattributed to limitations
of thereverseroutingof multicastpackets.We presentsig-
nificanttechnicaldetailof this issuein [1].

The limited availability of bi-directional multicast on
the Internetcoupledwith the costsof point-to-pointmul-
ticastemulationleadusto introduceasymmetricmulticast.
Thismodeallows for messagesemanatingfrom thesession
leaderto be multicast,andall othermessageto be relayed
throughthe sessionleadervia unicast. Membersunicast
eachgroupmessagedirectly to the sessionleader, andthe
sessionleaderretransmitsthemessageto thegroupvia mul-
ticast. Thus,we reducethe costsassociatedwith point-to-
point groupemulationto a unicastfollowedby a multicast.
The increasingpopularityof singlesourcemulticastmake

FEC

Application

Antigone

Reliable Transport Layer
SRM
�

Figure8: ReliableTransportLayer

this a likely candidatefor futureuse.
The transportAPI requiresthe applicationsupply the

multicastor unicastaddressinginformationappropriatefor
theenvironmentandtransportmode.IP addressesarespec-
ified through the creationof encapsulatingIPAddress
objects(lines 11, 15). Theseobjectsand the enumerated
transportmodeare passedto the constructor(line 18) of
thetransportobjectconstructor, which is ultimatelypassed
to the AGroup object upon its construction(lines 21 and
23). The transportobjectis not directly accessedafter be-
ing passedto the AGroupobject; all communicationwith
thegroupis performedthroughtheAGroupobject.

4 Applications

This sectionbriefly describesthe useof Antigone in two
applications:a reliablebroadcastlayerandansecuremul-
ticastlayerusedto augmentexisting groupapplications.A
numberof other applications(suchas a streamingmedia
andfilesystemmirroring service)have beendevelopedus-
ing Antigone.For brevity, we omit their discussion.

4.1 Reliable Transport Layer

The ReliableTransportLayer (RTL) providesFIFO deliv-
ery of applicationtraffic deliveredby an Antigonegroup.
Depictedin Figure8, RTL usesa combinationof Forward
Error Correction(FEC)andtheapproachusedin theScal-
ableReliableMulticast (SRM) protocol [10] to detectand
recoverfrom lostpackets.A mechanismimplementingeach
approachis layeredbetweentheapplicationandAntigone.

The FEC mechanismusesa modifiedversionof the ap-
proachdescribedin [27]. In our implementation,FECpro-
ducesanadditional  redundantpacketsfor each� original
packets.All ���� packetsaretransmittedto thegroup.Be-
causeof the propertiesof packet construction,all original
packets can be recoveredfrom any � packets. However,
a receiver encountering or more lossescannotrecover.
Whereenabled,thesefailuresarerepairedusingthe SRM
mechanism.



The SRM mechanismimplementsthe generalapproach
implementedby ScalableReliableMulticastprotocol. Re-
ceivers detectinga lost packet broadcasta retransmission
requestto the group. Senderimplosionis avoidedby ran-
domly delayingthe retranmissionrequest.To simplify, all
receiverssuppressrequestscorrespondingto previously re-
questedpackets. If no suchrequestis observedprior to the
expiration of a randominterval, the requestis broadcast.
This approachcaneffectively provide full reliabledatade-
livery. However, theFECmechanismcanbeusedto reduce
thenumberof retransmissionrequests.

Basedon policy, an applicationcan selecteither FEC,
SRM, or both. Furthermore,policy can be usedto pa-
rameterizetheir operationbasedon administrative consid-
erationsandoperatingconditions. For example,the FEC
mechanismmay wish to increaseredundancy (e.g., larger
valuesfor  ) whereobserved loss ratesare high, and de-
creaseredundancy whereratesarelow. NotetheRTM pol-
icy can be specifieddirectly in the Antigone group pol-
icy. RTM probesAntigone for the appropriateconfigura-
tion during its initialization, andappealsto theapplication
for directionwherea configurationis not specified.

4.2 End-Host Security

The proliferation of group multicast applications (e.g.,
VIC [23]) hasraisedawarenessof theneedfor securemulti-
castservices.However, re-architectingapplicationsto take
advantageof securityservicesis often difficult. Thus, it
is highly desirableto usetheend-host(transport)level ser-
vicesfor security. Towardsthis end,we havedevelopedthe
Socket s library. Socket s redirectsmulticast traffic
to a user-spaceinstantiationof Antigone.Existingapplica-
tions can integratewith Antigonewith only minor source
codemodificationthroughthis library.

Illustratedin Figure 9, the Socket s library actsasa
“bump in stack” by insertingAntigonebetweenthe appli-
cationandthestandardnetwork interfaces.Eachsocket re-
latedcall in theapplicationis replacedwith theappropriate
Socket s call. For example,eachbind call is replaced
with bind s. The“ s” callsdirectmulticastrelatedtraffic
towardsAntigone,andnon-multicasttraffic to thestandard
library.

Local policiesaremanagedat the hostlevel; configura-
tion andpolicy files areplacedin a well-known directory,
andareaccessedby Socket s asneeded.Eachdomain
has a known sessionleaderwho initiates and maintains
groupsfor eachactivesessionoccurringwithin its adminis-
trativescope.Theidentityandlocationthesessionleaderis
configuredat eachhost.

Users initiate communicationwith an Antigone group
through the socket s and setsockopt s (IGMP
join [8]) calls. A backgroundthreadcreatedduring the
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�
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�

Figure9: TheSocket sLibraryactsasa“bumpin thestack”
by redirectingall multicasttraffic towardstheAntigonein-
terfaces.

socket s call receives and sendsall Antigone specific
communication(Authorizationrequests,Rekey messages,
etc..). The threadestablishesa local connectionwith the
parent application. Data received from the (Antigone)
groupis directedto the applicationthroughthe local con-
nection.Theparentprocessreceivesthisdatafrom thelocal
connectionaswith any normalsocket.
Thekey interfacesto Socket s include:

� socket s : createsa “socket” endpoint for com-
munication. If the desired socket is of the type
SOCK DGRAM (UDP), it initializes an Antigone
groupobjectandreturnsa “socket” filehandle. Note
that(un-secured)unicastsocketscanbecreatedby ac-
cessingthelibc socket call.

� bind s : createsandinitializes an AntigoneTransport
object(seeSection3.2)usingthesuppliedaddressand
port number.

� setsockopt s : set socket parameters.The following
two socket optionsarecurrentlysupported:

– IP MULTICAST LOOP - enables/disableslocal
hostmulticastloopback

– IP ADD MEMBERSHIP - joins the Antigone
groupasdescribedabove

� sendtos : senda messageto themulticastgroup.The
hostnetwork addressandmessagedatais transmitted
using Antigone sendMessage interface (seeSec-
tion 3.1).



� recvfrom s : receive datafrom multicastgroup. The
local connectionassociatedwith thesocket is checked
for data. If datais available,it is retrievedandcopied
to the(application)localbuffer.

Antigonedoesnot currentlysupportpoint to point com-
munication.Thus,all communicationdirectedtowardsuni-
cast addressesis redirectedto the standardlibc socket
calls. Whereneeded,othertransportlayersecurityservices
(suchasIPSec[18]) canbeusedto secureunicastcommu-
nication.However, this hasthedisadvantageof decoupling
all unicasttraffic from the(Antigone)policiesgoverningthe
application.An alternative is to useAntigoneto createan
additionalgroup (containingonly two members)for each
peersession.However, thesetwo party groupswould pay
the unnecessarycost of group management.Thesecosts
canbemitigatedby provisioningtheAntigonemechanisms
with policies optimizedfor two membergroups. We are
currentlyinvestigatingtheseandotherapproaches.

5 RelatedWork

Several recent group communicationsystems,including
DCCM [9], GSAKMP [14], and Antigone 1.0 [21], sup-
port the notion of securitypoliciesdefiningdetailedsecu-
rity serviceprovisioning. In all thesesystems,generally,
the rangeof groupsecuritypolicy is static. In that sense,
the policy instancegeneratedfrom Antigone can be con-
sideredas the policy input to thesegroupcommunication
systems.Antigone2.0extendsthesesystemsby statingthe
conditionsunderwhichcertainpoliciesshouldbeenforced.
In addition,Antigone2.0expressespoliciesthatinvolveas-
pectsof both provisioning andaccesscontrol (supportfor
thelatteris limited in theabovesystems).

Theproblemof reconcilingmultiple policiesin anauto-
matedmanneris onlybeginningto beaddressed.In thetwo-
partycase,theemergingSecurityPolicy System(SPS)[35]
definesa framework for thespecificationandreconciliation
of local securitypoliciesfor the IPSecprotocolsuite[18].
To handleasimilarsituationin Antigone,two localpolicies
for thetwo endsof theIPSECconnectioncanbespecified.
Thesepolicieswill be resolvedagainsta grouppolicy that
leavesthechoiceof mechanismsopen.

In the multi-party case,DCCM system[9] provides a
negotiation protocol for provisioning. The first phaseof
the protocol involves the initiator sendinga policy pro-
posalto eachpotentialmemberandreceiving counterpro-
posals. Subsequently, the initiator declaresthe final pol-
icy that potential memberscan acceptor reject, but not
modify. Policy proposalsdefinean acceptableconfigura-
tion (which, for particularaspectsof a policy, cancontain
wildcard“don’t care”configurations).An advantageof this
protocolis that the local policy neednot berevealedto the

initiator. Antigone,if desired,canbeeasilyadaptedto use
theDCCM’snegotiationprotocol.Antigoneis moreexpres-
sive becauseit canbeusedto stateconditionsunderwhich
variousconfigurationscanbeusedandwhenconfigurations
needto bereconsideredin responseto actions.Theautho-
rization andaccesscontrol model is also more generalin
Antigone.

Language-basedapproachesfor specifyingauthorization
andaccesscontrolhave long beenstudied[4, 7, 33, 5, 28],
but they generallylack supportfor provisioning. Because
of the vast earlier work in this areaand to simplify the
languagedesign,Antigone doesnot attemptto be as ex-
pressive for statingcomplex accesscontrol rules. Instead,
Antigone is designedto leveragethe expressive power of
otheraccesscontrolsystemsvia externalauthorizationser-
vices.

The PolicyMaker [4] andKeyNote [5] systemsprovide
a powerful and easyto useframework for the evaluation
of credentials.Generally, supportfor provisioningandre-
solvingmultiple policiesis not the focusof thesesystems.
When desired,thesesystemscan be invoked in Antigone
conditionalsto leveragetheir expressive power andextend
their useto groupcommunicationsystems.

In [16], KeyNote hasbeenusedto definea distributed
firewall application.Thetechniqueis to useconditionalau-
thorizations,whereconditionsinvolve checkingport num-
bers,protocols,etc.However, it still remainsproblematicto
constructa configuration,basedon multiple local policies,
or for determiningthe correctnessof a configuration.The
provisioningclausesandlegalusageassertionsof Antigone
canhelpaddresstheseproblems.

6 Conclusions

In this paperwe have given an overview of the Antigone
2.0 architectureandAPI. Antigoneprovidesflexible inter-
facesfor thedefinitionandimplementationof securitypoli-
ciesthroughthecompositionandconfigurationof security
mechanisms.Thesetof servicesandprotocolsusedto im-
plementthegroupis developedfrom a systematicanalysis
of thepropertiesappropriatefor agivensessionin conjunc-
tion with operationalconditionsand participant require-
ments.Theresultingsessiondefiningpolicy instanceis dis-
tributedto all groupparticipantsandenforceduniformly at
eachhost.

The Antigone Application ProgrammerInterface(API)
allows the simple integration of group basedapplications
with a flexible policy infrastructure. Developersare free
to usethe available policies and mechanisms,if they are
satisfactoryfor its purpose,or build its own usingthehigh-
level mechanismAPI.

We have demonstratedthe useof the API with two ex-



ampleapplications.Thereliablegroupcommunicationsys-
temprovidesanadditionallayeruponwhichreliablegroups
canbe built. The host level multicastsecurityapplication
demonstrateshow existing applicationsmay be integrated
with Antigonewith only minormodifications.

Sourcecodefor theAntigone2.0systemandapplications
arecurrentlyavailablein analpharelease.Updatesandbug
fixesfor theAntigonesource,documentation,andapplica-
tions will be madeavailable frequently. We maintainan
openforum to which questions,bugs,andenhancementre-
questscanbeposted.Links to theseresourcesandAntigone
relatedpublicationsareavailableat

http://antigone.eecs.umich.edu/
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