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ABSTRACT

Many emerging applicationson the Internetrequiringgroupcommunicationhave varying securi-
ty requirements.Significantstrideshave beenmadein achieving strongsemanticsand security
guaranteeswithin groupenvironments.However, in existing solutions,the scopeof availablese-
curity policiesis often limited. This paperpresentsAntigone,a framework thatprovidesa suiteof
mechanismsfrom whichflexible applicationsecuritypoliciesmaybeimplemented.With Antigone,
developersmaychooseapolicy thatbestaddressestheirsecurityandperformancerequirements.We
describetheAntigone’smechanisms,consistingof asetof micro-protocols,andshow how different
securitypoliciescanbeimplementedusingthosemechanisms.Wealsopresentaperformancestudy
illustratingthesecurity/performancetradeoffs thatcanbemadeusingAntigone.
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1 Intr oduction

IP multicast[Dee89] servicesarebecomingmorewidely availableon theInternet.Theuseof groupcommunication
basedon IP multicastasa fundamentalbuilding block for a varietyof applicationssuchasvideoconferencingwill
increase.Many interestingapplicationsthatrequiregroupcommunication,suchasvideoconferencing,collaborative
applications,datacasting,andvirtual communities,areemergingontheInternet.Theseapplications,dependingonthe
perceivedrisksandperformancerequirements,requiredifferentlevelsof security. In this paper, we presenta system,
calledAntigone,thatprovidesmechanismsfor building a rangeof securitypoliciesfor groupcommunication.

Existing approachesprovide two predominantpolicies. Securemulticastsystems[HM97, KA98] view groupsas
collectionsof participantsthatrequirea sharedsecret,calleda sessionkey, to secureapplicationtraffic. Groupmem-
bershipmaychangewithout affectingthesecuritycontext. A potentialsecurityrisk is thatpastmembersof thegroup
mayhaveaccessto currentcontent.Theadvantageof thisapproachis low cost;rekeying aftermembershipchangesis
not needed.

Conversely, securegroupcommunicationsystems[Rei94] typically have threatmodelsthat requirethe changingof
the securitycontext after eachmembershipchange. Thus, protectionfrom membersnot currently in the group is
achievedat thecostof thecontext change.Somesystemssupportstrongerthreatmodelsthanarestrictly requiredby
applicationsat ahigh performancecost.

TheAntigoneframework providesaflexible interfacefor thedefinitionandimplementationof awide rangeof secure
grouppolicies. A centralelementof theAntigonearchitectureis a setof mechanismsthatprovide thebasicservices
neededfor securegroups.Policiesareimplementedby thecompositionandconfigurationof thesemechanisms.Thus,
Antigonedoesnot dictatethe availablesecuritypolicies to an application,but provideshigh-level mechanismsfor
implementingthem.

To easethetaskof applicationdevelopment,wealsoprovidea facility for configuringrapidlyasecuritypolicy from a
setof standardpoliciesthathavebeenimplementedusingtheAntigonemechanisms.An applicationis freeto usethese
standardpolicies,if they aresatisfactoryfor its purpose,or build its own usingthehigh-levelmechanismsprovidedby
Antigone.

Antigone is targetedfor systemslikely to requireIP-multicastservices. The majority of existing multicastbased
systemsdistributehigh bandwidthcontentto a highly dynamicmembership.A naturalrequirementof thesesystems
is for efficientgroupandsecuritymanagement.

Weseevideoconferencingasrepresentativeof thetypesof applicationsthatmaybenefitfrom theAntigoneframework.
However, we do not limit Antigoneto continuousmediasystems.A fully functionalsecuregroupcommunication�
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systemmaybebuilt on theAntigonemechanisms.

While therearewell known techniquesfor providing securegroups,Antigonehasseveralgoalsthatmake it unique.
We statethefollowing asthefiveprimarygoalsof Antigone.

1. Flexible Security Policy - An applicationshouldbeableto usea wide rangeof securitypolicies,with appro-
priateperformancetradeoffs.

2. Flexible Thr eatModel - Thesystemshouldsupportthreatmodelsappropriatefor awiderangeof applications.

3. Security Infrastructur e Independence- Our solutionshouldnot bedependenton theavailability of aspecific
securityinfrastructure.

4. Transport Layer Independence- The solutionshouldnot dependon the availability of any singletransport
mechanism(suchasIP Multicast[Dee89]). On theotherhand,our solutionshouldbeableto take advantageof
IP-multicastswhenthey areavailable.

5. Performance- Theperformanceoverheadsof implementingsecuritypoliciesshouldbekeptlow.

An earlyversionof Antigonehasbeenintegratedinto thevic [Net96] videoconferencingsystem.Theresultof that
effort, called the SecureDistributedVirtual Conferencing(SDVC) application,wasusedto broadcastsecurelythe
September1998Internet2 MemberMeetingto severalsitesacrosstheUnitedStates.ThebroadcastandotherWAN
testsindicatetheviability of ourapproach.Usinghighspeedcryptographicalgorithmsweareableto attaintelevision-
like securevideo frame rates(30 frames/second)over a LAN. Details of the implementationandour experiences
deploying SDVC canbefoundin [MHP98, AAC

�
99].

Theremainderof thepaperis organizedasfollows. Section2 mapsthedesignspaceof securegroupcommunication
policies. Section3 outlinesexisting designsand techniquesof securegroup communication. Section4 outlines
Antigone’shigh-level, layeredarchitecture.Section5 presentsthemechanismsthatcanbeusedto implementa wide
rangeof groupsecuritypolicies.Section6 showsthatawiderangeof securitypoliciescanbeimplementedusingthese
mechanisms.Section7 presentstheavailablemulticasttransportmodesof Antigone. Section8 presentspreliminary
performanceresultsfor someof the policies that canbe implementedusingAntigone. Section9 summarizesour
conclusionsandpresentsdirectionsfor futurework.

2 Group Security Policies

Differentgroupcommunicationapplicationsrequiredifferentsecuritypolicies,dependingon their threatmodeland
performancerequirements.In thissection,wepointoutsomeof theimportantdimensionsalongwhichgroupsecurity
policiesvary. To addressthe requirementsof a wide rangeof applications,Antigoneattemptsto provide a basicset
of high-level mechanismsthat canbe usedto implementa rangeof group securitypolicies. The dimensionsthat
are discussedbelow are: sessionrekeying policy, application message policy, membership awarenesspolicy, and
failure policy. The sessionrekeying policy definesthe reactionof the groupto changesin membershipin termsof
rekeying sessions.Theapplicationmessagepolicy definesthe securityguaranteeswith which applicationmessages
aretransmitted.Themembershippolicy dictatestheavailability of membershipinformationto members.Thefailure
policy definesthe type of failureshandledby the system. The remainderof this sectiondescribesthe natureand
implicationsof thesepolicy decisions.

Antigoneassumesthatall groupmembersaretrusted,i.e.,membersdonotactively attemptto circumventthesecurity
of thesystem.Non-membershowevermayattemptto interceptmessages,modify messages,or preventmessagesfrom
beingdelivered.

2.1 SessionRekeying Policy

A commonstrategy to supportsecuregroupcommunicationamongtrustedmembersis to usea commonsymmetric
sessionkey. An importantpolicy issuefor a groupcommunicationapplicationis decidingwhena sessionmustbe
rekeyed,i.e., theold sessionkey is discardedanda new sessionkey is sentto all themembers.



Thereis a closerelationshipbetweensessionrekeying andgroupmembership.Applicationsoften needprotection
from membersnot in thecurrentview.1 Therefore,changesin groupmembershiprequirethesessionto be rekeyed.
If rekeying is not performedaftereachchangein membership,theview will not reflecta securegroup,but indicates
only which membersareactively participatingin thesession.Pastmembersmayretainthesessionkey andcontinue
to receive content.Futuremembersmayrecordandlaterdecodecurrentandpastcontent.In applicationsthatdo not
needprotectionfrom pastor futuremembers,rekeying aftermembershipeventsis unnecessary.

We definetheview group to be thesetof membersin thecurrentgroupmembershipview. A key group is thesetof
memberswho have accessto thecurrentsessionkey. Thekey groupmaybea subset,a superset,or overlaptheview
group.

We saythata groupsecuritypolicy is saidto besensitiveto aneventif it changesthesecuritycontext in responseto
thereceptionof theevent.Typically, thesecuritycontext is changedby distributinganew sessionkey (rekeying).

Groupsecuritypolicy is often sensitive to group membership events. Groupmembershipeventsinclude(1) JOIN
event,which is triggeredwhena memberis allowed to join the group; (2) LEAVE events,which is triggeredwhen
a memberleaves the group; (3) PROCESS FAILURE events,whena memberis assumedto have failed in some
manner;and(4) MEMBER EJECT events,whena previously admittedmemberis purgedfrom the groupaccording
to somegrouppolicy. In addition,sessionsmaybe rekeyedwhena specifiedtime interval haspassedsincethe last
sessionrekey.

Thesensitivity of a policy directly definesits threatmodel. For example,considera groupmodelthat is sensitive to
onlyMEMBER EJECT events.Becausethesessionis rekeyedaftermemberejection,thekey groupwill nevercontain
anejectedmember. Thus,the applicationis assuredthatno ejectedmemberwill ever have accessto futurecontent.
However, thesessioncontentis not protectedfrom processesthathave left voluntarily, areassumedto have failed,or
join in thefuture.

The sensitivity mechanismsin Antigonecanbe usedto build a large numberof sessionrekeying policies. In the
following text, wedefineandillustratefour generalpurposepoliciesthatarerepresentativeof thepoliciesimplemented
in existing systems.

Time-sensitive RekeyingPolicy
Groupsimplementinga time-sensitive policy periodicallyrekey, independentof groupmembershipevents.Periodic
rekeying preventsthesessionkey from “wearingout”. Thegroupattemptsto guardagainstcryptanalysisby usinga
sessionkey only for a limited period.

By periodically rekeying, the groupmay be protectedfrom an adversarywho wishesto block the delivery of new
sessionkeys. An adversaryblocking rekeying messagesmay intend for the group to continueto usethe current
sessionkey. With a time-sensitiverekeying policy, if anew key is notsuccessfullyestablishedafterthecurrentsession
key expires,groupmemberscanchooseto no longercommunicateratherthanusetheexpiredsessionkey.

Time-sensitive rekeying canbe useful in a secureon-line subscriptionservice. Payingmemberswould periodically
besenta new key that is valid until thenext subscriptioninterval. TheGKMP [HM97] protocolimplementsa time-
sensitive rekeying policy.

Typically, systemsimplementingtime-sensitive groupsuseKey EncryptingKeys (KEK) [HM97] to reducethecosts
of rekeying. In systemsthatuseKEKs, thekey groupcontainsall previousandcurrentmembersof thegroup. This
approachis limited in thatany membermaycontinueto accessthegroupcontentafterleaving. SystemsthatuseKEKs
cannotforcibly ejectmemberswithout additionalinfrastructure.

All rekeying in Antigoneis sessionkey independent. Sessionkey independencestatesthatknowledgeof onesession
key providesno informationaboutothers.With this independence,Antigoneprovidesa strongerguaranteethantime
sensitivegroupsthatuseKEKs; amemberwhohasleft thegroupmaycontinueto accessthegroupcontentonly until
thenext rekey. A pastmembercannotaccesscurrentor futuregroupcontentwithout againjoining asa member.

Leave-SensitiveRekeyingPolicy
Groupsimplementingaleave-sensitivepolicy rekey afterLEAVE,PROCESS FAILURE, andMEMBER EJECT events.

1A groupview is thesetof identitiesassociatedwith themembersof thegroupduringa periodwhereno changesin membershipoccur. If the
membershipchanges(amemberjoins or leavesthegroup),thenanew view is created.This is asimilar conceptto Birmans’s groupview [Bir93].



Thus,thekey groupmaybearbitrarily largerthantheview group.

The threatmodel implied by leave sensitive groupsstatesthat any memberwho hasleft the group will not have
accessto currentor futurecontent.For example,a businessconferencingsystemthatsupportsnegotiationsbetween
a company’s representativesanda suppliermay benefitfrom leave-sensitive rekeying. Oncethe supplierleaves,a
leave-sensitive rekey policy would prevent subsequentdiscussionsfrom beingavailableto the supplier, even if the
supplieris ableto interceptall themessages.TheIolus [Mit97] implementsa leave-sensitiverekeying policy.

Join-sensitiveRekeyingPolicy
Groupsimplementinga join-sensitivepolicy rekey only aftermembershipJOIN events.Thethreatmodelimplied by
join sensitivegroupsstatesthatany memberjoining thegroupshouldnothaveaccessto pastcontent.A join-sensitive
rekeying policy, by itself, doesnotensurethatmemberswholeft thegroupor wereejectedfrom thegrouparenotable
to accesscurrentsessioncontent.Theassumptionis thatpastmemberscanbe trustedto not be interestedin current
content.

In practice,a join-sensitiverekeying policy is likely to beusedin conjunctionwith atime-sensitiveor a leave-sensitive
rekeying policy to limit thedurationoverwhichpastmemberscanaccesscurrentsessioncontent.

Membership-sensitive Rekeying Policy
Groupsimplementingamembership-sensitivepolicy rekey aftereverymembershipevent.Thethreatmodelimpliedby
membershipsensitivegroupsstatesthatany groupmemberjoining thegroupwill nothaveaccessto pastcontent,and
thatmemberswhohave left thegroupwill not haveaccessto currentor futurecontent.Thispolicy is thecombination
of leave-sensitiveandjoin-sensitiverekeying.

Applicationswith comprehensivesecurityrequirementswill likely needamembership-sensitiverekeying policy. Pro-
viding strongguaranteesfor messagedelivery(e.g.atomicity, reliability) oftenrequirestight controlsoverthemessage
content.Without tight controls,theguaranteesmaybecircumvented.TheRAMPART [Rei94] systemprovidesa type
of membership-sensitiveservice.

Other RekeyingPolicies
Applicationsmayrequirea combinationof theabovepoliciesor mayusedifferentpoliciesdependingon theapplica-
tion stateandthespecificattributesof anevent.

In thebusinessconferencingapplication,for example,thepolicy maybeto rekey only whena memberwith therole
Supplierleaves,but not whena memberwith therole Representative leaves.Allowing policiesthatmake distinction
betweenmembersmayallow theapplicationto optimizerekeying.

In certaincircumstancesit may be importantfor the groupto be moresensitive at certaintimes,but lessat others.
Groupsmaywish sensitivity to bea functionof groupsizeor resourceavailability. In this way, a groupcanprovide
thestrongestsecuritymodelthatis supportedby thenetwork andhostinfrastructure.

Time-sensitive rekeying can be useful in combinationwith any of the other schemes.Time-sensitive rekeying in
combinationwith membership-sensitiverekeying, for example,helpsensurethatanadversarycannotpreventsession
rekeying indefinitelywithout detectionafteramembershipchangeevent.

2.2 Application MessagePolicy

An applicationmessagepolicy statesthetypesof securityguaranteesrequiredfor applicationmessages.For example,
anapplicationwishingto ensurethatnopartyexternalto thegroupis ableto accesscontentwill defineconfidentiality
aspartof its policy.

Themostcommontypesof messagesecurityguaranteesare: integrity, confidentiality, groupauthenticity, andsender
authenticity. Confidentialityguaranteesthat no memberoutsidethe group may gain accessto the sessiontraffic.
Integrity guaranteesthat any modificationof an applicationmessageis detectableby receivers. A sessionkey is
typically usedto obtaintheseguarantees.However, someguaranteessuchassenderauthenticityaredifficult to obtain
withoutadditionalsecurityinfrastructure.Antigonesupportsthesefour messageguarantees.

Note that a single policy neednot apply to every message.In most applications,different messageswill require



differentguarantees,dependingon thenatureof themessageandtheassumedthreatmodel.

2.3 Membership Policy

Identificationof themembershipwithin a groupsessionis animportantrequirementfor a largeclassof applications.
As evidencedby a numberof group communicationsystems,achieving strongguaranteesfor the availability and
correctnessof group membershipcanbe costly. In providing availability, any changein membershiprequiresthe
distributionof thenew groupmembershipview to eachmember.

Conversely, membersin anotherclassof systemsneednot be awareof groupmembershipat all. This is the model
usedin typicalmulticastapplications.In thisenvironment,providing otherservices(suchasreliability, fault-tolerance,
etc.) is commonlyleft to theapplication.

A membershippolicy indicatesthe availability of group membershipinformation. If the policy statesthat group
membershipbesupported,thegroupview (membershipinformation)is distributedto eachmemberasneeded.

Antigoneprovidesmechanismsto distributekeyswith andwithoutmembershipinformation,primarily to allow higher-
performanceapplicationswhenmembersdo not needmembershipinformation.

Currently, Antigonedoesnot attemptto guaranteethe confidentialityof groupmembership.In general,hiding the
groupmembershipfrom membersandnon-membersis difficult to do in currentnetworkswithout introducingnoise
network traffic. This is primarily becausetheability to interceptmessageson thenetwork allowsaccessto thesource
anddestinationof packets(in caseof unicasts)andat the multicasttree(in caseof IP multicasts).In mountingthis
traffic analysisattack, anadversarymaydeducea closeapproximationof groupmembership.

2.4 ProcessFailur ePolicy

A processfailurepolicy statesthesetof failuresto bedetectedandthesecurityto beappliedto thefailuredetection
mechanism.Thedefiningcharacteristicof a failuredetectionmechanismis thedefinitionof its faultmodel.Thefault
modeldefinesthetypesof behavior exhibitedby afaultyprocessthatthemechanismwill detect.Typicalcrashmodels
includefail-stop,messageomissions,or timing errors[Mul93]. In the strongest(Byzantinefailure)model,a faulty
processmayexhibit any behavior whatsoever.

A processfailure policy may alsostatethe needfor securefailure detection. In securingthe failure detection,the
groupmay be protectedfrom the maskingof processfailuresby an adversary. However, protectingthe groupfrom
an adversarywho attemptsto generatefalsefailuresmay be moredifficult. Failuresmay be forcedby blocking all
communicationbetweenthe group participants. This is a denial of serviceattack,which is difficult to addressin
software.

Antigonesupportsdetectionof fail-stopfaultsof groupmembers.To preventproblemsdueto timing errors,synchro-
nizedclocksandtimestampsarenotusedin theAntigoneprotocols.However, somemechanismsfor failuredetection
andtime-sensitiverekeying in Antigonedo rely on timeoutsat individualprocesses.A processwhoseclockprogress-
esat an incorrectratemay take longerto detectfailuresof otherprocesses(if its clock progressestoo slow) or may
mistakenlyassumethatthereis a failure(if its clock progressestoo fastandthustimesout).

3 RelatedWork

In this section,we review severalof the key conceptsandknown techniquesin the designof frameworks for group
communication.Two fieldsapplicableto our investigationaresecuregroupcommunicationanddesignapproachesfor
configurableprotocols.We presentsomeof themajorfindingsin eachof theseareas.

Much of the existing technologyon which groupcommunicationis basedwasoriginally implementedin the ISIS
[Bir93] and later HORUS [RBM96] group communicationsystems. Using theseframeworks, developerscan ex-
perimentwith a numberof protocolfeatures.Oneimportantfeatureof the HORUS systemis the introductionof a



comprehensivesecurityarchitecture.An elementof thisarchitectureis ahighly fault-tolerantkey distributionscheme.
Processgroupsemanticsareusedto facilitatesecurecommunication.Thesessionkey distributedto membersin HO-
RUS is maintainedfor the entiresession,thusproviding no sensitivity to membershipchangeevents. However, the
vulnerability to attacksfrom pastor future membersis limited. Application messageshave senderauthenticityand
maybeconfidential.

Virtualnetworksprovidedeveloperswith anabstractionfor buildingapplicationsdesignedfor (logically) localnetwork
traffic, but executedacrossacrossphysically larger networks. The Enclavessystem[Gon96] extendsthis model to
securegroup communication. Enclaves providesa leave-sensitive group, distributing a new group key after each
memberleave. Also, it is implied that the group key shouldbe changedperiodically (time-sensitive). Enclaves
supportsmembershipinformationbut is notdependenton it. Messageshaveconfidentialityandthroughpoint-to-point
communication,senderauthenticity.

TheRAMPART system[Rei94] providessecurecommunicationin thepresenceof actively maliciousprocessesand
Byzantinefailures. The systemusessecurechannelsbetweentwo membersof the protocolto provide authenticity.
Protocolsdependgreatlyon theconsensusof processesto reachagreementon thecourseof action. A membership-
sensitive groupis built on a securegroupmembershipprotocol. Thesecuritycontext is not changedthroughshared
sessionkeys,but thesecuredistributionof new groupviews. Messageshavesender-authenticationandintegrity.

A limitation of many securegroupcommunicationsystemsis that they do not scaleto largernetworks. In [Mit97],
Mittra definesthe1effectsn failure,whereasinglemembershipchangeeventeffectstheentiregroup.TheIolussystem
[Mit97], attemptsto addressthis limitation by introducinglocally maintainedsubgroups.Eachsubgroupmaintains
its own sessionkey, which is replacedafter a membershipchangeevent in the subgroup.Therefore,the effect of a
membershipchangeis localizedto thesubgroup.Iolus providesa leave-sensitivegroup,andall applicationmessages
areencryptedwith thegroupsessionkey. No membershipinformationis distributedin Iolus.

Key hierarchies[WHA98, WGL98] provideanefficientalternativeto subgroupingin achieving scalable,securegroup-
s. A key hierarchyis singly rootedn-ary treeof cryptographickeys. Theinterior nodekeys areassignedby a session
leader, andeachleaf nodekey is a secretkey sharedsharedbetweenthe sessionleaderanda singlemember. Once
thegrouphasbeenestablished,eachmemberknowsall thekeysbetweentheir leafnodekey andtheroot. As changes
in membershipoccur, rekeying is performedby replacingonly thosekeys known (required)by the leaving (joining)
member. Rekeying without membershipchanges(asneededin time sensitive groups),canbeachievedby replacing
theroot key. Thus,thetotal costof rekeying in key hierarchiesscaleslogarithmically.

TheGroupKey ManagementProtocol(GKMP) [HM97] attemptsto minimize thecostsassociatedwith sessionkey
distribution by looseningthe requirementthateachsessionkey be independentof others.After beingacceptedinto
the group, newly joined membersreceive a Key EncryptingKey (KEK) underwhich a future sessionkey will be
delivered.A limitation of this groupis thatmisbehaving memberscanonly beejectedby theestablishmentof a new
group. GKMP reducesthe costsof authenticationby introducinga peer-to-peerreview processin which potential
membersare authenticatedby different membersof the group. The joining member’s authenticityis assertedby
existing members.GKMP providesa time-sensitive groupby rekeying at the endof a sessionkey’s lifetime. Note
that this is a key managementprotocol,andassuchdoesnot mandatehow thesessionkey is used.No membership
informationis providedto members.

TheIPSec[KA98] standardsattemptto achieve Internetsecurityby introducingsecuritymechanismsat thenetwork
layer. The ScalableMulticast Key Distribution (SMKD) [Bal96] standardextendsthis approachto the multicast
environment.Intendedasanextensionto CoreBasedmulticastrouting[BFC93], SMKD usestherouterinfrastructure
to distributesessionkeys. As themulticasttreeis constructed,leaf routersobtaintheability to authenticateanddeliver
sessionkeys to joining members.Thus,thecostof authenticationandsessionkey delivery canbedistributedamong
the leaf routers.Similar to GKMP, SMKD providesa time-sensitive groupwhich is rekeyedat the endof a session
key’s lifetime.

With respectto security, thepoliciesimplementedby thesesystemsareessentiallyfixed. Applicationsmustselecta
solutionthatprovidesapolicy thatbestfits aminimalsetof requirements.However, theacceptedsolutionmayprovide
unnecessaryfunctionalityatanincreasedcost.

The micro-protocol [HP94, HS98] designmethodologyis usefulwhenconstructingsystemswith dynamicprotocol
stacks.Usingmicro-protocols,asystemdesignermaydecomposethefacilitiesprovidedby protocolsinto theiratomic
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Figure1: The architectureof Antigoneconsistsof threelayers;the broadcasttransportlayer, the mechanismlayer,
andthe predefinedpolicy layer. The broadcasttransportcomponentprovidesa singlebroadcastabstractionfor en-
vironmentswith differing levelsof supportfor multicast. Themechanismlayer providesa setof primitivesusedto
implementapplicationpolicies. The predefinedpolicies layer providesa suiteof generalpurposepolicies. Where
required,applicationsmaydefineotherpoliciesby accessingthemechanismandbroadcasttransportlayerdirectly.

components.Compositeprotocolsareconstructedfrom acollectionof thesmallermicro-protocols.Differingfacilities
andguaranteesmaybeprovidedthroughthecompositionof themicro-protocols.In [HS98], the authorsdefineand
demonstratea suiteof micro-protocolsfor maintaininggroupmembershipwithin a distributedapplication.Antigone
usesthemicro-protocolapproachto achieveflexibility in implementingvarioussecuritypolicies.

4 Ar chitecture

Describedin Fig. 1, the Antigonearchitectureconsistsof threesoftware layers; the broadcasttransportlayer, the
mechanismlayer, andthepredefinedpolicy layer.

Thoughnot typically associatedwith securecommunicationservices,thebroadcasttransportcomponentprovidesan
abstractionfor unreliablegroupcommunication.A realityof today’sInternetis thattherearevaryinglevelsof support
for multicastservices.Althoughsignificanteffort hasbeenexpendedon the developmentof WAN multicasting,no
singlesolutionhasbeenfoundto meettherequirementsof all users.Developersspecifythelevel of multicastsupport
of thetargetenvironmentat run time. We describethebroadcasttransportlayerin Section7.

Themechanismlayerprovidesasetof mechanismsusedto implementapplicationpolicies.Themechanismsrepresent
thebasicfeaturesrequiredfor asecuregroup.Policiesareflexibly definedandimplementedthroughtheselectionand
interactionof mechanisms.Associatedwith eachmechanismis a micro-protocol[HS98]. Thegroupprotocol,called
a compositeprotocol, is definedby thecompositionof themechanismmicro-protocols.We identify anddescribethe
designof theAntigonemechanismsin Section5.

The predefinedpolicy layer providesa suiteof generalpurposepolicies. Thesepoliciesrepresentthosecommonly
providedby securegroupcommunicationsystems.Clearly, therearemany policiesbeyondwhat is availablein this
layer. Whererequired,anapplicationmayextendor replacethesepoliciesby accessingdirectlythebroadcasttransport
andmechanismslayers.We describehow thepredefinedpolicesareimplementedthroughtheAntigonemechanisms
in Section6.
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Figure 2: Antigone Micro-ProtocolDescription- micro-protocolsfor the variousoperatingmodes. A composite
protocol is constructedfrom theselectionof a subsetof thesemodes.In someconfigurations,somemicro-protocols
maybeomittedentirely.

5 Mechanisms

We chosea compositeprotocolapproach[HS98] for the designof Antigonemechanisms.In compositeprotocols,
featuresarepartitionedinto modulesconsistingof sharedstate,messages,events,andmicro-protocols.Thisapproach
hasseveraldesirablepropertiesthatmakeit applicableto Antigone.First,themodulardesignallowsfor theintegration
of future enhancementswith minimal effect on other modules. Second,the micro-protocolapproachallows state
sharingbetweenmodules. We avoid the coststypically associatedwith statesharingbetweenprotocols(message
headers).

Antigoneprovidesmechanismsfor providing the following functions;authentication,memberjoin, sessionkey and
groupmembershipdistribution, applicationmessaging,failure detection,andmemberleave. The Antigonemicro-
protocolvariantsassociatedwith eachmechanismaredefinedin Fig. 2. Beforedescribingthe micro-protocols,we
explain theprincipalsin theprotocolsandthenotationused.

Fig. 3 shows theprincipalsin anAntigonelogical group.A distinctmemberof thegroupwhoseidentity is known in
advanceto all members,calledthesessionleader(SL), is thearbiterof groupoperationssuchasgroupjoins, leaves,
etc.We choseanarbitratedgroupbecauseof its low costandits applicabilityto many applications.For example,in a
securepay-per-view videobroadcastapplication,thecablecompany would providea sessionleaderthatenforcesthe
desiredaccesscontrolandkey distributionpolicy.



A TrustedThird Party (TTP) providesthe mechanismfor the sessionleaderto authenticatejoining groupmembers.
Eachpotentialmember, A, of a group(includingthesessionleader)hasasharedsecret̂

/
registeredwith thetrusted

third party (TTP). This secretkey is generatedand registeredwith the TTP beforethe party attemptsto join any
session.We assumeanoutof bandmethodfor registeringthesekeysandfor informing everyoneabouttheidentityof
thesessionleader.

In our protocoldescriptions,we usethe termSL to refer to the identity of the sessionleader,
�

to refer to a current
or potentialmemberof thesession,andTTP to refer to the trustedthird party.

%#��43�
refersto messageX encrypted

underthe key k. The view identifier, g, is usedto uniquelytag thechangingviews of groupmembership.The term

^h_
refersto a sessionkey in view

G
, and



^`_ � " for the (next) view
G�u$v

. The term I, possiblywith a subscript,
refersto a noncevalue. Key distribution protocolsbasedon Leighton-Micali definea term

) /w- �
, calleda pair key,

usedto supportsecretcommunicationbetweencollaboratingmembersA andB. Derivedfrom thepairkey, thesession
leaderandapotentialmemberA maintaina sharedsecretkey � *(,.- / . A cryptographichashfor thetext � is described
by
d�] � a . We usetheMD5 hashalgorithm[Riv92] in our implementation.

The format of the identity, nonce,key, andview identifier valuesusedin our currentprotocol implementationis as
follows. Eachidentity is a unique16 byte null terminatedASCII string of alphanumericcharacters.A potential
memberis assignedthis valuewhenregisteringa long termkey with theTTP. Noncevaluesareunique64 bit values.
To ensurethatnoncesarenot reused,somesourceof monotonicvalues,suchasthesystemclock, maybeused.Key
formatis algorithmdependent.TheDESstandardusesaneightbytekey (includingeightparitybits). In thefuture,as
otherciphersareintegratedinto Antigone,we will needto supportotherformats.Theview identifier

G
consistsof a

two parts.Thefirst partis aneightbyte,null terminatednamestringthatidentifiesthegroup,usedonly for displaying
anddebuggingpurposes.Thesecondis aneightbit noncevalue.Eachtimeanew view is created(

GZu�v
), anew nonce

is generatedandappendedto thegroupnamestringto createthenew view identifier.

A
JLKCM�NQP�R�SFMOKCP;T

is distributedby thesessionleaderto eachgroupmemberduringtheauthenticationprocess.Defined
by theapplication,thepolicy block is anarbitrarybytestringstatingthegrouppolicy. Wedescribetheuseof thisdata
by thepredefinedpolicieslayerin Section6.

Thesessionleadercreatesanasymmetrickey pair (
�XW Y

,
�Xt Y

) duringgroupinitialization. Thepublic key (
�XW Y

) is
deliveredto potentialmembersduringtheauthenticationprocess.Thepublickey is usedto reducethecostof sending
secureheartbeatsfrom thesessionleader.

Wheresenderauthenticityis configured,we assumetheexistenceof a certificatedistribution service[HFPS98].The
certificateservicewould provideaccessto certificatesfor eachgroupmember(

m9/
). Notethatno certificatedistribu-

tion serviceis requiredin ourprotocolto generateor distributethe(
�XW+Y

,
�Xt#Y

) asymmetrickey pair.

We useDES[Nat77] for all encryptionin thecurrentimplementation.Its inherentstrengthis evidentfrom its 20-year
history, yet its 56-bit key lengthhaslong beenthesubjectof debate.Relatedalgorithmssuchastriple-DES[ANS85]
or DESX [KR96] offer thestrengthof DESwith considerablylongerkeys. Our protocolsarenot tied to any specific
propertyof DES,andmaybereplacedwith othercryptographicalgorithmsasnecessary.

We assumethatall processesthathaveachievedmembership,andthushave beenauthenticated,adhereto thesystem
specification.We assumeno memberwillingfully disclosesits long termor sessionkeys. All memberstrust theTTP
not to disclosetheir long termkey, andto generatepairkeysaccordingto thespecification.

Thefollowing text describeseachof themicro-protocolmodulesin Fig. 2. All citedmessagenumbersreferto Fig. 2.

Authentication Mechanism - The authenticationmechanismprovides facilities for the authenticationof potential
groupmembers.Thepurposeof this mechanismis twofold. First, thesessionleaderauthenticatesthepotentialgroup
member. Second,asharedsecretbetweenthetwo partiesis negotiated.Thesharedsecret,calledthesharedsecretkey,
is laterusedto implementasecurechannelbetweenthetwo parties.

We usethe Leighton-Micali key distribution algorithm[LM94] to authenticatethe joining processandnegotiatethe
sharedsecret.Themainadvantageof Leighton-Micali is low cost;it usessymmetrickey encryptionthroughout,with
noneof the modularexponentiationoperationsassociatedwith public key cryptosystems.Public key cryptography
requiressignificantlymorecomputationthansymmetricalgorithms.Thede-factostandardfor public-key cryptogra-
phy, RSA, canbeup to 100timesslower in softwareand1000timesslower in hardwarethanDES,thepredominant
symmetricalgorithm[Sch96].



A prospective memberinitiatestheauthenticationprocessby sendinga messageto thesessionleadercontainingher
identity anda noncevalue(message1). Thesessionleaderthenobtainsthepair key

) /w- �
from theTTP(messages2

and3). Derivedfrom two identitiesandtheirassociatedlong termkeys, thepair key is usedto establishanephemeral
securechannelbetweentheprocesses.To preventreplayattacks,thesessionleaderverifiestheencryptednoncevalue�#"

includedin theTTP’s response.

Thesessionleadercomputesthesharedsecretkey for communicatingwith A asfollows. Thesessionleadergenerates
the value

%7� 476Z8#:
. This value is XOR-edwith the pair key

)+*(,.- /
received from the TTP. The resultingvalue is

a sharedsecretkey (
%C

��4 6 >=0 � *(,.- / ) that is usedto createa securechannelbetweenthe sessionleaderandthe

prospectivememberA.

NotethatA neednot communicatewith theTTP to obtainthesharedsecretkey
%3
E��4 6 >�0 � *(,.- / ; shecancompute

it directly. A decryptsthesessionkey with this valueandvalidateshernonce.

After obtainingthesharedsecretkey, thesessionleaderrespondswith anauthenticationresponsemessage(message
4). Theresponsecontainsthe identitiesof thesessionleaderandthepotentialgroupmember, anda block encrypted
with thesharedsecretkey � *(,.- / . Theencryptedblock containstheview (

G
) andgroupmember(

�
) identifiers,the

group membernonce(
� �

), a sessionleadernonce(
�FH

), the policy block, and the group public key (
�XW.Y

). Upon
receiving thismessage,thereceiverdecryptsthecontentsandverifiesthenonce

� �
.

Join Mechanism - The join mechanismprovides a memberwith facilities for gaining accessto the group. The
mechanismalsoprovidesmeasuresto ensurethereliability of thejoin.

Thepotentialgroupmember(
�

) joins thegroupby transmittingmessage5 to thesessionleader. Uponreceptionof
message5, the sessionleadervalidatesthe noncevalue(

� H
) passedto the joining memberduring the authentication

process.If thenonceis not valid, the join requestis ignored,andthegroupcontinues.If thenonceis valid, thenew
memberis acceptedinto thegroup. The reactionof thesessionleaderto the join requestdependson theconfigured
groupmodel(seebelow).

Note that the join messageis unforgeableandfresh. A sessionleaderknows thata correctjoin messageis freshand
wasgeneratedby thememberbecauseof thepresenceof the(

�FH
) noncevalueencryptedunderthesharedsecretkey.

Mutual authenticationis achievedthroughtheverificationof thesecretsA andSLsharewith theTTP. Thepotential
membermustbein possessionof thesecretsharedwith theTTPto obtainthesessionleadernonce(

� H
) usedin joining

thegroupin message5. Thesessionleadermustbein possessionof thesecretsharedwith theTTP to determinethe
secretkey sharedwith A. A is convincedthatmessage4 is freshby validatingthenoncevalue

���
sentin theoriginal

request.

Rekey / Group Membership Mechanism - TheRekey/GroupMembershipmechanismprovidesfor thedistribution
of groupmembershipandsessionkeys. We notethedistinctionbetweensessionrekeyingandsessionkey distribution.
In sessionrekeying, all existing groupmembersmustreceiveanewly createdsessionkey. In sessionkey distribution,
thesessionleadertransmitsanexistingsessionkey.

The rekey and sessionkey and distribution messages(6a, 6b, and6c) all containa group identifier (
G
), the latest

sessionleadersequencenumber(

 *�,

), andaMessageAuthenticationCode(MAC)calculatedovertheentiremessage,d�]�q;q;q|a
. Thegroupidentifierandsequencenumberidentify thecurrentgroupcontext. TheMAC ensuresintegrity of

themessage.

Sessionkeysaredistributedvia sessionkey blocks(
���F%#G+�c

^h_I4 [ 8#:�\ >

). Theintendedmemberof eachblock is identi-
fiedby thegroupmemberidentifier(

�
). Theremainderof theblock is encryptedusingthesharedsecretkey ( � *�,b- / ).

If thegroupidentifieris decryptedby thereceivercorrectly(matchestheidentifierin themessageheader),themember
is assuredthattheblock wascreatedby thesessionleader.

Message6acontainsasessionkey blockfor onemember, andnogroupmembershipinformation.Message6bcontains
a sessionkey block for onememberandenumeratesthecurrentgroupmembership(

k`�cmn��op�#q;q;q
). In message6c, a

sessionkey block is generatedfor eachmemberin thegroup.Groupmembershipin message6c is extractedfrom the
sessionkey blocks.

Rekeying is performedby the transmissionof message6c. Rekeying in Antigoneis similar to key distribution after
a LEAVE operationin the Iolus system[Mit97]. The sessionleadercachesthe sharedsecretkeys, so creatingthis
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Figure3: An Antigonegroupconsistsof anarbitercalledthesessionleader, a serviceproviding memberauthenticity
called the trustedthird party, and the group members. No assumptionsare madeaboutthe network topology or
connectivity.

messageis fast:encryptionof 24bytes(8 bytesof new sessionkey plus16bytesof new groupidentifier)permember.
Usingthecached,sharedsecretkey, thereceiversof this messageextractthesessionkey out of thesessionkey block
andbegin using it immediately. The sizeof this messagegrows linearly with groupsize,and is potentially large.
In systemsthat provide sessionkey independence,keying materialneedsto be sentto eachmemberindividually.
Therefore,thesizeof themessageis largeby its nature,not asa sideeffect of our design.Schemesthatdistributea
key to eachmemberindividually will transmitthesameamountof dataovermany moremessages.

A potentialproblemoccursduringthetransitionof groupviews. Duringtherekeying process,applicationdatasuchas
continuousmediamaycontinueto bebroadcastusinga previoussessionkey. Becauseof delaysin thedeliveryof the
sessionkey, a processmayreceive a messageencryptedwith a sessionkey that it doesnot yet or will never possess.
An applicationmay addressthis issueby buffering, doubleencryption,droppingpackets,or otherapproaches.We
presentadetaileddiscussionthepositiveandnegativeaspectsof severalof theseapproachesin [MHP98].

We arein the initial stagesof implementinga key hierarchybasedrekeying mechanism(seeSection 3). It hasbeen
shown that thecostsof rekeying maybevastlyreducedusingthis approach.In thefuture,we will studytheeffect of
reducedrekeying costson policy.

Application MessagingMechanism- Theapplicationmessagingmechanismprovidesfor thetransmissionof appli-
cationlevel traffic. Eachapplicationlevel messageis securedusingcryptographickeysdistributedby therekey/group
membershipmechanism,or throughtheuseof externalpublic key certificates.

The format of applicationmessagesis dependenton the type of messagingpolicy. We achieve messageintegrity
throughMessage AuthenticationCodes(MAC) [Sch96], and confidentialityby encryptingunder the sessionkey.
Message7ashows theformatof a messagewith integrity only, message7b shows confidentialityonly, and7c shows
a messagewith bothintegrity andconfidentiality.

A MAC is generatedby encryptingan MD5 hash[Riv92] of the messagedataunderthe sessionkey. A receiver
confirmstheMAC by decryptingandverifying theMD5 hashvalue.If thehashis correct,thereceiver is assuredthat
messagehasnot beenmodifiedby someentityexternalto thegroup.

Senderauthenticity(message7d) is achievedby digital signature[DH76]. Thesignatureis generatedusingtheprivate
key exponentassociatedwith thesender’scertificate.Receiversobtainthesender’scertificateandverify thesignature
usingtheassociatedpublickey. Notethatabyproductof theuseof digital signaturesis messageintegrity. Ourcurrent
implementationdoesnot supportsenderauthenticity.

Failur eDetectionMechanism- An application’s threatmodelmayrequirethesystemto tolerateattacksin which an
adversarypreventsdeliveryof rekeying messagesfrom thesessionleaderto theentiregroupor to asubsetof members.
In sucha case,somememberswill continueto useanold sessionkey, a securityrisk if theold key is compromised.
Also, for accuratemembershipinformation,it may be necessaryfor the sessionleaderto be ableto detectfail-stop
failuresof members.



In Antigone,we provide secure heartbeatmessagesasthemechanismto detectfailedprocesses.Thesessionleader
detectsfailedprocessesthroughmemberheartbeats(message8). Whensomenumberof memberheartbeatmessages
arenot receivedby thesessionleader, thememberis assumedfailedandexpelledfrom thegroup.

Groupmembersconfirm that the sessionleaderis still operatingby receiving the sessionleader’s secureheartbeat
messages(message9). Whensomenumber(thevalueof which is a policy issuefor higherlayers)of sessionleader
heartbeatmessagesarenot received,themembercanassumethatthesessionleaderhasfailed.

Heartbeatmessagesserve a dualpurpose.In additionto failuredetection,membersusetheheartbeatsto ensurethat
they have the mostcurrentgroupstate. The sessionleader’s sequencenumberensuresthat the heartbeatis fresh.
Thepresenceof thegroupidentifierallows a groupmemberto becertainthat they areusingthemostrecentsession
key. The heartbeatsareencryptedto ensurethatan adversarycannotfake heartbeats.Without theseprotections,an
adversarymaybeableto preventdeliveryof new sessionkeysandtrick membersinto continuingto transmitunderan
old sessionkey indefinitely.

A memberwho fails to receive a currentsessionkey or membershipinformationcanattemptto recover by sending
a key retransmitmessage(message10). Thekey retransmitmessageindicatesto thesessionleaderthat themember
wishesto get themostrecentgroupstate.Thesessionleaderwill sendthemostkey/groupmembershipdistribution
(message6a,6b,or 6c) in responseto thekey retransmitmessage.In this case,theprocesswill beableto recoverby
installingthemostrecentsessionkey and/orgroupmembership.

It is worth noting that congestionthat causesrekey or heartbeatmessagelossmay be exacerbatedby the resulting
requestsfor morerecentgroupstate. This problem,known assenderimplosion, is likely to limit the efficiency of
Antigonein largegroupsor onlossynetworks.Weplanto introducearetransmitmechanismsimilarto SRM[FJL

�
97]

to addressthis limitation. Usingthis approach,we distributethecostof retransmissionamongthegroupby allowing
any memberto respondto requestsfor lost messages.Retransmissionrequestsare madea randomtime after the
lossis detected(therandomtime is computedasa functionof measureddistancefrom thesessionleader).Members
notingaretransmissionrequestsuppresslocal requests,andwait until a retransmissionis receivedor a timeoutoccurs.
Conversely, membersreceiving retransmissionrequestsfor data(heartbeator key messages)they have receivedwait
a randomtime (which is a functionof thedistancefrom therequester)beforeretransmitting.If it is notedthatsome
othermemberhasperformedtheretransmission,therequestis ignored.Notethat this approachin no way affectsthe
securityof Antigone,but only servesto reducethecostof retransmissionrequestprocessing.

The Antigoneinfrastructure’s goal at this level only providesmechanismsfor reliabledetectionof sessionleader’s
failureandnot recovery from its failure. Mechanismsfor detectionof failurescan,if desired,beusedto implement
recoveryalgorithmsusingprimarybackupor replicatedapproachesathigherlevels.

LeaveMechanism- Thismechanismprovidesaninterfacefor groupmembersto gracefullyexit thegroup.A member
sendsmessage11 to indicatethatit is exiting thegroup.

The leave mechanismhasa secondarypurpose.Using the micro-protocoldefinedin Fig. 2, a groupmembermay
requesttheejectionof othermembersfrom thegroup. To requestanejection,therequesterplacesthe identity of the
memberin the

%;G.��kh4C*(6 j
block(as

k
). Thesessionleaderreceiving amessagewith this formatwill ejectthemember

in accordancewith somelocalpolicy.

6 Policy Implementation

In this section,we show how flexible applicationpoliciesmaybeimplementedthroughtheAntigonemechanisms.

Membership AwarenessPolicy

If membersshouldnot explicitly begiventhelist of currentmembersin agroup,thenrekeying canbedonevia point-
to-pointmessagesto eachmemberusingmessage6a. Otherwise,usingmessage6c via a multicastto rekey a group
is generallymoreefficient. In eithercase,aspointedout in Section5, we do not guaranteeconfidentialityof group
membershipagainstadversarieswhoareableto monitornetwork traffic andanalyzepacketflows in thegroup.

Whenamemberfails to receivea rekey message,it canrequesta re-broadcastby sendingmessage10. If membership



Policy JOIN LEAVE FAILURE EJECT

TimeSensitive N N N N
LeaveSensitive N Y Y Y
JoinSensitive Y N N Y
MembershipSensitive Y Y Y Y

Table1: The predefinedrekeying policiesmay be definedby their sensitivity to membershipevents. Note that join
sensitivegroupsareMEMBER EJECT sensitive to allow for memberejection.

awarenessis requiredin thegroup,thesessionleadercanusemessage6b or 6c to updatethemember;otherwise,the
sessionleadercanusethesmallermessage6ato rekey themember, which is moreefficient to encryptandsend.

RekeyingPolicy Implementations

To implementa time-sensitive group,thesessionleadersimply createsa new groupidentifierperiodically, followed
by grouprekeying asdescribeabove.

To implementa join-sensitive group,after a memberjoins (message5), the sessionleaderrekeys the sessionusing
eithermessage6ato eachmemberor via message6c.

If thepolicy is not join-sensitive, whena memberjoins, no rekeying is necessary. Thenew memberis sentmessage
6b or 6a,dependingon whetherit needsto beprovidedthegroupmembershiplist or not, respectively.

To implementa leave-sensitive group,whenany memberleaves(message11), is ejected(message11), or fails (de-
tectedvia secureheartbeats),the sessionleaderrekeys the group. The sessionleaderrekeys the sessionby sending
message6a to eachmemberor by multicastingmessage6c to the group,dependingon the membershipawareness
policy.

To implementa membership-sensitivegroup,sessionrekeying is doneafterjoins, leaves,failuresandejections.

Application developerscan implementother rekeying policies,given the mechanismsin the previous section. For
example,the sessionleadercanrekey only whencertainmembersjoin or leave memberin the group,or do time-
sensitive rekeying in combinationwith membership-sensitiverekeying.

Application MessagePolicy Implementations

Severalchoiceswith differentguaranteesareavailablefor sendingmessages(choices7a,7b, 7c, and7d). It is up to
theapplicationto make judicioususeof theseavailablechoices,dependingon therequirements.We will discussthe
performanceimplicationsof applicationmessagepoliciesin thePerformancesection.

PredefinedPolicies

To simplify applicationdevelopment,Antigoneprovidesa simplespecificationinterfaceto selecta groupsecurity
policy. This specificationinterfaceallows selectionfrom severalcommonpolicies. Applicationsthat requirecustom
policiescan,of course,implementtheir own policiesdirectly thoughtheAntigonemechanisms.

Thepredefined-policy layer in Fig. 1 usesthepolicy block in message4 (seeFig 2) to sendsix fields( �5� ,

 � , � ^ ,d�k

, ��� , and � � ) to selecta policy from arangeof commonpolicies.

The �5� parameteris usedto selectfrom four implementedpolicies. The policies (TIME SENS, LEAVE SENS,
JOIN SENS, andMEMBER SENS) correspondto the definitionspresentedin Section2. Table 1 describesthese
policiesin termsof theirsensitivity to membershipevents.

The � ^ parameteris usedto specify the rekey timer value. Eachmemberresetsthe timer to the specifiedvalue
whena new key is received. If the timer expires,thememberconsidersthe currentsessionkey to have expiredand
requeststhatthesessionleadersendanew sessionkey. Thesessionleadershouldnormallyrekey asessionprior to the
expirationof this timer. Notethatthecombinationof �5� and � ^ parametersallow specificationof rekeying policies
thatarebothmembership-sensitiveaswell astime-sensitive.



The

 � parameteris usedto specify the securityguaranteeon applicationmessages.The guaranteesthat canbe

specifiedare:confidentiality, integrity, andsenderauthenticity. A sideeffectof theselectionof any of theseguarantees
is thatall applicationmessageswill have thegroupauthenticityproperty. Thegroupauthenticitypropertystatesthat
messagescanbe verified to determineif they emanatedfrom a memberof the group. We outline the performance
issuesrelatingto thesepoliciesin Section8.

The ��� parameteris usedto indicateif membershipawarenessis requiredby group members. If membership
informationis to besupported,it is distributedduringeveryrekeying operationvia message6cor, in caseof retransmit
requests,via message6b. Otherwise,message6ais usedto rekey members.

Thefailurepolicy ( � � parameter)indicateswhetherfailuresof thesessionleaderandthemembersareto bedetected.
If theprocessfailurepolicy statesfailuresareto bedetected,heartbeatmessages(9,10)aretransmittedperiodically.
Thefailuredetectionmechanismwill detectfailedmembersasdefinedin theprevioussection.

The
d�k

parameteris usedto specifytheperiodicityof heartbeatmessages,if any.

In general,if anadversarycanpreventmessagesfrom beingdelivered,periodicheartbeatsfrom thesessionleaderare
important. Sincethe sessionleader’s heartbeatscarry the groupidentifier anda sequencenumber, they help ensure
thata groupcanbeforcedto useanold sessionkey only for a periodimpliedby theheartbeatinterval.

Heartbeatsareusefulevenwhenacombinationof membership-sensitiveandtime-sensitiverekeying is used.For large
groups,rekeying (message6c) canbe moreexpensive for the sessionleadercomparedto sendingsecureheartbeats
(message9). In suchcases,thesessionleadercansettheheartbeatinterval to be lower thantherekey interval. The
lowerheartbeatinterval ensuresthatmembersdonotuseanold key beyondthatinterval. In theabsenceof heartbeats,
therekey interval will definetheboundfor which anold key maybeused.

7 BroadcastTransport Layer

Antigoneprovidesthreebroadcasttransportmodes;symmetricmulticast, point-to-point, andasymmetricmulticast. In
providing a singletransportabstraction,Antigonesupportsnetwork environmentswith varying levelsof supportfor
multicast.

Thesymmetricmulticastmodeusesmulticastto deliverall messages.Applicationsusingthismodeassumecomplete,
bi-directionalcommunicationis availablevia multicast.In effect, thereis no logicaldifferencebetweenthismodeand
directmulticast.

The point-to-pointmodeprovidesa broadcastservicebasedsolely on point-to-pointcommunication.All message
traffic intendedfor thegroupis unicastto thesessionleader, andrelayedto eachgroupmembervia UDP/IP. However,
aseachmessagemustbe transmittedto groupmembersindividually, bandwidthcostsincreaselinearly with group
size. In someapplications,thesecostsmay be prohibitive. For example,a groupof even modestsizeswould have
difficultly in maintaininga videotransmissionwith reasonableframerates.

In [AAC
�

99], we describeour experienceswith thedeploymentof a videoapplicationbasedon anearlyversionof
Antigone. Thedeployedsystemwasto securelytransmitvideoandaudioof theSeptember1998Internet2 Member
Meeting.Thereceivers(groupmembers)weredistributedatseveralinstitutionsacrosstheUnitedStates.While some
of the receiverswereableto gain accessto the video stream,otherswerenot. It wasdeterminedthat the network
could deliver multicastpacketstowardsthe receivers(groupmembers),but multicasttraffic in the reversedirection
wasnotconsistentlyavailable(towardsthesessionleader).Theproblemwasattributedto limitation in reverserouting
of multicastpackets.We presentsignificanttechnicaldetailof this issuein [AAC

�
99].

Theseproblemscoupledwith thecostsassociatedwith acompletelypoint-to-pointsolutionleadusto introduceasym-
metric multicast. This modeallows for messagesemanatingfrom the sessionleaderto be multicast,andmember
messagesto bedeliveredpoint-to-point.Memberswishingto transmitamessageto thegroupsendthemessageto the
sessionleaderasa unicast. The sessionleaderactsasa relay for all groupcommunication.Any messageintended
for thegroupreceivedby thesessionleaderis re-transmittedvia multicast.Thus,we reducethecostsassociatedwith
groupdeliveryof apoint-to-pointsolutionto a unicastfollowedby a multicast.
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Figure4: GroupMembership/SessionKey messagegenerationcosts- Measuredandestimatedcostsassociatedwith
themessagegenerationof groupsof varyingsizesandsemantics.

Significanttechnicalandadministrative issuesmustberesolvedbeforemulticastservicescanbewidely deployedin
the Internet. In the interim, techniquessuchasasymmetricmulticastingwill be useful in the constructionof group
basedsystems.

The key advantageof a single abstractionis in its ability to handleupdatesin the networking environment. As
symmetricmulticastbecomesuniversallyavailable,neitherAntigonenor applicationsbuilt on it will requireredesign
to makeuseof thenewly availableservice.

8 Performance

In this sectionwe presenta preliminaryperformancestudyof theAntigoneframework. We illustratetheCPUcosts
of groupkey operationsat the sessionleaderandidentify the throughputand latency characteristicsof application
messaging.

Theexperimentsdescribedin this sectionwereperformedon unloadedIntel 200MHzPentiumProworkstationsrun-
ning FreeBSDkernelversion3.0. All testswereexecutedon anunloaded100MBit EthernetLAN. Throughputand
latency experimentsincludeda singlesender(which wasthesessionleader)andninereceivers.

Fig. 4 shows the costof groupmembership/sessionkey messagegenerationundervarying groupmodelsandsizes.
For comparison,weestimatethemessagegenerationcostsassociatedwith a key hierarchyapproach.

Generationof the sessionkey distribution messagewithout groupmembershipinformation(message6a) shouldbe
constantunderall groupsizes.Creationof this messageincludesthegenerationof onesessionkey distribution block
andthegenerationof aMessageAuthenticationCode(MAC). Thefigureindicatesaconstantcostof messagegenera-
tion.

The costsassociatedwith key distribution with groupmembershipmessage(6b) generationincreasesslightly with
groupsize. This trendcanbe attributedto the increasingamountof datato be hashed.As the groupmembership
grows,thecostsassociatedwith MAC generationincrease.

Thecostsassociatedwith therekey message(6c) increaseslinearly with groupsize.A sessionkey block is generated
for eachmember, which requiresa distinct cryptographicoperation. Similar to the message6b, the cost of MAC
generationincreaseswith groupsize. Becauseof thespeedof theunderlyingcryptographicalgorithms,increasesin
thecostof messagegenerationdueto MAC constructionis significantlylessthanincreasesdueto sessionkey block
construction.

TheKey Hierarchydatain Figure4 estimatesthecostof rekey messagewith membership(similar to 6c) generation
in a key hierarchybasedgroup.In a key hierarchy, rekeying is performedby thedistribution a numberof keys which
is roughly proportionalto the log of the groupsize. Therefore,we seelittle increasein messagecostasthe group



Policy Thr oughput Latency

Integrity 2577KB/sec 5710usec
Confidentiality 1697KB/sec 8698usec
Integrity and
Confidentiality

1577KB/sec 9037usec

Table2: ApplicationMessagingPerformance- Maximumthroughputby anapplicationsending1 KB messagesand
latency of endto enddelivery for a10 KB message.

becomeslarger. This realizationfurther indicatesthata key hierarchybasedrekeying mechanismwill bea valuable
extensionto Antigone.

In Table2, we show thethroughputandlatency characteristicsof applicationmessagingundervaryingsecuritypoli-
cies.Althoughnot surprising,ourexperimentsshow thatasthenumberof guaranteesincrease,sodo thecosts.Thus,
policy hasa directaffect on performance:strongerpolicieshave lessthroughputandgreaterlatency. Thereis a nat-
ural orderingto theseguarantees.INTEGRITY(message7a) is leastexpensive, CONFIDENTIALITY(7b) is more
expensive,andtheINTEGRITYandCONFIDENTIALITY(7c) is themostexpensive.2

The orderingof applicationmessagegenerationcostsmirrors the speedof the underlyingcryptographicoperations.
We useDES[Nat77] to achieve confidentiality, andMD5 [Riv92] to achieve integrity. Our implementationusesthe
SSLeayv0.9.0b[HY98] crypto library. On thetestmachine,we foundthatDESencryption( ��� qr  Mbyte/second)
is about

vC¡C¢
thespeedof MD5 hashing( �	£ v Mbyte/second).

9 Conclusionsand Futur eWork

In this paper, we presentedthe Antigone framework. Antigoneprovidesa flexible interfacefor the definition and
implementationof a wide rangeof securegrouppolicies. Applicationsimplementpolicy by composingandconfig-
uringsecuregroupprimitivescalledmechanisms. Thus,Antigonedoesnot dictatetheavailablepolicies,but provides
facilitiesfor building them.

Themechanismsprovidedby Antigonerepresentthesetof featuresrequiredto implementasecuregroup.Themech-
anismsincludefacilitiesfor authentication,memberjoins,sessionkey andgroupmembershipdistribution,application
messaging,failuredetection,andmemberleaves.Policy-implementingsoftwareusethesemechanismsto constructa
featuresetspecificto theapplicationcontext andtheassumedthreatmodel.

Thetargetapplicationsof Antigonerequirea low-costsolution.A resultof this requirementis thatthemechanismsin
Antigoneprovidesimple,but substantive,featuresfor implementingvarioussecuritypolicies.

To validatetheprimitivesaswell asto simplify developmentof applications,we have constructeda suiteof general-
purposesecuritypolicies.Thesepredefinedpoliciesrepresentthosethathavebeenfoundusefulorhavebeensuggested
asbeingusefulby variousgroupcommunicationsystems.

Thoughnot typically associatedwith securegroupcommunicationservices,Antigoneprovidesanabstractinterface
for multicasting.A reality of theexisting Internetfabric is its inconsistentsupportfor multicastservices.In deploy-
ing multicast-basedsolutions,we have found that thoughmulticastconnectivity in onedirection is often possible,
achieving bi-directionalmulticastis more difficult. As a result,we introducea transportmodecalledasymmetric
multicasting. In asymmetricmulticasting,messagesemanatingfrom a singlesourceusemulticast,andall othersuse
unicast. Antigone’s implementationprovidesinterfacesfor symmetricmulticast(bi-directional),asymmetricmulti-
cast,andpoint-to-point(unicast)groupcommunication.

Our initial performancestudy indicatesthat aspolicy requirementsincrease,so do the performancecosts. This is
not a surprisingresult,but indicatesthe needfor securityinfrastructuresto supporta rangeof securitypolicies. In

2Currently, we have not implementedthesenderauthenticityguarantee(message7d), andthusdo not show its cost. As it requiresprivate-key
encryption,weexpectsenderauthenticityto bethemostcostlyguaranteeto provide.



thenearfuture,we will extendthis studyto includea morethoroughanalysisof latency, throughput,andscalability
characteristicsof Antigonegroupswithin severalnetworkingenvironments.

An earlyversionof Antigonehasbeenintegratedinto thethevic Videoconferencingapplication[Net96]. A number
of policy issuesaroseduring the implementationanddeploymentof theresultingSecure DistributedVirtual Confer-
encing(SDVC) system[AAC

�
99]. Thecurrentdesignof Antigonerepresentsthemany refinementspromptedby the

analysisof SDVC.

Severalchallengesremain.Applicationsmayhaverequirementsfor greaterfault tolerance.Theneedfor servicesthat
provide greaterscalability is evident. In the future, we hopeto investigatewaysto meetsuchrequirements,while
retainingsimplemechanismsthatsupportflexible securityrequirements.

10 Availability

Sourceanddocumentationfor theAntigonesystemareavailablefrom

¤&¥(¥(¦ �&¡�¡I§�¨ ¥.©3ª&« ¨A¬Lq®­ ©3¥.© q ¯I° © ­ ¤ q ¬�±�¯²¡3q
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