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ABSTRET

Many emepging applicationson the Internetrequiring group communicatiorhave varying securi-
ty requirements. Significantstrideshave beenmadein achiering strong semanticsand security
guaranteesvithin group ernvironments. However, in existing solutions,the scopeof available se-
curity policiesis oftenlimited. This paperpresentsAntigone,a framework that providesa suite of
mechanism&om which flexible applicationsecuritypoliciesmaybeimplementedWith Antigone,
developeramaychooseapolicy thatbestaddressetheir securityandperformanceequirementsWe
describehe Antigone's mechanisms;onsistingof a setof micro-protocolsandshav how different
securitypoliciescanbeimplementedisingthosemechanismsWe alsopresent performancestudy
illustratingthe security/performanceadeofs thatcanbe madeusingAntigone.
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1 Intr oduction

IP multicast[Dee89 servicesarebecomingmorewidely availableon the Internet. The useof groupcommunication
basedon IP multicastasa fundamentabuilding block for a variety of applicationssuchasvideo conferencingwill
increase Many interestingapplicationghatrequiregroupcommunicationsuchasvideo conferencinggollaborative
applicationsdatacastingandvirtual communitiesareemegingonthelnternet. Theseapplicationsdependingnthe
percevedrisks andperformanceequirementsiequiredifferentlevels of security In this paperwe presenta system,
calledAntigone,thatprovidesmechanisméor building arangeof securitypoliciesfor groupcommunication.

Existing approachegrovide two predominantpolicies. SecuremulticastsystemgHM97, KA98] view groupsas
collectionsof participantghatrequirea sharedsecretcalleda sessiorkey, to secureapplicationtraffic. Groupmem-
bershipmay changewithout affectingthe securitycontect. A potentialsecurityrisk is thatpastmembersf thegroup
may have accesgo currentcontent.Theadvantageof this approachs low cost;rekeying aftermembershighangess
notneeded.

Corversely securegroup communicatiorsystemgRei94 typically have threatmodelsthat requirethe changingof
the security context after eachmembershipchange. Thus, protectionfrom membersnot currentlyin the groupis
achieredat the costof the context change.Somesystemssupportstrongerthreatmodelsthanarestrictly requiredby
applicationsat a high performancesost.

The Antigoneframework providesa flexible interfacefor thedefinitionandimplementatiorof awide rangeof secure
grouppolicies. A centralelementof the Antigonearchitecturds a setof medanismghatprovide the basicservices
neededor securggroups.Policiesareimplementedy thecompositiorandconfiguratiorof thesemechanismsThus,
Antigone doesnot dictatethe available security policiesto an application,but provideshigh-level mechanismsor
implementingthem.

To easethetaskof applicationdevelopmentwe alsoprovide afacility for configuringrapidly a securitypolicy from a
setof standargoliciesthathave beenmplementedisingthe AntigonemechanismsAn applicationis freeto usethese
standargolicies,if they aresatishctoryfor its purposepr build its own usingthe high-level mechanismgrovidedby
Antigone.

Antigone s targetedfor systemdikely to require IP-multicastservices. The majority of existing multicastbased
systemdistribute high bandwidthcontentto a highly dynamicmembership A naturalrequiremenbdf thesesystems
is for efficientgroupandsecuritymanagement.

We seevideoconferencingsrepresentatie of thetypesof applicationghatmaybenefitfrom the Antigoneframework.
However, we do not limit Antigoneto continuousmediasystems.A fully functional securegroup communication
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systemmay bebuilt onthe Antigonemechanisms.

While therearewell known techniquedor providing securegroups,Antigonehasseveral goalsthat make it unique.
We statethefollowing asthefive primary goalsof Antigone.

1. Flexible Security Policy - An applicationshouldbe ableto usea wide rangeof securitypolicies,with appro-
priateperformanceradeofs.

2. Flexible ThreatModel - The systemshouldsupportthreatmodelsappropriatdor awide rangeof applications.

3. Security Infrastructur e Independence- Our solutionshouldnot be dependenon the availability of a specific
securityinfrastructure.

4. Transport Layer Independence- The solutionshouldnot dependon the availability of arny singletransport
mechanisnisuchasIP Multicast[Dee89). Ontheotherhand,our solutionshouldbe ableto take advantageof
IP-multicastavhenthey areavailable.

5. Performance- The performanceverhead®f implementingsecuritypoliciesshouldbe keptlow.

An earlyversionof Antigonehasbeenintegratedinto thevi ¢ [Net9qg videoconferencingystem.Theresultof that
effort, calledthe SecureDistributed Virtual Conferencing([SDVC) application,was usedto broadcassecurelythe
Septembef998Internet2 MemberMeetingto several sitesacrosghe United States.The broadcasand other WAN
testsindicatetheviability of ourapproachUsinghigh speectryptographialgorithmswe areableto attaintelevision-
like securevideo frame rates(30 frames/seconddver a LAN. Details of the implementationand our experiences
deploying SDVC canbefoundin [MHP98, AACt99.

Theremaindeiof the paperis organizedasfollows. Section2 mapsthe designspaceof securegroupcommunication
policies. Section3 outlinesexisting designsand techniquesof securegroup communication. Section4 outlines
Antigone’s high-level, layeredarchitecture Section5 presentshe mechanismshatcanbe usedto implementa wide

rangeof groupsecuritypolicies. Section6 shavsthatawide rangeof securitypoliciescanbeimplementedisingthese
mechanismsSection7 presentghe availablemulticasttransportmodesof Antigone. Section8 presentgpreliminary
performanceesultsfor someof the policiesthat can be implementedusing Antigone. Section9 summarizeour

conclusionandpresentslirectionsfor futurework.

2 Group Security Policies

Differentgroup communicatiorapplicationsrequiredifferentsecuritypolicies, dependingon their threatmodeland
performanceequirementsln this sectionwe pointout someof theimportantdimensionsalongwhich groupsecurity
policiesvary. To addresghe requirement®f a wide rangeof applications Antigoneattemptso provide a basicset
of high-level mechanismghat can be usedto implementa rangeof group securitypolicies. The dimensionghat
are discussedbelov are: sessionrekeying policy, application messge policy, membeship awarenesspolicy, and
failure policy. The sessiorrekeying policy definesthe reactionof the groupto changesn membershipgn termsof
rekeying sessions.The applicationmessageolicy definesthe securityguaranteesvith which applicationmessages
aretransmitted. The membershipolicy dictatesthe availability of membershipnformationto membersThefailure
policy definesthe type of failureshandledby the system. The remainderof this sectiondescribeghe natureand
implicationsof thesepolicy decisions.

Antigoneassumeshatall groupmembersaretrusted,.e.,membergio notactively attemptto circumventthe security
of thesystem Non-memberfiowever mayattempto interceptmessagesnodify messagesyr preventmessagesom
beingdelivered.

2.1 SessiorRekeying Policy

A commonstrat@y to supportsecuregroupcommunicatioramongtrustedmemberss to usea commonsymmetric
sessiorkey. An importantpolicy issuefor a groupcommunicatiorapplicationis decidingwhena sessiormustbe
rekeyed,i.e.,theold sessiorkey is discardecanda new sessiorkey is sentto all themembers.



Thereis a closerelationshipbetweensessiorrekeying and group membership.Applicationsoften needprotection
from membersotin the currentview.! Therefore.changesn groupmembershigequirethe sessiorto be rekeyed.
If rekeying is not performedafter eachchangein membershipthe view will not reflecta securegroup,but indicates
only which membersareactively participatingin the session Pastmemberanayretainthe sessiorkey andcontinue
to receive content.Futurememberanay recordandlater decodecurrentandpastcontent.In applicationshatdo not
needprotectionfrom pastor future membersrekeying aftermembershiventsis unnecessary

We definethe view group to be the setof membersn the currentgroupmembershipriew. A key groupis the setof
memberavho have accesgo the currentsessiorkey. Thekey groupmay be a subseta supersetor overlapthe view

group.

We saythata groupsecuritypolicy is saidto be sensitiveto an eventif it changeshe securitycontext in responséo
thereceptionof theevent. Typically, the securitycontext is changedy distributing anew sessiorkey (rekeying).

Group securitypolicy is often sensitve to group membeship events Group membershipeventsinclude (1) JO N
event, which is triggeredwhena memberis allowed to join the group; (2) LEAVE events,which is triggeredwhen
a memberleavesthe group; (3) PROCESS FAI LURE events,whena memberis assumedo have failed in some
manner;and (4) MEMBER EJECT events,whena previously admittedmemberis purgedfrom the groupaccording
to somegrouppolicy. In addition,sessionsnay be rekeyed whena specifiedtime interval haspassedsincethe last
sessiorrekey.

The sensitvity of a policy directly definesits threatmodel. For example,considera groupmodelthatis sensitve to
only MEMBER EJECT events.Becausehesessioris rekeyedaftermemberejection,thekey groupwill nevercontain
an ejectedmember Thus,the applicationis assuredhat no ejectedmemberwill ever have accesgo future content.
However, the sessiorcontentis not protectedrom processethathave left voluntarily, areassumedo have failed, or
join in thefuture.

The sensitvity mechanismsn Antigone canbe usedto build a large numberof sessiornrekeying policies. In the
following text, we defineandillustratefour generapurposepoliciesthatarerepresentatie of thepoliciesimplemented
in existing systems.

Time-sensitve Rekeying Policy

Groupsimplementinga time-sensitie policy periodicallyrekey, independenbf groupmembershipvents. Periodic
rekeying preventsthe sessiorkey from “wearingout”. The groupattemptso guardagainstcryptanalysidy usinga
sessiorkey only for alimited period.

By periodically rekeying, the group may be protectedfrom an adwersarywho wishesto block the delivery of new
sessionkeys. An adwersaryblocking rekeying messagesnay intend for the groupto continueto usethe current
sessiorkey. With atime-sensitie rekeying policy, if anew key is notsuccessfullyestablishefterthe currentsession
key expires,groupmembersanchoosdo nolongercommunicateatherthanusethe expired sessiorkey.

Time-sensitie rekeying canbe usefulin a secureon-line subscriptionservice. Paying membersvould periodically
be senta new key thatis valid until the next subscriptioninterval. The GKMP [HM97] protocolimplementsa time-
sensitie rekeying policy.

Typically, systemdmplementingtime-sensitre groupsuseKey EncryptingKeys (KEK) [HM97] to reducethe costs
of rekeying. In systemghatuseKEKSs, thekey groupcontainsall previous andcurrentmemberf the group. This
approachs limited in thatany membemaycontinueto accesshegroupcontentafterleaving. SystemghatuseKEKs
cannoftforcibly ejectmembersvithout additionalinfrastructure.

All rekeying in Antigoneis sessiorkey independentSessiorkey independencstateshatknowledgeof onesession
key providesno informationaboutothers.With thisindependencéintigoneprovidesa strongerguaranteg¢hantime
sensitve groupsthatuseKEKs; amembemwho hasleft the groupmay continueto accesshe groupcontentonly until
thenext rekey. A pastmembercannotaccesgurrentor future groupcontentwithout againjoining asa member

Leave-Sensitve Rekeying Policy
Groupsmplementingaleave-sensitire policy rekey afterL EAVE, PROCESS FAI LURE, andMEMBER EJECT events.

1A groupview is the setof identitiesassociatevith the membersof the groupduring a periodwhereno changesn membershimpccur If the
membershighangega memberjoins or leavesthe group),thenanew view is created Thisis a similar conceptto Birmanss groupview [Bir93].




Thus,thekey groupmaybe arbitrarily largerthanthe view group.

The threatmodelimplied by leave sensitve groupsstatesthat any memberwho hasleft the group will not have
accesgo currentor future content. For example,a businessconferencingsystemthat supportsnegotiationsbetween
a company’s representaties and a suppliermay benefitfrom leave-sensitie rekeying. Oncethe supplierleaves,a
leave-sensitre rekey policy would prevent subsequentliscussiongrom being availableto the supplier evenif the
supplieris ableto interceptall the messagesThe lolus [Mit97] implementsa leave-sensitie rekeying policy.

Join-sensitve Rekeying Policy

Groupsimplementinga join-sensitve policy rekey only aftermembershigd O N events. Thethreatmodelimplied by
join sensitve groupsstateghatany membeifjoining the groupshouldnot have accesgo pastcontent.A join-sensitve
rekeying policy, by itself, doesnot ensurehatmembersvholeft thegroupor wereejectedrom thegrouparenotable
to accessurrentsessiorcontent. The assumptions that pastmembersanbe trustedto not be interestedn current
content.

In practice ajoin-sensitie rekeying policy is likely to beusedin conjunctionwith atime-sensitie or aleave-sensitie
rekeying policy to limit the durationoverwhich pastmembercanaccessurrentsessiorcontent.

Membership-sensitve Rekeying Policy

Groupsmplementingamembership-sensutépolicy rekey aftereverymembershigvent. Thethreatmodelimplied by

membershigensitve groupsstateghatany groupmembeijoining thegroupwill nothave accesdo pastcontentand
thatmembersvho have left thegroupwill nothave accesgo currentor future content.This policy is thecombination
of leave-sensitie andjoin-sensitie rekeying.

Applicationswith comprehensie securityrequirementsvill likely needa membership-sensite rekeying policy. Pro-
viding strongguaranteefor messagéelivery (e.g.atomicity, reliability) oftenrequiregight controlsoverthemessage
content.Withouttight controls,theguaranteemaybecircumvented. The RAMPART [Rei94] systemprovidesatype
of membership-sensite service.

Other Rekeying Policies
Applicationsmay requirea combinationof the above policiesor may usedifferentpoliciesdependingon theapplica-
tion stateandthe specificattributesof anevent.

In the businessconferencingapplication for example,the policy maybeto rekey only whena memberwith therole
Supplierleaves,but not whena memberwith the role Representate leaves. Allowing policiesthatmake distinction
betweermembersnayallow the applicationto optimizerekeying.

In certaincircumstance# may be importantfor the groupto be more sensitve at certaintimes, but lessat others.
Groupsmay wish sensitvity to be a function of groupsizeor resourceavailability. In this way, a groupcanprovide
the strongessecuritymodelthatis supportedy the network andhostinfrastructure.

Time-sensitie rekeying canbe usefulin combinationwith ary of the other schemes.Time-sensitre rekeying in
combinationwith membership-sensite rekeying, for example helpsensurehatanadwersarycannotpreventsession
rekeying indefinitelywithout detectionaftera membershigghangeevent.

2.2 Application MessagePolicy

An applicationmessag@olicy stateghetypesof securityguaranteesequiredfor applicationmessaged-or example,
anapplicationwishingto ensurethatno party externalto the groupis ableto accessontentwill defineconfidentiality
aspartof its policy.

The mostcommontypesof messagsecurityguaranteeare: integrity, confidentiality group authenticity andsender
authenticity Confidentialityguaranteeshat no memberoutsidethe group may gain accesgo the sessiontraffic.
Integrity guaranteeshat ary modificationof an applicationmessagés detectableby recevers. A sessionkey is
typically usedto obtaintheseguaranteesdowever, someguaranteesuchassendemuthenticityaredifficult to obtain
withoutadditionalsecurityinfrastructure Antigonesupportsghesefour messagguarantees.

Note that a single policy neednot apply to every message.In most applications,differentmessagesvill require



differentguaranteegjependingn the natureof the messagandthe assumedhreatmodel.

2.3 Membership Policy

Identificationof the membershiwithin a groupsessioris animportantrequirementor alarge classof applications.
As evidencedby a numberof group communicationsystems,achieving strongguaranteegor the availability and
correctnes®f group membershipcanbe costly. In providing availability, any changein membershigequiresthe
distribution of the new groupmembershiview to eachmember

Corversely memberdn anotherclassof systemsneednot be aware of groupmembershimat all. Thisis the model
usedin typicalmulticastapplicationsIn thiservironment,providing otherservicegsuchasreliability, fault-tolerance,
etc.)is commonlyleft to the application.

A membershippolicy indicatesthe availability of group membershignformation. If the policy statesthat group
membershife supportedthe groupview (membershipnformation)is distributedto eachmemberasneeded.

Antigoneprovidesmechanism#o distributekeyswith andwithoutmembershipnformation,primarily to allow higher
performanceapplicationsvhenmembersio not needmembershipnformation.

Currently Antigone doesnot attemptto guarantedghe confidentialityof group membership.In general,hiding the
groupmembershigrom membersandnon-memberss difficult to do in currentnetworks without introducingnoise
network traffic. Thisis primarily becausehe ability to interceptmessagesn the network allows accesgo the source
anddestinationof paclkets(in caseof unicastsjandat the multicasttree (in caseof IP multicasts).In mountingthis
traffic analysisattad, anadwersarymay deducea closeapproximatiorof groupmembership.

2.4 Procesdailur e Policy

A procesdailure policy statesthe setof failuresto be detectecandthe securityto be appliedto the failure detection
mechanismThedefiningcharacteristiof afailure detectionrmechanisnis the definition of its fault model. The fault
modeldefineghetypesof behaior exhibitedby afaulty procesghatthemechanisnwill detect.Typical crashmodels
includefail-stop, messag®missions,or timing errors[Mul93]. In the stronges{Byzantinefailure) model,a faulty
processnayexhibit any behaiior whatsoeer.

A procesdailure policy may also statethe needfor securefailure detection. In securingthe failure detection,the
group may be protectedirom the maskingof procesdailuresby anadwersary However, protectingthe groupfrom
an adwersarywho attemptsto generatdalsefailuresmay be moredifficult. Failuresmay be forced by blocking all
communicationbetweenthe group participants. This is a denial of serviceattack,which is difficult to addressn
software.

Antigonesupportdetectionof fail-stopfaultsof groupmembersTo preventproblemsdueto timing errors,synchro-
nizedclocksandtimestampsrenot usedin the Antigoneprotocols.However, somemechanisméor failure detection
andtime-sensitie rekeying in Antigonedo rely ontimeoutsatindividual processesA processvhoseclock progress-
esatanincorrectrate may take longerto detectfailuresof otherprocesseif its clock progresse$oo slow) or may
mistalenly assumeéhatthereis afailure (if its clock progressetoo fastandthustimesout).

3 RelatedWork

In this section,we review several of the key conceptsandknown techniquesn the designof frameworks for group
communicationTwo fieldsapplicableto our investigatioraresecuregroupcommunicatioranddesignapproachefor
configurableprotocols.We presensomeof the majorfindingsin eachof theseareas.

Much of the existing technologyon which group communicationis basedwas originally implementedn the ISIS
[Bir93] and later HORUS [RBM96] group communicationsystems. Using theseframeworks, developerscan ex-
perimentwith a numberof protocolfeatures.Oneimportantfeatureof the HORUS systemis the introductionof a



comprehensie securityarchitecture An elemenif thisarchitecturas a highly fault-tolerankey distribution scheme.
Procesgroupsemanticareusedto facilitatesecurecommunication The sessiorkey distributedto membersn HO-

RUS is maintainedfor the entire sessionthusproviding no sensitvity to membershiphangeevents. However, the

vulnerability to attacksfrom pastor future memberds limited. Application messagebave senderauthenticityand
may be confidential.

Virtual networksprovidedeveloperswith anabstractiorfor building applicationslesignedor (logically) localnetwork
traffic, but executedacrossacrossphysicallylarger networks. The Enclavessystem[Gon9§ extendsthis modelto
securegroup communication. Enclaves provides a leave-sensitie group, distributing a new group key after each
memberleave. Also, it is implied that the group key should be changedperiodically (time-sensitie). Enclaves
supportanembershipgnformationbut is notdependentnit. Messagebave confidentialityandthroughpoint-to-point
communicationsenderuthenticity

The RAMPART system[Rei94 providessecurecommunicatiorin the presencef actively maliciousprocesseand
Byzantinefailures. The systemusessecurechannelsbetweentwo membersof the protocolto provide authenticity
Protocolsdependgreatlyon the consensusf processeso reachagreemenon the courseof action. A membership-
sensitve groupis built on a securegroupmembershigprotocol. The securitycontet is not changedhroughshared
sessiorkeys, but the securdlistribution of new groupviews. Messagebave senderauthenticatiormandintegrity.

A limitation of mary securegroupcommunicatiorsystemss thatthey do not scaleto larger networks. In [Mit97],
Mittra defineghel effectsn failure,whereasinglemembershighangeventeffectstheentiregroup. Thelolussystem
[Mit97], attemptsto addresghis limitation by introducinglocally maintainedsubgroups.Eachsubgroupmaintains
its own sessiorkey, which is replacedafter a membershipgchangeeventin the subgroup. Therefore the effect of a
membershighangeis localizedto the subgrouplolus providesa leave-sensitie group,andall applicationmessages
areencryptedwith thegroupsessiorkey. No membershipnformationis distributedin lolus.

Key hierarchie§WHA98, WGL 98] provideanefficientalternatveto subgroupindn achieving scalablesecuregroup-
s. A key hierarchyis singly rootedn-ary treeof cryptographickeys. Theinterior nodekeys areassignedy a session
leader and eachleaf nodekey is a secretkey sharedsharedbetweenthe sessiorieaderanda singlemember Once
thegrouphasbeenestablishedeachmemberknaows all the keys betweertheir leaf nodekey andtheroot. As changes
in membershipccur, rekeying is performedby replacingonly thosekeys known (required)by the leaving (joining)
member Rekeying without membershigchangegasneededn time sensitie groups),canbe achiezed by replacing
therootkey. Thus,thetotal costof rekeying in key hierarchiescaledogarithmically

The GroupKey ManagemenProtocol(GKMP) [HM97] attemptsto minimize the costsassociatedavith sessiorkey
distribution by looseningthe requirementhat eachsessiorkey be independenof others. After beingacceptednto
the group, newly joined membersreceive a Key EncryptingKey (KEK) underwhich a future sessionkey will be
delivered.A limitation of this groupis thatmisbeha&ing membersanonly be ejectedby the establishmenof a new
group. GKMP reduceshe costsof authenticatiorby introducinga peerto-peerreview processn which potential
membersare authenticatedy different membersof the group. The joining members authenticityis assertecby
existing members.GKMP providesa time-sensitre group by rekeying at the end of a sessiorkey’s lifetime. Note
thatthis is a key managemenprotocol,andassuchdoesnot mandatehow the sessiorkey is used.No membership
informationis providedto members.

ThelPSec[KA98] standardsttemptto achieve Internetsecurityby introducingsecuritymechanismsit the network

layer The ScalableMulticast Key Distribution (SMKD) [Bal96] standardextendsthis approachto the multicast
ervironment.Intendedasanextensionto CoreBasedmulticastrouting[BFC93, SMKD usegherouterinfrastructure
to distribute sessiorkeys. As themulticasttreeis constructedleaf routersobtaintheability to authenticatenddeliver

sessiorkeysto joining members.Thus,the costof authenticatiorandsessiorkey delivery canbe distributedamong
the leaf routers. Similar to GKMP, SMKD providesa time-sensitie groupwhich is rekeyed at the end of a session
key’'slifetime.

With respecto security the policiesimplementedy thesesystemsare essentiallyfixed. Applicationsmustselecta
solutionthatprovidesa policy thatbestfits aminimal setof requirementsHowever, theacceptedolutionmayprovide
unnecessarfunctionalityatanincreaseaost.

The micro-protocol [HP94, HS98] designmethodologyis usefulwhen constructingsystemsawith dynamicprotocol
stacks.Usingmicro-protocolsasystenmdesignemaydecomposghefacilities providedby protocolsinto theiratomic
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Figure 1: The architectureof Antigone consistsof threelayers;the broadcastransportlayer, the mechanismayer,
andthe predefinedoolicy layer. The broadcastransportcomponenprovidesa single broadcastabstractiorfor en-
vironmentswith differing levels of supportfor multicast. The mechanisniayer providesa setof primitivesusedto
implementapplicationpolicies. The predefinedpolicieslayer providesa suite of generalpurposepolicies. Where
required,applicationsnay defineotherpoliciesby accessinghe mechanismandbroadcastransporiayerdirectly.

componentsCompositgrotocolsareconstructedrom a collectionof thesmallermicro-protocols Differing facilities
andguaranteesnay be provided throughthe compositionof the micro-protocols.ln [HS99, the authorsdefineand
demonstrat@ suite of micro-protocolsor maintaininggroupmembershipvithin a distributedapplication.Antigone
usesthe micro-protocolapproacho achieve flexibility in implementingvarioussecuritypolicies.

4 Architecture

Describedin Fig. 1, the Antigone architectureconsistsof three software layers; the broadcastransportlayer, the
mechanismayer, andthe predefinedgolicy layer.

Thoughnottypically associatedvith securecommunicatiorservicesthe broadcastransportcomponenprovidesan
abstractiorfor unreliablegroupcommunicationA reality of today’s Internetis thattherearevaryinglevelsof support
for multicastservices.Although significanteffort hasbeenexpendedon the developmentof WAN multicasting,no
singlesolutionhasbeenfoundto meettherequirementsf all users.Developersspecifythelevel of multicastsupport
of thetargeternvironmentatrun time. We describehe broadcastransporiayerin Section?.

Themechanisntayerprovidesasetof mechanismsisedio implementapplicationpolicies. Themechanismsepresent
thebasicfeaturegequiredfor asecuregroup. Policiesareflexibly definedandimplementedhroughthe selectiorand
interactionof mechanismsAssociatedvith eachmechanisms a micro-protocol[HS98. The groupprotocol,called
a compositeprotocol, is definedby the compositionof the mechanismmicro-protocols.We identify anddescribethe
designof the Antigopnemechanismén Section5.

The predefinedoolicy layer providesa suite of generalpurposepolicies. Thesepoliciesrepresenthosecommonly
provided by securegroupcommunicatiorsystems.Clearly, therearemary policiesbeyondwhatis availablein this
layer. Whererequired anapplicationmayextendor replacethesepoliciesby accessinglirectlythebroadcastransport
andmechanisméayers.We describenow the predefinecpolicesareimplementedhroughthe Antigopnemechanisms
in Section6.
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Figure 2: Antigone Micro-Protocol Description- micro-protocolsfor the variousoperatingmodes. A composite
protocolis constructedrom the selectionof a subsef thesemodes.In someconfigurationssomemicro-protocols
may be omittedentirely.

5 Mechanisms

We chosea compositeprotocolapproacfHS9§ for the designof Antigone mechanisms.n compositeprotocols,
featuresarepartitionedinto modulesconsistingof sharedstate messagesvents,andmicro-protocols.Thisapproach
hasseveraldesirablegoropertieshatmake it applicableto Antigone.First,themodulardesignallowsfor theintegration
of future enhancementwith minimal effect on other modules. Second,the micro-protocolapproachallows state
sharingbetweenmodules. We avoid the coststypically associatedvith statesharingbetweenprotocols(message
headers).

Antigone providesmechanismdor providing the following functions;authenticationmemberjoin, sessiorkey and
group membershigdistribution, applicationmessagingfailure detection,and memberleave. The Antigone micro-
protocolvariantsassociatedvith eachmechanisnare definedin Fig. 2. Beforedescribingthe micro-protocolswe
explainthe principalsin the protocolsandthe notationused.

Fig. 3 shows the principalsin an Antigonelogical group. A distinctmemberof the groupwhoseidentity is known in
adwanceto all memberscalledthe sessiorleader(SL), is the arbiterof groupoperationsuchasgroupjoins, leaves,
etc. We choseanarbitratedgroupbecausef its low costandits applicabilityto mary applicationsFor example,in a
securepay-perview videobroadcasapplication the cablecompaly would provide a sessiorleaderthatenforceshe
desiredaccesgontrolandkey distribution policy.



A TrustedThird Party (TTP) providesthe mechanisnfor the sessiorieaderto authenticatgoining group membes.
EachpotentialmembeyA, of agroup(includingthe sessioreader)hasa sharedsecretk 4 registeredwith thetrusted
third party (TTP). This secretkey is generatedand registeredwith the TTP beforethe party attemptsto join ary
sessionWe assumeanout of bandmethodfor registeringthesekeys andfor informing everyoneabouttheidentity of
thesessiorleader

In our protocoldescriptionswe usethe term SL to referto the identity of the sessiorleader A to referto a current
or potentialmemberof the sessionand TTP to refer to the trustedthird party. {X } refersto messageX encrypted
underthe key k. The view identifier, g, is usedto uniquelytag the changingviews of groupmembership.Theterm

SK, refersto a sessiorkey in view g, and SK 4, for the (next) view g + 1. Theterm|, possiblywith a subscript,
refersto a noncevalue. Key distribution protocolsbasedon Leighton-Micalidefineaterm 4 g, calleda pair key,

usedto supportsecretcommunicatiorbetweercollaboratingnembersA andB. Derivedfrom the pair key, thesession
leaderanda potentialmemberA maintaina sharedsecrekey osr, 4. A cryptographicashfor thetext z is described
by H (z). We usethe MD5 hashalgorithm[Riv92] in ourimplementation.

The format of the identity, nonce,key, andview identifier valuesusedin our currentprotocolimplementatioris as
follows. Eachidentity is a unique 16 byte null terminatedASCII string of alphanumericcharacters.A potential
membeiis assignedhis valuewhenregisteringa long termkey with the TTP. Noncevaluesareunique64 bit values.
To ensuregthatnoncesarenot reused somesourceof monotonicvalues,suchasthe systemclock, may be used.Key

formatis algorithmdependentThe DES standardusesaneightbytekey (includingeightparity bits). In thefuture,as
otherciphersareintegratedinto Antigone,we will needto supportotherformats. The view identifier g consistof a
two parts.Thefirst partis aneightbyte, null terminatechamestringthatidentifiesthe group,usedonly for displaying
anddehuggingpurposesTheseconds aneightbit noncevalue.Eachtime anew view is created g + 1), anew nonce
is generated@ndappendedo the groupnamestringto createthe new view identifier.

A policy block is distributedby the sessiorleaderto eachgroupmemberduringthe authenticatiorprocess Defined
by theapplicationthe policy blockis anarbitrarybyte stringstatingthe grouppolicy. We describethe useof this data
by the predefinedolicieslayerin Section6.

The sessiorleadercreatesanasymmetridey pair (Pug, Prg) duringgroupinitialization. The publickey (Pug) is
deliveredto potentialmembergiuringthe authenticatioprocessThe public key is usedto reducethe costof sending
secureheartbeatfrom the sessiorieader

Wheresenderuthenticityis configuredwe assumehe existenceof a certificatedistribution service[HFPS98]. The
certificateservicewould provide accesgo certificatesor eachgroupmembern(C4). Notethatno certificatedistribu-
tion serviceis requiredin our protocolto generater distributethe (Pug, Prg) asymmetridkey pair.

We useDES|[Nat77] for all encryptionin the currentimplementationlts inherentstrengthis evidentfrom its 20-year
history, yetits 56-bit key lengthhaslong beenthe subjectof debate Relatedalgorithmssuchastriple-DES[ANS85]
or DESX[KR96] offer the strengthof DES with considerabljfongerkeys. Our protocolsarenot tied to any specific
propertyof DES,andmaybereplacedwith othercryptographialgorithmsasnecessary

We assumehatall processethathave achiered membershipandthushave beenauthenticatedadhereo the system
specification.We assumeno membemwillingfully disclosests long term or sessiorkeys. All memberdrustthe TTP
notto disclosetheir long termkey, andto generatgair keys accordingto the specification.

Thefollowing text describegachof the micro-protocolmodulesin Fig. 2. All citedmessageumbergeferto Fig. 2.

Authentication Mechanism - The authenticatiormechanisnprovides facilities for the authenticatiorof potential
groupmembersThe purposeof this mechanisnis twofold. First, the sessiorleaderauthenticatethe potentialgroup
member Secondasharedsecretbetweerthetwo partiesis negotiated.The sharedsecretcalledthe shaedsecet key,
is laterusedto implementa securechannebetweerthe two parties.

We usethe Leighton-Micali key distribution algorithm[LM94] to authenticatehe joining processandnegotiatethe
sharedsecret.The mainadvantageof Leighton-Micaliis low cost;it usessymmetrickey encryptionthroughoutwith
noneof the modularexponentiationoperationsassociatedvith public key cryptosystemsPublic key cryptography
requiressignificantlymorecomputatiorthansymmetricalgorithms. The de-factostandardor public-key cryptogra-
phy, RSA, canbe up to 100timesslower in softwareand1000timesslower in hardwarethanDES, the predominant
symmetricalgorithm[Sch94.



A prospectie memberinitiatesthe authenticatiorprocessy sendinga messagéo the sessioreadercontainingher
identity andanoncevalue(messagéd). The sessiorleaderthenobtainsthe pairkey w4 g from the TTP (message®
and3). Derivedfrom two identitiesandtheir associatetbng termkeys, the pair key is usedto establishanephemeral
securechannebetweerthe processeslo preventreplayattacksthe sessiorleaderverifiesthe encryptechoncevalue
I; includedin the TTP sresponse.

Thesessiordeadercomputeshe sharedsecrekey for communicatingvith A asfollows. Thesessiorleadergenerates
thevalue {A}k,,. This valueis XOR-edwith the pair key 7gz 4 recevedfrom the TTP. The resultingvalueis
asharedsecretkey ({SL}k, = osr,a) thatis usedto createa securechannelbetweenthe sessiorleaderandthe
prospectre memberA.

Notethat A neednot communicatevith the TTP to obtainthe sharedsecrekey {SL}k, = osL,4; sShecancompute
it directly. A decryptsthesessiorkey with this valueandvalidateshernonce.

After obtainingthe sharedsecretkey, the sessiorleaderrespondavith an authenticatiorresponsenessagémessage
4). Theresponseontainsthe identitiesof the sessioieaderandthe potentialgroupmemberanda block encrypted
with the sharedsecretkey os1,,4. The encryptedblock containsthe view (g) andgroupmember(A) identifiers,the
group membernonce(l,), a sessioneadernonce(lz), the policy block, andthe group public key (Pug). Upon
receving thismessagetherecever decryptshe contentsandverifiesthe noncely.

Join Mechanism - The join mechanisnprovides a memberwith facilities for gaining accesso the group. The
mechanisnalsoprovidesmeasures$o ensurghereliability of thejoin.

The potentialgroupmember(A) joins the groupby transmittingmessagé to the sessiorleader Upon receptionof
messag®, the sessiorleadervalidatesthe noncevalue (Iz) passedo the joining memberduring the authentication
processIf the nonceis notvalid, the join requesis ignored,andthe groupcontinues.If the nonceis valid, the new
memberis acceptednto the group. Thereactionof the sessiorleaderto the join requesidependwn the configured
groupmodel(seebelow).

Note thatthe join messagés unforgeableandfresh. A sessiorleaderknows thata correctjoin messagés freshand
wasgeneratedby the memberbecaus®f the presencef the (I2) noncevalueencryptedunderthe sharedsecretkey.

Mutual authenticationis achievedthroughthe verificationof the secretsA and SL sharewith the TTP. The potential
membemustbein possessionf the secresharedvith the TTPto obtainthe sessioleademonce(l;) usedin joining
thegroupin messag®. The sessiorieadermustbein possessionf the secretsharedwith the TTPto determinethe
secretkey sharedwith A. A is corvincedthatmessagd is freshby validatingthe noncevalue I, sentin the original
request.

Rekey/ Group Membership Mechanism - The Rekey/GroupMembershipmechanisnprovidesfor the distribution
of groupmembershimndsessiorkeys. We notethe distinctionbetweersessionekeying andsessiorkey distribution.
In sessiorrekeying, all existing groupmembersnustreceive anewly createdsessiorkey. In sessiorkey distribution,
the sessiorleadertransmitsan existing sessiorkey.

The rekey and sessiorkey and distribution message¢6a, 6b, and 6¢) all containa groupidentifier (g), the latest
sessioeadersequencaumber(Ssr.), andaMessae AuthenticationCode(MAC) calculatedvertheentiremessage,
H(...). Thegroupidentifierandsequenceumberidentify the currentgroupcontext. The MAC ensuresntegrity of
themessage.

Sessiorkeys aredistributedvia sessiorkey blocks (4, {g, SK,} ., ). Theintendednemberof eachblockis identi-
fied by thegroupmembeiidentifier (A4). Theremainderof theblockis encryptedusingthe sharedsecrekey (osr,4).
If thegroupidentifieris decryptedoy therecevercorrectly(matchegheidentifierin themessagéeader)themember
is assuredhattheblock wascreatedoy the sessiorieader

Messagéacontainsasessiorkey blockfor onememberandno groupmembershifpnformation. Messagéhb contains
a sessiorkey block for onememberandenumerateghe currentgroupmembershigB, C, D, ...). In messagéc, a
sessiorkey blockis generatedor eachmemberin the group. Groupmembershipn messagéc is extractedfrom the
sessiorkey blocks.

Rekeying is performedby the transmissiorof messagéc. Rekeying in Antigoneis similar to key distribution after
a LEAVE operationin the lolus system[Mit97]. The sessiorleadercacheghe sharedsecretkeys, so creatingthis
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Figure3: An Antigonegroupconsistof anarbitercalledthe sessiorleader, a serviceproviding memberauthenticity
called the trustedthird party, andthe group members. No assumptionsire madeaboutthe network topology or
connectvity.

messagés fast: encryptionof 24 bytes(8 bytesof new sessiorkey plus 16 bytesof new groupidentifier)permember
Usingthe cachedsharedsecretkey, thereceversof this messagextractthe sessiorkey out of the sessiorkey block
andbegin usingit immediately The size of this messagegrows linearly with group size, andis potentially large.
In systemsthat provide sessionkey independencekeying materialneedsto be sentto eachmemberindividually.
Therefore the size of the messagés large by its nature,not asa sideeffect of our design. Schemeghatdistribute a
key to eachmemberindividually will transmitthe sameamountof dataover mary moremessages.

A potentialproblemoccursduringthetransitionof groupviews. During therekeying processapplicationdatasuchas
continuougnediamay continueto be broadcastisinga previoussessiorkey. Becausef delaysin the delivery of the
sessiorkey, a processnayreceive a messagencryptedwith a sessiorkey thatit doesnotyet or will never possess.
An applicationmay addresghis issueby buffering, doubleencryption,droppingpaclets,or otherapproachesWe
present detaileddiscussiorthe positive andnegative aspect®f several of theseapproaches [MHP9§].

We arein theinitial stagesf implementinga key hierarchybasedekeying mechanisn{seeSection 3). It hasbeen
shawn thatthe costsof rekeying may bevastly reducedusingthis approachn thefuture,we will studythe effect of
reducedekeying costson policy.

Application MessagingMechanism- The applicationmessagingnechanisnprovidesfor the transmissiorof appli-
cationlevel traffic. Eachapplicationlevel messagés securedisingcryptographidkeys distributedby therekey/group
membershipnechanismor throughthe useof externalpublic key certificates.

The format of applicationmessages$s dependenbn the type of messagingolicy. We achieve messagentegrity
throughMessae AuthenticationCodes(MAC) [Sch96, and confidentialityby encryptingunderthe sessionkey.
Messagerashaws the formatof a messagevith integrity only, messagé&b shavs confidentialityonly, and7c shows
amessagevith bothintegrity andconfidentiality

A MAC is generatedy encryptingan MD5 hash[Riv92] of the messagealataunderthe sessiorkey. A recever
confirmsthe MA C by decryptingandverifying the MD5 hashvalue. If the hashis correct,thereceveris assuredhat
messagéasnot beenmodifiedby someentity externalto thegroup.

Sendelauthenticity(messagé&d)is achievedby digital signaturdDH76]. Thesignaturds generatedisingthe private
key exponentassociatedvith thesenders certificate.Receversobtainthe senders certificateandverify the signature
usingtheassociategublic key. Notethata byproductof theuseof digital signaturess messagéntegrity. Our current
implementatiordoesnot supportsenderuthenticity

Failur e DetectionMechanism- An applications threatmodelmayrequirethe systento tolerateattacksin which an

adwersarypreventsdelivery of rekeying messagesom thesessiodeaderto theentiregroupor to asubsebf members.
In sucha case somememberswill continueto useanold sessiorkey, a securityrisk if the old key is compromised.
Also, for accuratemembershipnformation, it may be necessaryor the sessiorleaderto be ableto detectfail-stop

failuresof members.



In Antigone,we provide secue heartbeatmessageasthe mechanisnto detectfailed processesThe sessiorleader
detectdailed processethroughmemberheartbeat¢messag®). Whensomenumberof membereartbeamessages
arenotreceivedby the sessiorleader themembeiis assumedailed andexpelledfrom thegroup.

Group membersconfirm that the sessionleaderis still operatingby receving the sessiorleaders secureheartbeat
messageémessag®). Whensomenumber(the valueof which is a policy issuefor higherlayers)of sessiorleader
heartbeatmessagearenotreceved,the membercanassumehatthe sessiorleaderhasfailed.

Heartbeamessagesene a dual purpose.In additionto failure detectionmemberausethe heartbeatso ensurethat

they have the mostcurrentgroup state. The sessioneaders sequenceaumberensureghat the heartbeais fresh.

The presencef the groupidentifier allows a groupmemberto be certainthatthey areusingthe mostrecentsession
key. The heartbeatareencryptedto ensurethatan adwersarycannotfake heartbeatsWithout theseprotections,an

adwersarymaybeableto preventdelivery of new sessiorkeys andtrick membersnto continuingto transmitunderan

old sessiorkey indefinitely.

A memberwho fails to receie a currentsessiorkey or membershignformationcanattemptto recover by sending
a key retransmitmessag€messagéd 0). The key retransmitmessagéndicatesto the sessioreaderthatthe member
wishesto getthe mostrecentgroupstate. The sessioreaderwill sendthe mostkey/groupmembershigistribution
(messagéa,6b, or 6¢) in responsdo the key retransmitmessageln this case the processwill be ableto recover by
installingthe mostrecentsessiorkey and/orgroupmembership.

It is worth noting that congestiorthat causegekey or heartbeatmessagdoss may be exacerbatedy the resulting
requestgor morerecentgroup state. This problem,known as senderimplosion is likely to limit the efficiency of
Antigonein largegroupsor onlossynetworks. We planto introducearetransmimechanisnsimilarto SRM[FJLt97]
to addresghis limitation. Usingthis approachywe distribute the costof retransmissiommongthe groupby allowing
ary memberto respondto requestdor lost messagesRetransmissiomequestsare madea randomtime after the
lossis detectedthe randomtime is computedasa function of measuredlistancefrom the sessiorieader).Members
notingaretransmissiomequessuppressocal requestsandwait until aretransmissiofs recevedor atimeoutoccurs.
Corversely membergeceving retransmissiomequestdor data(heartbeabr key messageshey have receved wait
arandomtime (which is a function of the distancefrom the requesterpeforeretransmitting.If it is notedthatsome
othermemberhasperformedthe retransmissiorthe requesis ignored. Note thatthis approachn no way affectsthe
securityof Antigone,but only senesto reducethe costof retransmissiomequesprocessing.

The Antigone infrastructures goal at this level only providesmechanismgor reliable detectionof sessioneaders
failure andnot recovery from its failure. Mechanismdor detectionof failurescan,if desiredbe usedto implement
recovery algorithmsusingprimary backupor replicatedapproacheathigherlevels.

Leave Mechanism- This mechanisnprovidesaninterfacefor groupmembergo gracefullyexit thegroup.A member
sendamessagdl to indicatethatit is exiting thegroup.

The leave mechanismhasa secondanpurpose. Using the micro-protocoldefinedin Fig. 2, a group membermay
requesthe ejectionof othermemberdrom the group. To requesian ejection,therequesteplacesthe identity of the
membeiin the{g, B} sk, block (asB). Thesessioreadereceving amessagevith this formatwill ejectthemember
in accordancevith somelocal policy.

6 Policy Implementation

In this sectionwe shav how flexible applicationpoliciesmaybeimplementedhroughthe Antigonemechanisms.

Membership AwarenessPolicy

If membershouldnotexplicitly begiventhelist of currentmembersn agroup,thenrekeying canbe donevia point-
to-pointmessaget eachmemberusingmessag®a. Otherwise usingmessagéc via a multicastto rekey a group
is generallymoreefficient. In eithercase,aspointedoutin Section5, we do not guaranteeconfidentialityof group
membershi@gainstadwersariesvho areableto monitornetwork traffic andanalyzepaclet flows in thegroup.

Whenamemberfailsto receive arekey messaget canrequestre-broadcadby sendingnessagdo. If membership



Policy JO N | LEAVE | FAI LURE | BEJECT
Time Sensitve N N N N
Leave Sensitve N Y Y Y
JoinSensitve Y N N Y
MembershipSensitve Y Y Y Y

Table 1: The predefinedekeying policiesmay be definedby their sensitvity to membershipevents. Note that join
sensitve groupsare VEMBER_EJECT sensitve to allow for memberejection.

awarenesss requiredin the group,the sessiorleadercanusemessagéb or 6¢ to updatethe member;otherwise the
sessiorleadercanusethe smallermessagé®ato rekey the membeywhichis moreefficientto encryptandsend.

Rekeying Policy Implementations

To implementa time-sensitre group, the sessiorleadersimply createsa new groupidentifier periodically followed
by grouprekeying asdescribeabove.

To implementa join-sensitve group, aftera memberjoins (messagé), the sessioneaderrekeys the sessiorusing
eithermessag®ato eachmemberor via messagéc.

If the policy is notjoin-sensitve, whena memberjoins, no rekeying is necessaryThe new memberis sentmessage
6b or 6a,dependingn whetherit needgo be providedthe groupmembershigist or not, respectiely.

To implementa leave-sensitre group,whenany membereaves(messagdl), is ejected(message. 1), or fails (de-
tectedvia secureheartbeats)the sessiorleaderrekeys the group. The sessiorieaderrekeys the sessiorby sending
messageéato eachmemberor by multicastingmessagéc to the group, dependingon the membershipawareness
policy.

To implementa membership-sensité group,sessiorrekeying is doneafterjoins, leaves,failuresandejections.

Application developerscanimplementother rekeying policies, given the mechanismsn the previous section. For
example,the sessioneadercanrekey only when certainmembergoin or leave memberin the group, or do time-
sensitie rekeying in combinatiorwith membership-sensité rekeying.

Application MessagePolicy Implementations

Several choiceswith differentguaranteeareavailablefor sendingmessagegchoices7a, 7b, 7c,and7d). It is up to
the applicationto malke judicioususeof theseavailable choices dependingon therequirementsWe will discusshe
performanceémplicationsof applicationmessaggoliciesin the Performanceection.

PredefinedPolicies

To simplify applicationdevelopment,Antigone providesa simple specificationinterfaceto selecta group security
policy. This specificationinterfaceallows selectionfrom severalcommonpolicies. Applicationsthatrequirecustom
policiescan,of coursejmplementtheir own policiesdirectly thoughthe Antigonemechanisms.

The predefined-polig layerin Fig. 1 usesthepolicy blockin messagd (seeFig 2) to sendsix fields (GG, SG, RK,
HB, MM, andF P) to selectapolicy from arangeof commonpolicies.

The GG parametelis usedto selectfrom four implementedpolicies. The policies (TI ME_SENS, LEAVE_SENS,
JO N_SENS, and MEMBER_SENS) correspondo the definitions presentedn Section2. Table 1 describegshese
policiesin termsof their sensitvity to membershigvents.

The RK parameteiis usedto specify the rekey timer value. Eachmemberresetsthe timer to the specifiedvalue
whenanew key is receved. If the timer expires,the memberconsidergshe currentsessiorkey to have expired and
requestshatthesessioeadersendanew sessiorkey. Thesessioeadershouldnormallyrekey asessiomprior to the
expirationof thistimer. Notethatthe combinatiorof GG and RK parameterallow specificatiorof rekeying policies
thatareboth membership-sensite aswell astime-sensitre.



The SG parameteiis usedto specify the securityguaranteeon applicationmessages.The guaranteeshat can be
specifiedare: confidentiality integrity, andsenderuthenticity A sideeffectof theselectiorof any of theseguarantees
is thatall applicationmessagewill have the group authenticityproperty The groupauthenticitypropertystateghat
messagesan be verified to determineif they emanatedrom a memberof the group. We outline the performance
issuegelatingto thesepoliciesin Section8.

The M M parametelis usedto indicateif membershipawarenesss requiredby group members. If membership
informationis to besupportedit is distributedduringevery rekeying operatiorvia messagécor, in caseof retransmit
requestsyia messagéb. Otherwisemessag®ais usedto rekey members.

Thefailurepolicy (F P parameter)ndicatesvhetherfailuresof the sessioreaderandthemembersareto bedetected.
If the procesdailure policy statedfailuresareto be detectedheartbeamessage$9,10) aretransmittedoeriodically
Thefailuredetectionmechanisnwill detectfailedmembersasdefinedin the previoussection.

The H B parameters usedto specifythe periodicity of heartbeamessagesf ary.

In generaljf anadwersarycanpreventmessagesom beingdelivered,periodicheartbeatfrom the sessiorleaderare
important. Sincethe sessiorleaders heartbeatgarry the groupidentifieranda sequenceumber they help ensure
thata groupcanbeforcedto useanold sessiorkey only for a periodimplied by the heartbeainterval.

Heartbeatsireusefulevenwhena combinationof membership-sensite andtime-sensitie rekeying is used.For large
groups,rekeying (messagéc) canbe more expensve for the sessiorleadercomparedo sendingsecureheartbeats
(messag®). In suchcasesthe sessiorleadercansetthe heartbeainterval to be lower thanthe rekey interval. The
lower heartbeainterval ensureshatmemberglo notuseanold key beyondthatinterval. In theabsenc®f heartbeats,
therekey interval will definetheboundfor which anold key maybeused.

7 BroadcastTransport Layer

Antigoneprovidesthreebroadcastransporimodes;symmetrianulticast point-to-point andasymmetrignulticast In
providing a singletransportabstraction Antigone supportsnetwork ernvironmentswith varyinglevels of supportfor
multicast.

Thesymmetricmulticastmodeusesmulticastto deliver all messagesipplicationsusingthis modeassume&omplete,
bi-directionalcommunications availablevia multicast.In effect, thereis nological differencebetweerthis modeand
directmulticast.

The point-to-pointmode provides a broadcasservicebasedsolely on point-to-pointcommunication. All message
traffic intendedor thegroupis unicastto the sessioeader andrelayedto eachgroupmemberia UDP/IP. However,
aseachmessaganustbe transmittedto group membersndividually, bandwidthcostsincreasdinearly with group
size. In someapplicationsthesecostsmay be prohibitive. For example,a group of even modestsizeswould have
difficultly in maintaininga videotransmissiorwith reasonablé&amerates.

In [AACt99], we describeour experienceswith the deploymentof a video applicationbasedon an early versionof

Antigone. The deployed systemwasto securelytransmitvideo andaudioof the Septembefl998Internet2 Member
Meeting. Therecevers(groupmembers)veredistributedat severalinstitutionsacrosghe United States While some
of the receverswereableto gain accesgo the video stream,otherswere not. It wasdeterminedhat the network

could deliver multicastpacletstowardsthe recevers (group members) but multicasttraffic in the reversedirection
wasnhot consistenthyavailable(towardsthe sessiodeader).The problemwasattributedto limitation in reverserouting
of multicastpaclets. We presensignificanttechnicaldetail of thisissuein [AA C*t99].

Theseproblemscoupledwith the costsassociateavith a completelypoint-to-pointsolutionleadusto introduceasym-
metric multicast This modeallows for messagegmanatingrom the sessioneaderto be multicast,and member
messaget be deliveredpoint-to-point. Memberswishingto transmita messagéo the groupsendthe messagéo the
sessiorleaderasa unicast. The sessiorleaderactsasa relay for all groupcommunication.Any messagéntended
for thegrouprecevedby the sessiorleaderis re-transmittedria multicast. Thus,we reducethe costsassociatedavith
groupdelivery of a point-to-pointsolutionto a unicastfollowedby a multicast.
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Figure4: GroupMembership/Sessiokey messaggeneratiorcosts- Measuredandestimatedtostsassociatedvith
themessaggeneratiorof groupsof varyingsizesandsemantics.

Significanttechnicalandadministratve issuesmustbe resoled beforemulticastservicescanbe widely deployedin
the Internet. In the interim, techniqguessuchasasymmetrianulticastingwill be usefulin the constructionof group
basedsystems.

The key advantageof a single abstractionis in its ability to handleupdatesin the networking ervironment. As
symmetricmulticastbecomesuniversallyavailable,neitherAntigonenor applicationgouilt onit will requireredesign
to make useof the newly availableservice.

8 Performance

In this sectionwe presenta preliminary performancestudy of the Antigoneframework. We illustratethe CPU costs
of groupkey operationsat the sessionleaderandidentify the throughputand lateng characteristicof application
messaging.

The experimentgdescribedn this sectionwereperformedon unloadedntel 200MHz PentiumProworkstationsun-
ning FreeBSDkernelversion3.0. All testswereexecutedon anunloadedl00 MBit EthernetLAN. Throughputand
latengy experimentsncludeda singlesendel(which wasthe sessioleader)andninerecevers.

Fig. 4 shows the costof groupmembership/sessidkey message@eneratiorundervarying group modelsandsizes.
For comparisonwe estimatehe messaggeneratiorcostsassociateavith a key hierarchyapproach.

Generatiorof the sessiorkey distribution messageavithout group membershipgnformation (messagéa) shouldbe
constanunderall groupsizes.Creationof this messagéncludesthe generatiorof onesessiorkey distribution block
andthe generatiorof a Messae AuthenticationCode(MAC). Thefigureindicatesa constantostof messaggenera-
tion.

The costsassociatedvith key distribution with group membershipnessagé€6b) generatiorincreaseslightly with
groupsize. This trend can be attributed to the increasingamountof datato be hashed.As the group membership
grows, the costsassociateavith MAC generationincrease.

The costsassociatedvith therekey messag€6c) increasedinearly with groupsize. A sessiorkey blockis generated
for eachmembey which requiresa distinct cryptographicoperation. Similar to the messagéb, the costof MAC
generatiorincreasesvith groupsize. Becausef the speedof the underlyingcryptographicalgorithms,increasesn
the costof messag@eneratiordueto MAC constructionis significantlylessthanincreaseslueto sessiorkey block
construction.

The Key Hierarchydatain Figure4 estimateghe costof rekey messagevith membershigsimilar to 6¢) generation
in akey hierarchybasedgroup.In akey hierarchyrekeying is performedby the distribution a numberof keys which
is roughly proportionalto the log of the groupsize. Therefore we seelittle increasein messageostasthe group



| Policy | Throughput [ Latency |

Integrity 2577KB/sec | 5710usec
Confidentiality | 1697KB/sec | 8698usec

Integrity a|.'1d' 1577KB/sec | 9037usec
Confidentiality

Table2: Application MessagingPerformance Maximum throughputby anapplicationsendingl KB messageand
lateng of endto enddeliveryfor a10 KB message.

becomedarger. This realizationfurtherindicatesthata key hierarchybasedrekeying mechanisnwill be a valuable
extensionto Antigone.

In Table2, we shav the throughputandlateng characteristicef applicationmessagingindervarying securitypoli-
cies. Althoughnot surprising,our experimentsshav thatasthe numberof guaranteescreasesodo the costs.Thus,
policy hasa directaffect on performancestrongerpolicieshave lessthroughputandgreaterdateng. Thereis a nat-
ural orderingto theseguaranteesINTEGRITY(message&’a) is leastexpensve, CONFIDENTIALITY(7b) is more
expensve,andthe INTEGRITYandCONFIDENTIALITY(7c) is the mostexpensve ?

The orderingof applicationmessagegeneratiorcostsmirrors the speedof the underlyingcryptographicoperations.
We useDES [Nat77] to achiese confidentiality andMD5 [Riv92] to achieve integrity. Our implementatiorusesthe

SSLeaw0.9.0b[HY98] cr ypt o library. Onthetestmachinewe foundthatDES encryption(x 3.7 Mbyte/second)
is aboutl /6 the speeddf MD5 hashing(~ 21 Mbyte/second).

9 Conclusionsand Future Work

In this paper we presentedhe Antigone framavork. Antigone providesa flexible interfacefor the definition and
implementatiorof a wide rangeof securegrouppolicies. Applicationsimplementpolicy by composingand config-
uring securegroupprimitivescalledmedanisms Thus,Antigonedoesnot dictatethe availablepolicies,but provides
facilitiesfor building them.

Themechanismgrovidedby Antigonerepresenthe setof featuregequiredto implementa securegroup. Themech-
anismsdncludefacilitiesfor authenticationnemberjoins, sessiorkey andgroupmembershiglistribution, application
messagingfailure detectionandmembereaves. Policy-implementingsoftwareusethesemechanismso constructa
featuresetspecificto the applicationcontext andthe assumedhreatmodel.

Thetargetapplicationsof Antigonerequirealow-costsolution. A resultof this requirements thatthe mechanisman
Antigoneprovide simple,but substantie, featuresor implementingvarioussecuritypolicies.

To validatethe primitivesaswell asto simplify developmentof applicationswe have constructed suite of general-
purposesecuritypolicies. Thesepredefinegoliciesrepresenthosethathave beenfoundusefulor have beensuggested
asbeingusefulby variousgroupcommunicatiorsystems.

Thoughnot typically associatedvith securegroupcommunicatiorservices Antigone providesan abstractnterface
for multicasting.A reality of the existing Internetfabricis its inconsistensupportfor multicastservices.In deploy-
ing multicast-basedolutions,we have found that thoughmulticastconnectvity in onedirectionis often possible,
achieving bi-directionalmulticastis more difficult. As a result, we introducea transportmode called asymmetric
multicasting In asymmetrianulticasting,messagesmanatingrom a singlesourceusemulticast,andall othersuse
unicast. Antigone's implementatiorprovidesinterfacesfor symmetricmulticast(bi-directional),asymmetricmulti-
cast,andpoint-to-point(unicast)groupcommunication.

Our initial performancestudy indicatesthat as policy requirementsncrease so do the performancecosts. This is
not a surprisingresult, but indicatesthe needfor securityinfrastructureso supporta rangeof securitypolicies. In

2Currently we have notimplementedhe senderauthenticityguaranteémessag@d), andthusdo not shaw its cost. As it requiresprivate-key
encryptionwe expectsendemuthenticityto bethe mostcostlyguarante¢o provide.



the nearfuture, we will extendthis studyto includea morethoroughanalysisof lateng, throughput,andscalability
characteristicef Antigonegroupswithin severalnetworking ervironments.

An earlyversionof Antigonehasbeenintegratedinto thethevi ¢ Videoconferencingpplication[Net9g. A number
of policy issuesaroseduring theimplementatioranddeploymentof the resultingSecue Distributed Virtual Confer

encing(SDVC) systemAA CT99]. Thecurrentdesignof Antigonerepresentthe mary refinementpromptecby the
analysisof SDVC.

Severalchallengesemain.Applicationsmay have requirementgor greaterfaulttolerance The needfor serviceghat
provide greaterscalabilityis evident. In the future, we hopeto investigatewaysto meetsuchrequirementsyhile
retainingsimplemechanismshatsupportflexible securityrequirements.

10 Availability

Sourceanddocumentatiotior the Antigonesystemareavailablefrom

http: //antigone.citi.umich.edu/.
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